This is Google's cache of https://asec.ahnlab.com/ko/48416/?utm_medium=Main&utm_campaign=BLOG&amp. It is a snapshot of the page
as it appeared on 9 Mar 2023 10:02:56 GMT. The current page could have changed in the meantime. Learn more.

Full version Text-only version View source

Tip: To quickly find your search term on this page, press Ctrl+F or #-F (Mac) and use the find bar.
ASZC

37023
Lazarus =4

nuno 13 ago

A#hd (20218 39)H Lazarus &4 52 MY A=TF o] WA, /I, L2 ES o], A AL & Tl o

A Eoll A ¥ = a1 9l o], ASEC(AhnLab Security Emergency Response Center)< Lazarus &2 1&2] &% % ¥

YHES A &H 0w 4 Y FH51 Y,

ol Al 9] 18] A= 20221 59 Lazarus 324 1wl 9 &) o|v] ot 2p&] e A AL, FLI AL ES
0] ] 0-Day # oFd o &2 <& &l 7} A2t} 2020 5€ GA 2 FF7|HE o

2 Ao 3
£ BB B Z2a9 ) Aot AL AL YAL, AT ol F Y 2ZEG OB BF HA Mo
E4]o]

ASEC| A = 3l & R ZE g o] o tfaf KISAd A E& 3 o1}, 3 ek o] i &3] &l A] 9k e o]
o] B 2] 7} 9. x] eko} B Fo| A= &l & A AL} AT E ¢ o] of &l A

9] o) = ASECol| A &
Joll HF3H7] 23l A &3 1

ol &al FA F &



Edol A

Ao, 2=

=19l 2}

HaA

it

[xi
o)

Edo] A7k 2N =]

ST

ot &

F 371 = A%

&

s}

g
& o g ol

:

=2 o
=

Edo] FH

] otk A

=

A v 32

=
=

“

SRR

=

1 g =

9

o,

A &

AR A 71ZE 2022/10/21 ~ 2022/11/18

& Windows 10

o

=K
BH
Nl
il
ie!

0

ol

M

G

0
Bl

o
B

] o0-Day %I oF

]
=4

2

= vl

o B

ALZE

o
o
N
Ho

Lazarus

#Lazarus #skypeserver.exe #0-day #FE7l #BYOVD

A TAG

or
o]
o
pild

&



PC02

Semscmcon P 12—

11192189 48 11568 52 47

183.110 22417

114108 129.89

(3) Connght C2  (4) Connegl €2 Connect C2

(2) Connect C2

(1) Connect C2 €2 Connect

I I

119207 79175

/15 11:32:36

fawss.exe /sean [UselPAddressesRange 1
Execute(Network Scan)

/IPAddressFrom XXX.1
NPAddressTa XXX 255
/stext CProgramDatasfowsslog

A5 11:32:36
Create File

1118 113341 —p keudsgpfa
fouss exe —Rename / Delete R

1115 11:32:36

2] §
Studyholic.com
Execute(Network Scan)—>

Ca#ProgramDatawfmSysN.exe X1 XXX.36 42235 10
c¥#programdataifmsysh.log

121.78.158.4§ o]

118102936 ———
11/1512:50:13  Rename / Delete™ yfvepuvibi

Create File

11718 1:07:02 perleriticexe
Create File - PROCEXP152.5Y5
1118 102935
Rename / Delete

11718 102028
Disable AV P

118 11:12:18

Exploit svchostexe

Certificate
Software
u te)

Create File/Execute/Delete—p perlariticsd. ue ndbwwkzsflyyrg

svchost.exe svchost.exe

1021 10:46:45

10121 14
pplicaion Error

reate File

1
Crede

legacyusermanagerdll  wptsextensionsdll

‘AppCrash 000000000  exe_ 9474221

Sfoc765 1aabaf2i3cobiededeT439e51 T

_be343760_cab,edadb20c-4721-4983- 102718 AT
2501-0ec232947d8a N

lumimp

10027 Cieate File GO

wptsextensions.dil

11418 09:56:31
Create File

11418 09:51:07
Create File

11/18 09:49:31

Connect to PCO1's Certificate Software
rificate Software

1715 16{18:52
nect to PCOT's

1118 10:0623
Rename ! Da\ele\

{222A2458E637-4AF9-AG3F-AS9CAT19ATSE]

skypeserverexe  sfbappsdk di

1118 10:00-27

Connect ta PCOT's Cerlificate Software

11718 10:06:42
Rename / Delete.

11118 10:08:14
Rename / Delete

1115 16:18:52 PC2 -= PCOA (try to connect)

11/18 09:49:31 PC2 -> PCOA (try to connect)

kacfabrrgbfmwem  bikemvkghes

118 10:00:27 PC2 -> PCO1 (connection successiul)
- Appcrash occured at Certificated software

2 dalbinews.co.kr Sww. studyholic.com

PCO1
121.78.246.155 121.78.158.46 183.110.224.172
1718 10:00:37 1718 10:20:24
Connect C2 1118 10:18:47 Connect C2 1118 10:44 47
Ci 1C2
1118 onmee Create File — LegacyUserhanagerdll

‘”‘g:p?::’” Certificate 11[1?42:(:037 ”Q:;;;:VZS 1”1(;5‘:[;[:::347_’ Settings o
1118 10:00:35 WED;;S : T8 10:4612__,, Keysdat
Applicaion Error 11418 10:10:01 Create File
Create File l 11718 10:29:16
Create File
AppCrash_X0000000 axe_9474ee tszuitmp ”g’:;'z iﬁ:fi
13fbc7651aabaf2f3c9b1fedc9e7489e5
Lbc343f60:ddd4505|_:-71ic--kM-ze 11118 101755
23-43cd18¢39603 Rename / Delete
perleritic.exe tdstmp
PROCEXP152.8YS
Shashimes 11418 10:29:38 11718 10:29.35
Rename / Delste Rename / Delets
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o2 Hol FAAE o-Day # FH = AHE-&F A o 2 4 Aot 28 PCo1¥} PCo2¢l| = 1€ 18Y ol V37} 72 3} 5

& gl My A, 7| E9hs T ol o] g3t

olle] BAE A ~HlE fEY FHAE FAL R Ao, FAA A2 #d7he Do) T 3 nAA}
o IE el = At 59 ) ol &8 Lazarus 24 159 1] & AAE Ao 2 4
ASAH 2z ES 0] Aokyel o3 e Y FUHE 34
2022/11/18
PCo1 (PCo2 — PCo1)
2022/11/18 V3 7283} Ay
%A 2TE 0] A okel <3 el FHUE F
2022/10/21 3
PCo2 (P&l fFA] 25 — PCo2)
2022/11/18 V3 783 A
[F]2h Al 2=ehd 2 oy 9]
PCo1 ¥4

PCo1-& 2022/11/18 10:00:35°] Q154 AZE¢]0]9] 0-Day 3 2Fd T4 o2 Haj® A o2 %3 "} PCo20l A
PCo19] 1A AZEg oo AH] 2~ TCP XER A el Y IEH A AA S Al =g 4 o] gelslith o +

A Aol = PCo1oll A 51 3k vk-g-o] §l 21}, PCo20l 4] svchost.exeE ©]-&3f A4 3t skypeserver.exe("] &HH)E ©]
23l 11/18 10:00°1 PCo1°l| H T3S wl ol &= PCo1ol A Q15 AZE o] @ F(AppCrash)7} A ¥ a1, o] 5 <}
’d P9 =] Al 2= AppCrash 24 Al Al =Bl o] A4 H o8] 2] ZE(WER)U W 2] B g d 52 25 2hA 5
g = AT TAATE A o2 AA G A o= Bl

2022/11/1516:18:52  svchost.exe Y/ EH = A2 10.20.XXX.125:XXXXX &
2022/11/18 9:49:31  svchost.exe IEY I A2 10.20.XXX.125:XXXXX &
skypeserver.exe Y/ E9] 3 44

2022/11/18 10:00:27 A 34 4F
10.20.XXX.125:XXXXX

[3£] PCo2°l A PCo19] A SZEH o] Mu| = LER 323k o] (V3 P9 21)



[2H]ASA 2ZE €] Crashdump 3L A4 7] =
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PCotel A el £ F A1k 5Ll LA AN zzEgole] Hopd 34 F A4
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PCo1 2022/07/01 Up-to-date 2022/11/18
PCo2 2022/08/30 Up-to-date 2022/10/21
[3£] PCot, PCo2¢°l AR H Q154 AZE g o] B
T A= PCorol H 2 3 H A T2 A 2 (svchost.exe)ol] A A~ =S A s Co B4 U Wiro] &5 2 ALg-3)

t}, o] & Al ~Elo] X H V3 A ES T 8}ela, =0} b 5 S YA )
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TIMELINE (PCo1)

PCo1°l| A &l sl 3¢l ehed 2ol 2 vt 2

svchost.exe’} 243 a8 ¢ A] &+

A8 A ZEA| 20 o 2 =8 A

R

10:00:37 AAA

svchost.exe’} FA A CoF A2 Y EY I AA

10:00:37 C2 54l .
121.78.246.155(dalbinews.co.kr)




10:10:01

10:17:55

10:18:47

10:20:28

10:20:24

10:27:58

10:28:53

10:29:16

10:29:36

10:41:33

10:42:19

10:44:31

10:44:47
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C:\ProgramData\tszui.tmp (7] & 1.)

=

v o] 5 1178 B ARA

=
o]F "4 : C: \ProgramData\tszul tmp -> phqghumea3} ¥ 2HA] : C:\ProgramData\phqghume:

svchost.exe’} A A CoF AR YEY A AZ

121.78.158.46(www.studyholic.com)
V37} HQt A & F-5 &} ) 9] &X] (Exploit/Win.Lazardoor.GEN)

TAA CoF AR VEHI AA
183.110.224.172(ctmnews.kr)
SEENRE

C:\ProgramData\perlcritic.exe (7] 2+ }.)

ot I A3
C:\ProgramData\perlcritic.exe (7] g 2)=glo] ¥ 3 A (Al kL & o)
C\Windows\System32\drivers\PROCEXP152.SYS (& 1)

o ot A
C:\ProgramData\tds.tmp (7] & 5.)

R

= =1
o] & Y17 : C:\ProgramData\tds.tmp -> mxnsbqy 3 2}4] : C:\ProgramData\mxnsbqy (7] &

AppCrash < 214

ot AbA
C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_ XXXXXXXXXXXX.ex
_9474ee13fbcy651aabaf2f3cobifedcge7489e51_be343f60_ddd4eoeb-714c-4cf4-ae23-
43cd18c59603(7] & 1)

[¢

T
ol

=
| 7 C \ProgramData\perlcr1t1c exe -> kxlmatmoynktxl= b :
C:\ProgramData\kxlmatmoynkixl (7] £ 1)

v o] 5 1173 B AHA

]

o
B

O

Wl = o] 2T (LegacyUserManager.dll) A3 (21)

29 o4 9 .
C:\ProgramData\Microsoft\Crypto\Keys\Keys.dat (£ }.)
C:\ProgramData\Microsoft\Settings\Settings.vwx (& &)

2] W = o] 21 (LegacyUserManager.dll)©] E} ! 28 3 (Standard Information) 2%} (£H4.)
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Wl = o] 3 2 713 (Keys.dat) B4 (BHH)
10:45:47

237 C2H&E Y g 2= 7| 5o X8H A= A
10:45:56 FE] Z Al 2] Wl zo] 2 73 (Keys.dat)] B} 228 22 (Standard Information) =%} (8+1.)
6 oA vld W o] X 2 13 (Settings.vwx) A (BH)
O g cAswdugezsslvel 2ed obyas 44

10:46:30 SFE] L A4 W -o] x 2 773 (Keys.dat)2] E} ) 28 Z (Standard Information) =%} (1)

[#] PCo1el A TAE B2 214 A9
PCoz2 &4

TAAE 10/2110:48:48 1 5A AZE o] o] H S oFg-al] PCozdl H 3 Aoz ), o d 3 b4
Al AppCrash7} 2 gl oW o] & ftp.exe7} A 3 & 31 2} 3 1 7} Al AT}, o] = 5 of] ] alf a7 ALol| A A 3
3} T3 o]t} PCoz¢oll H 3k Al =] o] [PE &2l ¥ A ergitt,

[Z2™E] PCo20 A &2l QAFA AZE ] o 2] Z1(Application.evix)

[19]PC022] V3 MDP Z 10| A &1 QAFA LZES o] 9} fip.exe?] oA 2= Q1A 2=
T A A= 10/21 PCo29l| 2 A F3k £, A4 3t fip.exeE T3l C2 AW 541 Bl Wixo] 7|55 3 st o4 7Y
= A4t

10/27° = 21€ 2] ¥4 3} & fip.exe 4l svchost.exe Z 2 A 20 et A~ =E QA H G =4, o] F 11/187}A] #|
oS 7HA L 9 Y E st

11/15° & fswss.exe 3L S PA e W HE N EH IS 2708 A o 2 skl it} o] & svchost.exe S ©] &3] PCo12]
ASH AZES oo Au] 2~ TER F 28] H&g o] g o] gt

11/189] = skypeserver.exe 34 & A al 1 8| G 9L S o] &3}o] PCo12] TCP XXXXXel % i‘;‘i , ol PCo19l]
MEe oz AZEY 0] AppCrash7P A gl 31, o] F PCo29l A &= PCo13} L 3HA| WAl -2 3} 9} g A4

ERDEEEEEERESE )

TIMELINE (PCo2)



PCo29] 4] 219 3l W 9¢] Bhelebel & vh&u} e,

ftp.exeZ7t T A2 C2 FLG U EH I AA

10:48:50
111.92.189.48(www.scope.co.kr)
ftp.exe7t T4} C2 TG U EY] A A
10:48:51
183.110.224.172(ctmnews.kr)
ftp.exe7} FA A CoF A U ES A A
10:49:46 .
115.68.52.47(www.artinsight.co.kr)
ftp.exe7t T A A} CoF ot M EH A AZ
10:51:35 C2 34l .
114.108.129.89(www.kfcjn.com)
ftp.exe’t ZA A} CoF A UM EYI AZ
10:52:31 )
114.108.129.89(www.kfcjn.com)
22/10/21 ftp.exe7t T A} C2F 2 M EH A A4
10:59:33
114.108.129.89(www.kfcjn.com)
ftp.exeZ7} FA A CoF A U ES A A
12:52:38 C e
119.207.79.175(lightingmart.co.kr)
ftp.exe7} 9+ A
14:21:58 C:\Wind S 1 dll (2=
o143 el 414 :\Windows\System32\lecacyusermanager.dll (2} 5.)
ftp.exe7} L A4
14:59:07 . . _
C:\Windows\System32\wptsextensions.dll (2} X5.)
ofA 1t o] & W7
15:34:47 OHE] Z el o] & ¥ 7 : C:\Windows\System32\legacyusermanager.dll ->
C:\Windows\temp\lum.tmp (2} =)
15:25:00 A A A Z 2 A ~(svchost.exe)ol] 244 ~d = <124
svchost.exe’} 3 A A} CoFAao U EH I A4
15:26:05 C2 54l
22/10/27 115.68.52.47
7} eFA] mhel A A
saysy | Spme gy CoetetadAR g _
C:\Windows\System32\wptsextensions.dll (2} 5.)
22/11/15 svchost.exe”} 214 1< A A
/m/ 11:32:36 I A e e e i
C:\ProgramData\fswss.exe (7] & 1)
fswss.exeZ ©] &gt U ES A 270
. C:\ProgramData\fswss.exe /scan /UseIPAddressesRange 1
11:32:48 - A3
/IPAddressFrom 10.20.XXX.1 /IPAddressTo 10.20.XXX.255 /stext
C:\ProgramData\fswss.log
o} 5l o] & W7
11:33:41 oLE] a2 .
o] & W7 C:\ProgramData\fswss.exe -> xeudsgpfo (7] & 1)
svchost.exe’} 3+ A4
12:5013 | ot Thel A4 c o0

C:\ProgramData\fmsysn.exe (7] & 1.)
svchost.exe”} TF2 Z 2 A 2~ 41 3

12:51:04 o datd 48  C:\ProgramData\fmSysN.exe 10.20.XXX.1 10.20.XXX.36 XXXXX
10 c:\programdata\fmSysN.log




13:06:49

16:18:52

16:33:06

9:49:31

9:51:07

9:56:31

10:00:08

10:00:27

10:06:14

22/11/18

10:06:42

11:04:32

11:05:45

11:06:56

11:07:02

11:12:18

YES I A+

ot ot 473
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HE A A2

g gl A
C2 &4l

YE A AL

2
2
(2

Q
N
e 4
i)

s
rO
2
o
e
I
ot

2 okg =etolu

o A

svchost.exe”} PCo12] Q1 SA] X Eo] LEO HT A=
10.20.XXX.125:XXXXX(PCo1)

svchost.exe’} 3+ A4

C:\ProgramData\skypeserver.exe (7] £ 1.)

svchost.exe’} PCo12] A1 5A AT Eo] LEO H T A=
10.20.XXX.125:XXXXX(PCo1)

svchost.exe?} 214 9+ A4
C:\ProgramData\skypeserver.exe (7] 2 1.)

svchost.exe7} 2143 9+ 4
C:\ProgramData\sfbappsdk.dll (7] & X.)
skypeserver.exe’} & Z A} CoF A9 U EH I AZ
121.78.246.155(dalbinews.co.kr)

skypeserver.exe’} Q154 AZEY o] XE| HT A F
10.20.XXX.125:XXXXX(PCo1)

ol Bk o] & W7

o] & W7 C:\ProgramData\sfbappsdk.dll -> bxikemvkghesz (7] 2

%7 = 2 A ~(svchost.exe)oll A g = <l A A

svchost.exeZ7} FA A CoF At U ES A A2
121.78.158.46(studyholic.co.kr)

V37| ®Hot A F F5 & 3 9] &4 (Exploit/Win.Lazardoor.GEN)
A= A

C:\ProgramData\perlcritic.exe (7] & }.)

A FE A

C:\ProgramData\perlcritic.exe (W] & 1.)3] 2F gt =2to| ¥ 5t 44
C:\Windows\System32\drivers\PROCEXP152.SYS (& 1)
PgIE A H AP

C:\ProgramData\perlcritic64.exe (7] 2} 1)

F8 o B9

BYOVD9| 2| & V3 73}

[3]PCo2¢l| A Bt ® 22 2] o4 3 9

PCo1, PCo2 F A] 2=®l ol A = Z}7} 11/18 10:20:28, 11:05:45° V3§32 3} A =7} &4

(Exploit/Win.Lazardoor.GEN) ¥ ©. 1, o] £ V37} 3 3} ¢ 7]3H-& thg-3} 22},

e PCo1:11/18 10:20:28 ~ 11/18 11:25:00 (2 1A] Z1)

e PCo2:11/18 11:05:45 ~ 11/21 14:07:08 (2F 7541 ZH)
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[27]1PCorel A 2l V3 213t gA] &1

A27F Windows Al 228 ol A 7 vl 2] & 2l Bt Al F2] F2h& el shr] gl = 71d vl s o 2
e Adte] a3, o] 2 98 At 5L ol &= thute] 2 A2l ENE Technology| ene.sysZ ©]-&3% BYOVD

PCO1T} PCO2] V3 215§ Aol = 32 W & A8 @ g £4 o] Wl w4 ebske. 232 Vg F-2 8 s
o] F Aokt Eeolu] o] Al ~wle] AAF L, AP Eetolw] B L vlo] AR AZEAN FRE A FoHE

2 A 2 2] f2 2 E ¢l ProcessExplorer] PROCEXP152.SYS = 2to| ¥ 3} o] #] BYOVD 22 o] A}-& 7153t
# ofgt =afol v}, 1A ¥k o] =alo]u] 3L PCo1, PCo2 B0l A V3 #2& 3l o] & AR w1, 327 J4 %
perleritic.exe(7] & 1) 3} of] ]3| AF-g-FiT}.

=, V3 T3 A AR} =tolw] wkdd A/ AJREE] oA 9] A §-7t BEA] edol BYOVD &4 914,

L

PROCEXP152.5YS7} V3 F& 8lof| A}&-5 =4] = o} 4] @A & = gtk

Ao SAH I} ngel B Py e 2 2ol 4 S ApH T

&4 71 BYOVD 7] A A W
ENE Technology2] = 2}o]H] nlo] A2 4 3L E ALC] ProcessExplorer =2}9]
FArd =Fel™ | ene.sys W7} V3 -2 8 o] & g
PROCEXP152.sys

24 sb_smbus_sdk.dll o perleritic.exe (7] 1)




* perlcritic64.exe (W] ZHE)

/HHLQ

Bz

=3
[E] 593 1ol EAS vy 523}

o
=

24 £7
[PCo1]
e C:\Windows\System32\LegacyUserManager.dll
e C:\ProgramData\Microsoft\Crypto\Keys\Keys.dat

QFE] E &4

PCo1, PCo2°l| A
o Z2He AFAAIZF: 2019-03-19 13:49:35

o ZZE AAAIZE: 2019-03-19 13:49:35

vt o] g}l 2w 2 o ZZH/" WA A ZE: 2019-12-25 23:24:06
PCo1, PCo2

e C:\ProgramData\Microsoft\Settings\Settings.vwx

o ZZH A A 7F: 2022-05-13 16:09:19

C:\Windows\system32\wptsextensions.dll

zzt
[PCo2]
o Z2tel A AITE: 2019-03-19 13:49:35

e C:\ProgramData\tszui.tmp -> phqghumea
e C:\ProgramData\perlcritic.exe ->kxlmatmoynktxl

[PCo1]
e C:\ProgramData\tds.tmp -> mxnsbqy

PCo1, PCo2 [PCo2]
e C:\ProgramData\fswss.exe -> xeudsgpfo
e C:\ProgramData\fmsysn.exe -> yfvepuvxbi
e C:\ProgramData\sfbappsdk.dll -> bxikemvkghcsz
e C:\ProgramData\skypeserver.exe -> kqcfgbxrgbfmwem
MSIEXEC.EXE-8FFB1633.pf, PERLCRITIC.EXE-2EB3ACOF.pf ¢] t}4=

“
oR
> E
é; o
o

oo
e

PCo1
[3£]PCo1, PCo201 A &1 <TE| Zall 4] & 9]

Prefetch 21

FAR AT P =E

» 7 2: C:\Windows\System32\wptsextensions.dll
o WMo 9} Keys.datE =

tYsE 2=
PCo2

wptsextensions.dll




legacyusermanager.dll

lum.tmp

Keys.dat

9 = of Settings.vwx
Settings.vwx
ProcEXP152.sys
g9
34 5l
fswss.exe
]2 E
g}l configmanager.tlb

perlcritic.exe

perlcritic64.exe

sfbappsdk.dll

PCo1
PCo2

PCo2

PCo1
PCo2

PCoz2

PCo1

PCo1
PCo2

PCo2

PCo2

PCo1
PCo2

PCoz2

74 2: C:\Windows\System32\legacyusermanager.dll
Wl = o] 3 Keys.datE 2=

74 2: C:\Windows\Temp\lum.tmp

ul = o] 9} configmanager.tlbE 2=

74 2. C:\ProgramData\Microsoft\Crypto\Keys\Keys.dat
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