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Infection Diagram
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3 Malware Information
> SimDiskup.exe

M

Bz Yolt 2% Z= 80| oo dd5= 4efHol 549 ot

o O MM 2013 H 6 & 24 Y 20:04:46

hachine IMAGE_FILE_MACHINE_|386
Mumber of Sections
Tirne Date Stamp 2013/06/24 11:04:46 UTC

Fainter to Symbal Table

¢ Infection Procedure

- S ABO| B&ohol 27} AHBE CHREE Al

Network

Dns Query Protocol Type: udp Qlype: Host Address Mostrgme: wwwhabang.co ke

Imagepath: C:\SimDiskup ¢ xe

APT Call APl Name: WaitForMullipleObjedsEx Address: O0x77df3b26
Params: {2, Ox2¢5fféc, 0, 300000, 1]
Imagepath: C:\SimDiskupexe DLL Name: kernel32.dll

Network Dns Query Answer IP Address: 155.16.199.2 Hostname: www.habang.co kr
Imagepath. C:\SimDiskup.exs

Protocol Type: Wep  Destination Port: 80 [P Address: 199.16.159.2

Imagepath: C:\SimDiskup exe

Misc Anomaly Message:  Network outbound cormrrunication attempted  Detail:

dions via standard ports

<1I}0|0{0}0] MPS EH| AN EHX| LjH>

Network Connect

Melidous Alert

Process attempting conne

> cjpg

CH2R2EE cjpg T2 A& MUY= 2| FS =7t
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o I MMl 2013 H 6 & 24 & 20:33:44
Machine IMAGE_FILE _MACHIME [336
Mumber of Sections
Tirne Date Stamp 20130624 11:33:44 UTC

Fointer to Symbol Table
¢ Infection Procedure

- otMTE MM 9ls B MY

o
Folder Created C:\Documents and Settings\admin\Application Data\Identites\{8d70b240-31aa-11e1-9034-
806d6172696f}
Foider Hide C:\Documents and Settings\admin\Application Data\Identities\{8d70b240-31aa-11€1-9034-
806d6172696f}
Malidous Alert Misc Anomaly Message: File/folder hiding Detail: Process hiding file/folder

<1jo|o{oto] MPS %H| M| EX| >

- 7} oY M M(svchost.exe)

File Creawmd C:\Docurmaty and Setingdladmin\Appiaton Data\[denttes\ (62708240 310013019034
B06461728961) s
varoste e
Mabsous Alert Msc Anosraly Mewaoe:  Well-known EXEOLL creatmd/modified i non-orotecnd location

Detad: Mroc

£33 creating/modifying well-known EXE/OLL in nan-proweced locaton

<1mto|ojoto] MPS ZH| A EX| LH>
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- F7F I d(thttp.exe) = T g AlZH Bl Th2 Y B F (explorer.exe)

File Created C:\Documents and Settings\admin\Application Data\Identites\{8d70b240-31a2-11e1-9034-
806d6172696f}\t
http.exe

File Date Change C:\Documents and Settings\admin\Application Data\ldentiies\{8d70b240-31a2-11e1-9034-
806d6172696f}\t
htip.exe

API Call API Name: Sleep Address: 0x00658eff
Params: [100]
Imagepath: Ci\exec\cexe DLL Name: kernel32.dll
API Call API Name: Process32First Address: 0x00657a87
Params: [0x140, 0x12f2a8]
Imagepath: C:\exec\cexe ODLL Name: kernel32.dll

API Call API Name: Sleep Address: 0x0040144f
Params: [349]
Imagepath: C:\exec\cexe DLL Name: kernel32.dll

API Call API Name: Process32First Address: 0x00657d54
Params: [0x140, 0x12f2a8]
Imagepath: C:\exec\cexe DLL Name: kernel32.dll
File Rename Old Name: C:\Documents and Settings\admin\Application Data\Identities\{8d70b240-31aa
-11e1-9034-806d6172696f}\t
htip.exe
New Name: C:\Documents and Settings\admin\Application Data\Identites\{8d70b240-31a
a-11e1-9034-806d6172696f}\e
xplorer.exe
Imagepath: C:\exec\cexe

<I}o|0{ot0| MPS FH| MX| EHX| LIS >

- AN W (config.ini) MM

File Created C:\Documents and Settings\admin\Application Data\Identiles\{8d70b240-31aa-11e1-9034-
B806d6172696f}\c
onfig.ini
File Open C:\Documents and Settings\admin\Application Data\Identiies\{8d70b240-31aa-11e1-9034-
806d6172696f}\c
onfig.ini

<1}0]|0{0}0] MPS ZHH| AlX| EX| LjSi>

- =7} MiMsE I (svchost.exe) AlsH

Process Started C:\Documents and Settings\admin\Applicaion Data\Identities\{8d70b240-31aa-11e1-9034-

806d6172696f}\s

vchostexe

Parentname: C:\exec\cexe

Command Line: "C:\Documents and Settings\admin\Application Data\Identities\{8d70b24
0-31a2-11e1-9034-806d6172696f} \svchostexe"

MD5: d39201291338215f7405e9a719e431ad

SHA1: 800996908c06236e583948aabde9f46550d77777

<1}0|0{0}0] MPS ZHH| AlX| EX| LjSi>

- 7| RRA MRS SIS BIAI TH Y 2 A

o
File Created C:\Documents and Settings\admin\Local Settings\Temp\~E8536 bat
File Close C:\Documents and Settings\admin\Local Settings\Temp\~E8536 .bat

MD5: ef32314fc012e4516c489f5a9682698a
SHA1: Oe02bae3c41dB8926c77c1b4b2a8bbcff165927be
Process Started C:\WINDOWS \system32\cmd .exe
Parentname: C:\exec\c.exe
Command Line: cmd /c C:\DOCUME~1\admin\LOCALS ~1\Temp\~E8536.bat
MDS5: eeb024f2c81f0d55936fb825d21a91d6
SHA1L: dd47ff16176412ec2e170cda441b4a220ff52F46

Malidous Alert Misc Anomaly Message: New command promptstarted Detail: Process starting command prompt

<1}0|0{ot0] MPS FH| X EX| LHY>
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Regkey Setval \REGISTRY\MACHINE\SOFTWARE\Microsof\Windows\CurrentVersion\Run\"svchost" = "C:\Do
cuments and Settin
gs\admin\Application Data\Identities\{8d70b240-31aa-11e1-9034-806d6172696f}\svcho

stexe*
Malidous Alert Misc Anomaly Message: Startup services added Detall: Process adding itseif (non-DLL) to windows st
artup areas

<mo|o{oto] MPS ZH| M| EX| LHe>

- F7FMME o (explorerexe)2 MASIH Mo Z EMNS Qe LE X|H(-SOCKSPort 17027)

Process Started C:\Documents and Settings\admin\Application Data\ldentities\{8d70b240-31aa-11e1-9034-

806d6172696f}\e

xplorer.exe

Parentname: C:\Documents and Settings\admin\Application Data\Identities\{8d70b240-31
2a-11e1-9034-806d6172696f}\svchostexe

Command Line: "C:\Documents and Settings\admin\Application Data\Identities\{8d70b24
0-31a3-11e1-9034-806d6172696f}\\explorer.exe” -SOCKSPort 17027

MDS5: 506b0b498216371d64abb69145070e4c

SHA1: 71da7037f29bf8afe78d2a504350cdaf7ccb6c9da

<ajo|ojoto] MPS %H| M| EX| LfH>

- SHEEQE 3 £ 7]

Network Listen Protocol Type: tcp Listen Port: 1039 IP Address: 127.0.0
Imagepath: C:\Documents and Settings\admin\Application Data\ldenhues\{&d70b240 31a
a-11e1-9034-806d6172696f} \explorer.exe

Malidous Alert Misc Anomaly Message: Network port opened to aliow loopback connections Detail: Listening on a loc|
alhost port
Network Connected Protocol Type: tcp Destination Port: 1039 IP Address: 127.0.0.1

Imagepath: C:\Documents and Settings\admin\Application Data\ldentiies\{8d70b240-31a
a-11e1-9034-806d6172696f} \explorer.exe

Malidous Alert Misc Anomaly Message: Loopback communication attempted Detall: Process atempting connections to
loopback interface
Network Listen Protocol Type: tcp Listen Port: 17027 IP Address:

Imagepath: C:\Documents and Settings\admin\Application Data\ldentiies\{8d70b240-31a
a3-11e1-9034-806d6172696f} \explorer.exe

<1}0]|0{0}0] MPS ZHH| AlX| EX| LjSi>

- EALS 9|5 MX™ ol A A
Tor 3412 {o 278 ot 44

Folder Creatad C:\Documents and Settings\admin\Application Data\tor

File Creatad C:\Documents and Settings\admin\Application Data\tor\lock

File Created C:\Documents and Settings\admin\Application Data\tor\state.tmp

File Close C:\Documents and Settings\admin\Application Data\tor\state.tmp
MD5: ad8aS55f62fec3a18d73c67523c00aa78
SHAL: 3683b83cea99571483944412e055d36229e01ff8

<1jo|o{oto] MPS %H| M| EX| >

- HEYA SA Y

Network Connect Protocol Type: tcp Destination Port: 9090 IP Address: 76.73.17.194
Imagepath: C:\Documents and Settings\admin\Application Data\ldentities\{8d70b240-31a
3-11e1-9034-806d6172696f} \explorer.exe
Malidous Alert Misc Anomaly Message: Network outbound communication attempted Detail: Process attempting conne
ctions via odd ports

<1jo|o{oto] MPS %H| M| EX| >
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» Main Dropper
[ e |

AN Z PCE DDoSBot 2 Z OH57| QI8 ZES =&3St= Main Dropper

o IbY MM :2013HE 6 E 25 Y 06:36:31

Machine IMAGE FILE MACHINE 13586
Murnber of Sections
Time Date Stamp 2030624 21:356:31 UTC

Fointer ta Symbaol Table

¢ Infection Procedure

- FIpAMACS(~DR4Atmp) MM 9l 2E

[eNe)

File Created C:\Documents and Settings\admin\Local Settings\Temp\~DR4.tmp

Vac Audit policy change

File Overwritten C:\Documents and Setings\admin\Local Setiings\Temp\~DR4.tmp

Uac Service Telephony

File Close C:\Documents and Setings\admin\Local Settings\Temp\~DR4.tmp
MDS: 0ff67e022fa9ce7056316ceff82a80a8
SHAIL: cd55c86f0c9caBd5af84256a2e5911a54c8afb8b

DLL Loaded Imagepath: C:\d97aef01ac94d2c7654033caa707a59f.exe
DLL Path: C:\Documents and Settings\admin\Local Settings\Temp\~DR4.tmp
MD5: 0ff67e022fa%9ce7056316ceff82a80a8
SHAL: cd55c86f0c9caBd5af84256a2e5911a54cB8afb8hb

Malidous Alert Misc Anomaly Message: Suspicious DLL loaded via newly created file Detail: Process foading suspido

us DLL via newly created file

<1jo|ojoto] MPS %H| M| EX| LfH>

- ELE EIE(~DRAtmp)O]| 2 =7t 24 3 E(~DL5.tmp) 4

-1 o1

File Created

C:\Documents and Setfings\admin\Local Setings\Temp\~DL5.tmp
File Overwritten

C:\Documents and Settings\admin\Local Settings\Temp\~DL5.tmp

<1I}0|0{0}0] MPS EH| AN EHX| LjH>

- NAE BC{0] 27} o3 E(ole[A | AHLdI) 44

File Created C:\WINDOWS\system32\olerasauto dll
Malidous Alert Misc Anomaly Message: System services modified Detail: EXE/DLL/SYS/OCX/VXD files created/renam
ed under WINDOWS or SYSTEM32 directories

API Call API Name: GetSystemDirectoryA Address: 0x10001d5e

Params: [0x12e718, 259]

Imagepath: C:\d97aef01ac94d2c7654033caa707a59f.exe DLL Name: kernel32dll
File Date Change C:\WINDOWS\system32\olerasauto dll
File Open C:\WINDOWS\system32\olerasauto dll

<1}0|0{0t0] MPS FH| &H| EX| LHY>

- FHEEE AEIRE S HES ol A S ME|20 MtEtO|H nA

[
Regkey Setval \REGISTRY\MACHINE\SYSTEM\ControiSet001\Services\RasAutoSvc\"Type® = 0x00000020
Malidous Alert Misc Anomaly Message: System services tampered Detail: Process modifying system services
Regkey Added \REGISTRY\MACHINE\SYSTEM\CurreniControlSet\Services\RasAutoSvc\Parameters
API Call API Name: Sleep Address: 0x10001ff7

Params: [1000]

Imagepath: C:\d97aef01ac94d2c7654033caa707a59f.exe DLL Name: kernel32.dil
Regkey Added \REGISTRY\MACHINE\SYSTEM\ControiSetd01\Services\RasAutoSvc\Parameters
Regkey Setval \REGISTRY\MACHINE\SYSTEM\ControiSetd01\Services\RasAutoSvc\Parameters\"ServiceDil*

= %SystemRoot¥%\Sy

stem32\olerasauto.dll

<1mto|ojoto] MPS ZH| M| EX| LH>
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- MY UED AH[AR NAC MY

DLL Loaded Imagepath: C:\WINDOWS\system32\svchostexe
DLL Path: C:\WINDOWS\system32\olerasauto.dll
MDS: 13b4617013f22f9eba25be0b6ab2a7a8
SHA1: 0fd75f6863b4cf4f4d15c96b9aeqb2f2e533c3c1

<mo|o{oto] MPS ZH| M| EX| LHe>

- Ca&C MH H&
webmail.genesyshost.com/mail/images/ct.jpg

www.hostmypic.net/pictures/e02947e8573918c1d887e04e2e0b1570.jpg

Network Dns Query Protocol Type: udp Qtype: Host Address Hostname: webmall.genesyshostcom
Imagepath: C:\WINDOWS\system32\svchostexe

Network Dns Query Answer IP Address: 199.16.199.3 Hostname: webmail.genesyshostcom
Imagepath: C:\WINDOWS\system32\svchostexe

Network Connect Protocol Type: twp Destination Port: 80 IP Address: 199.16.199.3
Imagepath: C:\WINDOWS\system32\svchostexe

Malidous Alert Misc Anomaly Message: Network outbound communication attempted Detail: Process atempting conne
ctions via standard ports

<ajo|ojoto] MPS %H| M| EX| LfH>

> DDos Bot(wuauieop.exe)
C&C MEo| Yo et x| DDoS EBL S SYsHe ofdAC

o I MM AIZF: 2013 ' 6 & 24 & 18:45:38 UTC

Machine IMAGE FILE MACHIME 386
Murmber of Sections
Time Date Stamp 2013/06/24 09:45:33 UTC

Pointer to Symbol Table

P E =]

wuauieop.exe M TAEO| AL EX =7 DHEA| Of2fQt Z0| [ E].gcc.gokr & CHACE [ HE 9|

DNS Query & ZdotCt.

Source Destination Protocal | Info

152.168.126.128 152.50.200.8 DS Standard query ANY pwogoomaj.goc.go.kr
152.168.125.128 152.86.1.10 DS standard guery any hthr.goc. go. ke
152.168.125.128 152.86.1.10 DS standard guery ANy egdxdwki.goc. go. ke
152.168.125.128 152.86.1.10 DS Standard guery ANy ol.goc.go. ke
152.168.125.128 152.86.1.10 DS Standard guery ANY r.gcoc.go. ke
152.168.125.128 152.595.1.10 DS Standard guery ANy b.goc. go. ke
152.168.1256.128 152,090, 200,56 DS Standard guery ANy ubcmp. goc. go. ke
152.168.1256.128 152,090, 200,56 DS Standard guery ANy atyugzh. goc. go. ke
152.168.1256.128 152,090, 200,56 DS Standard guery any dyzfe.goc. go. ke
152.168.1256.128 152.090,200.6 DS Standard guery ANy nl.goc. go. ke
152.1568.125.128 152.99,200.5 DS Standard guery ANY ue.goc.go. ke
152.1568.125.128 152.90.1.10 DS Standard guery ANy nbtp.goc. go. ke
152.1568.125.128 152.90.1.10 DS Standard guery ANY xgu.goc. go. ke

<5}0]0{0t0] MPS EHH| AIX| EHX| Lj2i>
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[EsP+4a],0

1]
D PTR 35: [ESP+

DWORD PTR 55: [ESP+4C]
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