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Focus Area

▪ Investigative Research

▪ Reversing Malware

▪ Digital Forensics

▪ Threat Intelligence

Seongsu Park

▪ Zscaler, ThreatLabZ, APT Research Team

▪ Senior security researcher

▪ Formerly, Kaspersky, Global Research and Analysis Team

▪ Mostly tracking North Korea threat actors
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First PE Chinotto
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Sapphire Sleet

Andariel/Onyx Sleet

Lazarus/Diamond Sleet

February 2016

Bangladesh bank heist

January 2017

FSI, Operation Rifle
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Introduction of Kimsuky

Adversary

•DPRK threat actor

•Kimsuky(a.k.a APT43, Emerald Sleet)

•Published by Kaspersky in 2013

•Behind the KHNP attack in 2014

Capability

•Phishing

•Timely social engineering

•Multi-stage infection

• Several malware cluster

Infrastructure

•Compromised web server

• Free web hosting

•Commercial hosting service

•Private email service

Victim

• Impacted countries: South Korea, Japan, USA..

•Target industries: Government, diplomat, 
defense, think-tank, NGO, journalist, defector, 
academic, cryptocurrency, E-commerce



Zscaler, Inc. All rights reserved.© 2024



Zscaler, Inc. All rights reserved.© 2024

How this research was started?

Review of a Monograph on Korean Military History
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How this research was started?

Unpublished Powershell with a new Github address: 
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How this research was started?
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Structure of Chrome extension

GoogleTranslate
├── auth.js
├── background.js
├── content.js
├── gsuit.js
├── icons
 │        ├── 128.png
 │         ├── 16.png
 │        ├── 19.png
 │        ├── 32.png
 │        ├── 38.png
 │        └── 48.png
 └── manifest.json

"author": "Piano",
…
"update_url": "https://raw.githubusercontent.com/HelperDav/Web/main/update.xml",
"background": {
  "service_worker": "background.js"
 },
"permissions": ["tabs", "activeTab", "cookies", "storage", "downloads", "scripting"],
…
"host_permissions": ["<all_urls>"],
"content_scripts": [
{
 "js": [ "content.js"],
 "matches": [
  "http://*/*", "https://*/*"
 ],
 "run_at": "document_idle",
 "all_frames": false
},
{
 "js": [ "auth.js"],
 "matches": [
  "https://nid.naver.com/*",
  "https://accounts.kakao.com/*"
 ],
 "run_at": "document_end",
 "all_frames": false
},
{
 "js": [ "gsuit.js"],
 "matches": [
  "https://mail.google.com/*"
 ],
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Structure of Chrome extension

GoogleTranslate
├── auth.js
├── background.js
├── content.js
├── gsuit.js
├── icons
 │        ├── 128.png
 │         ├── 16.png
 │        ├── 19.png
 │        ├── 32.png
 │        ├── 38.png
 │        └── 48.png
 └── manifest.json

Bypass security measure
• Bypass two-factor authentication for each email service
• Worked together to mitigate this vulnerabilities
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Structure of Chrome extension

GoogleTranslate
├── auth.js
├── background.js
├── content.js
├── gsuit.js
├── icons
 │        ├── 128.png
 │         ├── 16.png
 │        ├── 19.png
 │        ├── 32.png
 │        ├── 38.png
 │        └── 48.png
 └── manifest.json

Stealing Email and Password:
• Hooking into various form elements to initiate sending data.
• Collecting all email addresses.
• Collecting values from all input fields of the type password.
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Structure of Chrome extension

GoogleTranslate
├── auth.js
├── background.js
├── content.js
├── gsuit.js
├── icons
 │        ├── 128.png
 │         ├── 16.png
 │        ├── 19.png
 │        ├── 32.png
 │        ├── 38.png
 │        └── 48.png
 └── manifest.json

• Dead-drop resolver

Command Description

URL Parses and Base64 decodes the value and appends /log.php. This newly 
formed URL is used as a new C2 server.

Capture When a new tab is created, the code sends the current time and URL of 
the tab, taking a screenshot of the tab every 5 seconds.

delcookie Removes all cookies from the browser.

Run Injects a <a> tag with the href value ms-powerpoint:// in all Chrome 
tabs, invoking the click event every 30 minutes.

• Register listeners:
1. Send background Javascript listener
2. Tab update listener
3. Cookie change listener
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Structure of Chrome extension

background.js

Blog

Malicious 
Chrome 

extension

auth.js

gsuit.js

content.js

Register as 
service worker

Cookie change listener:
Monitor cookie changes of 
google, naver, kakao, daum

Tab update listener: 
Send new tab’s URL and 
screenshot

Message listener:
Send stolen email and 
password

Listeners
Create listeners

C2 server

Fetch commands

Exfiltrate stolen 
information

Naver, Kakao security 
measure bypass

Gmail security 
measure bypass

Steal email and 
password
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Attribution

Victimology

• Confirmed victim: Professor in 

South Korea

• Surveillance of academic and 

government personnel is a 

primary objective of the Kimsuky 

group.

r-e.kr domain

• Utilizing “r-e.kr” domain 

registration in this attack

• Historically, Kimsuky’s favorite 

domain

• Using b374k webshell

• Redirecting unauthorized 

connection to legitimate page

C2 server
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How this research was started?

JSE script
(Safety Manager JD (General Dynamics HR 

Division II).jse)

C2 servers

C2 Communication

Backdoor
(httpSpy)

Decoy 
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httpSpy malware: C2 communication

‘y’

Encrypted backdoor command starting with 'y'

httpSpy C2 server
id=user&pwd=page4&ctx=[victim identifier]Initial connection:

id=user&pwd=page1&ctx=[victim identifier]Request command:

id=user&pwd=page2&ctx=[victim identifier]&content=[encrypted data]Send the result:
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httpSpy malware: Backdoor functionalities

Command Description

d Execute the delivered command sending back the result.

e Download file from the C2 server.

f Send specific file to the C2 server.

g Create process with CreateProcessW API.

I Remove a file securely.

j Take a screenshot saving to the temporary file sent to the C2 server.

k Send configuration to the C2 server.

l Update configuration with delivered content.

m Connect remote server.

n Sleep.

o Timestomping source file to given file.

p Clean up itself.

r Change working directory, executing the delivered command.
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Expansion of research

C2 servers
Rezept.scr
(httpSpy)

Signer's certificate:
    ------------------
    Signer #0:
    Subject: /C=US/ST=Massachusetts/L=BURLINGTON/O=xxxxxxx, 
Inc./CN=xxxxxxx, Inc.
    Issuer : /C=US/O=DigiCert, Inc./CN=DigiCert Trusted G4 Code 
Signing RSA4096 SHA384 2021 CA1
    Serial : 0315E137A6E2D658F07AF454C63A0AF2
    Certificate expiration date:
     notBefore : Sep 20 00:00:00 2022 GMT
     notAfter : Sep 19 23:59:59 2025 GMT

Discovered from the 
C2 server

• Decoy: • Certificate:
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Expansion of research

C2 servers
Rezept.scr
(httpSpy)

Golang Downloader
(Automation Manager 

JD(LM HR II).scr)

Discovered from the 
C2 server Same certificate

• Golang, username: niki• Decoy:
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Expansion of research

C2 servers
Rezept.scr
(httpSpy)

Golang Downloader
(Automation Manager 

JD(LM HR II).scr)

Golang 
Reverse 

proxy tool

Discovered from the 
C2 server Same certificate Same build path

아무도몰라!!@321

(No one knows)

In Korean keyboard

• Korean Password:• Golang, same username niki
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Expansion of research

Golang Downloader
(Automation Manager JD(LM HR II).scr)

httpSpy C2 servers
JSE script

(Safety Manager JD (General Dynamics HR Division II).jse)

Windows Executable
(Rezept.scr)

Windows Executable
(Job Description (LM HR Division II).pdf .scr)

C2 servers

httpSpySigned with 
the same 
certificate Same malware

Similar C2 config 

JSE script
(Result_2024-0617.pdf.jse)

PebbleDash
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Infrastructure and targets

ecloud.uberlingen.n-e.kr

share.dihl-defence.o-r.kr

cloud.adoubleu.de

share-defence.verymad.net     

download.uberlingen.com     

online.viewers.r-e.kr

share-defence.ohbah.com

cloud.adoubleu.de
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Attribution

Social engineering
(Job offer)

Backdoor
(httpSpy, 

PebbleDash)

C2 serversJavascript to 
deliver malware

Lazarus group Kimsuky group
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Attribution: Other intriguing overlaps of Kimsuky group

The Intelligence Community attributes the hacking activity to 
the Kimsuky and Andariel hacking organizations, and the 
concentration of attacks on specific sectors to achieve the same 
policy objectives at the same time is unusual and requires 
thorough preparation.

Source: NCSC

The attack was first identified in November 2023, and while the 
malware found on the compromised systems is believed to be 
typical of the Kimsuky group, it differs from the group's typical 
methods in that it exploits an enterprise's software update 
program for internal propagation. It is also notable that the 
backdoor malware that was finally installed was DurianBeacon, 
which has been identified in previous Andariel attacks.

Source: ASEC blog
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Attribution: Other intriguing overlaps of Kimsuky group

Source: Kaspersky
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Summary: Kimsuky clusters

Kimsuky

AppleSeed
/httpSpy

BabyShark/
ReconShark

GoldDragon
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Summary: Overlaps DRPK threat actors

KimsukyLazarus Andariel
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What happened to them?

TransferMerger Collaboration
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Question to the community!

Q. Kimsuky has several sub-clusters/campaigns, time to split?

Q. Several overlaps among DPRK threat actors, time to rearrange?

My confession: I tend to always connect the 

latest campaign to an existing group or 

previous campaign. 
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Cooperation with other 
industry

• Each sector has different strength

• Cooperation is essential to cope with 
the latest cyber threats 

Full-context based defense is 
the key

• Hit-and-run style defense never works

• Need to understand full-context of 
threats

• Diversify defense points

Kimsuky is persistent and 
increase sophistication

• Continuously improve techniques to 
become more sophisticated

• Possess several clusters

• Well-organized and well-resourced 
group

Takeaways
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Thank you

34

spark@zscaler.com

@unpacker
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