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Agenda 

● The Wind of Time Shakes the Underground | High-

Tech Cybercrime & APT | Most Sophisticated & 

Resourceful Crimeware Group

● TrickBot Race to Perfection: The Aesthetics of 

Blurred Lines

● The “Anchor” Mystery

● Uniting the Ununitible — Crimeware Meets APT

● Conclusion: The Deadly Planeswalker

● YARA Hunting…for Crypt



~whoami
Vitali Kremez is a well-known ethical hacker.  

His cybercrime and nation-state research and discoveries led to his 
direct name appearing in the malware linked to the Russian nation-
state group known as "APT28," which is believed to the military 
operation led by the Russian GRU after his blog revealing one 
particular group malware. Moreover, his name oftentimes appears 
in various malware families from Maze to Medusa ransomware as 
cybercrime tribute to him by the criminal actors who closely watch 
and acknowledge his research. 

Executive & Strategic Advisor 
Personal blog: vkremez.com 
Twitter: @VK_Intel

http://vkremez.com


Cybercrime Trends (2020)

• Sophisticated criminal enterprises such as TrickBot & QakBot & 

TA505 - focused on parsing and identifying high-value targets (HVT) 

• Cybercrime Meets APT 

• Ransomhacks to Amplify Extortions 

• Big botnet data collectors necessitate scalable solutions to identify 

high-value targets (corporate networks with local domains) versus 

“useless” infections 

• Simple idea: Squeeze as £ / € / $  value from your bots as possible  

• Banking Malware 

• Credential Stealer 

• Miner 

• Ransomware! 

Reference: “Charting the Next Cybercrime Frontier
https://www.youtube.com/watch?v=ptL0aTYzRfM

https://www.youtube.com/watch?v=ptL0aTYzRfM


Father of Crimeware: Slavik 
• P2PZeuS group refer to 

themselves as “Business Club"

• They target wholesale banking 

globally

• Fraud amounts are much higher

• Networks of fake companies are 

used as mule accounts

• Build a new attack model: Hybrid 

attack

• “Business Club” also introduces 

CryptoLocker

• First real ransomware



Hunting for High-Value Targets: 
Network Parsing & High-Value 
Targets



Emotet (Loader for Installs) -> 
TrickBot -> Ryuk Ransomware 
(via PowerShell Empire/Cobalt 
Strike) 

Reference: “Charting the Next Cybercrime Frontier, or Evolution of Criminal 
Intent https://www.youtube.com/watch?v=ptL0aTYzRfM 
Credit: Ryuk image (https://nogiartshop.com/products/ryuk)

…Network & Active 
Directory Parsing!….

Automated Malware + Interactive 
Human Exploitation Operator

https://www.youtube.com/watch?v=ptL0aTYzRfM
https://nogiartshop.com/products/ryuk




TrickBot -> Ryuk in the Cloud: 
CloudJumper MSP Intrusion

Reference: 
https://twitter.com/barton_paul/status/1127088679132987394

• $5 Billion Extortion Amount in Total (!)



Crime Infrastructures for Monetizing Corporate Breaches 

ACCESS TO CORPORATE 
NETWORK

Hackers specializing in 
network vulnerabilities 
obtain access through 
compromised RDPs, 
credential stealers or 
botnets. Most often, 
these accesses are 
sold directly on the 

darkweb

If the network access is 
not sold directly, 

intermediaries offer 
specific files or 

financial databases or 
provide access to the 

segments of the 
compromised 

environment to 
manipulate it

Access owners offer 
other hackers to upload 

their malicious files 
(primarily ransomware), 

establish secure 
access for one session, 

or offer to use the 
network to disseminate 

malware via spam or 
bots

Access-as-a-commodity Access-as-a-service



APT Approach & Ransomware 
(TrickBot & “Lazarus” Angle)



The “Anchor” Mystery



The “Anchor” Mystery



The “Anchor” Mystery: The North Korean “Lazarus” APT 



The North Korean “Lazarus” APT Angle: 
Chilean Redbanc Intrusion



North Korea (Lazarus Group)
APT 38 – (Cybercrime - 

Bluenoroff) APT 37 (Government - 
Andariel)

• 2016 - $81M from central bank of 
Bangladesh 

• Spoofed $1B of requests from 
Bangladesh central bank to Federal 
Reserve of New York to transfer money to 
accounts in Philippines  

• 2016 - Southeast Asia banking attacks 
helped North Korea withstand economic 
sanctions 
2017 and beyond: Focus on SWIFT banking 

attacks 



Korean Peninsula at night, courtesy of 
NASA 

North Korea has 2 Internet connections 
 1 – China 
 2 – Russia 

Soviet-Style Training Program 
• Kids with mathematical aptitude are funneled to 

select middle schools 
• Top performers eligible to attend either 

Pyongyang Kim-Il-sung University or Kim Chaek 
University 

Military Services 
• University Graduates showing promise report to 

Bureau 121 (Reconnaissance General Bureau) 
• Advanced training provided in Shenyang 
• Those with special aptitude are send to live and 

work in Indonesia, Kenya, Malaysia, 
Mozambique, Nepal and New Zealand 

Thanks to Congressional Research Service 

How did they get so 
good? 



North Korea 2020 outlook
APT 38 – (Cybercrime - 

Bluenoroff)
APT 37 (Government - 

Andariel)

• Have been very stealthy, low-and-slow, 
and effective 

• Seeing an increased interest in 
cryptocurrency 

• Small “trial” campaigns for ransomware 

• Likely will maintain focus on large-scale 
monetary options with augmentation of 
some opportunistic revenue generation 

• Remain focused on South Korea 

• Remain focused on US 



Impact on US Alert (AA20-106A)
Guidance on the North Korean Cyber Threat

https://www.us-cert.gov/ncas/alerts/aa20-106a

https://www.us-cert.gov/ncas/alerts/aa20-106a
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Key Takeaways & Outlook

•  Automated Malware + Interactive Human Exploitation 

Operator -> Convergence of APT & Crimeware 

•  APT & Nation State Groups Tap Into Crimeware Groups 

•  North Korea Seeks Ways to Bring Currency via Crime Groups 

•  Major Implications for National Security & Threats Outlook 

• YARA Hunting for Crypto -> Effective Hunting Approach
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