
 1st stage payload

 2nd stage payload

 Lazarus against 
 Italian institution 
 operating in the 
 banking and 

 financial sector

 Metadata

 Trigger:

 https://blog.telsy.com/lazarus-gate/  ATR:78456

 TLP:  WHITE

 Date:

 Created  2019/11/15

 Version:  1.2

 Author:  Przemyslaw Skowron  Twitter: @evilrez

 Comment:
 More info like IOCs (hashes, IPs, URLs, etc.) and details: 
 goto -> Trigger

 Diamond Model

 Adversary  Lazarus

 Victim
 Italian institution operating in the banking and 
 financial sector

 Capabilities

 Infrastructure  Hijacked Webservers  ASP

 mapped to ATT&CK

 Initial Access

 T1193 – Actor relies on spear-phishing as 
 infection vector

 spoofed e-mail message

 coming from e_banking@victim_name_domain_
 name

 a message with a malicious Microsoft Office 
 Word document (+macro) attached

 The malicious document has two separate first-
 stage doubly base64 encoded payloads included 
 within it in addition to another doubly encoded 
 base64 word document that is designed to be 
 shown to the user  one for 32 and one for 64-bit systems

 Variables dllPath and docPath are filled calling 
 respectively the functions GetDllName() and 
 GetDocName() in order to retrieve the paths 
 from where they will be loaded later

 %USERPROFILE%”\AppData\Local\Microsoft\
 ThumbNail\thumnail.db

 A subsequent LoadLibraryA loads dropped dll 
 and executes it

 ShowState function has mainly the task of 
 recovering the current execution path

 a new shortcut (lnk) is created under the local 
 path resulting from GetTempPath function minus 
 “\Local\Temp\” and plus “\Roaming\Microsoft\
 Windows\Start Menu\Programs\Startup\
 thumbnail.lnk“  The content of thumbnail.lnk is:

 “C:\Windows\System32\rundll32.exe” “full path 
 of module”, SetupWorkStation S-6-38-4412-
 76700627-315277-3247 0 0 9109 1

 SetupWorkStation function of the implant is 
 aimed at a system reconnaissance and at 
 performing beacon of the command and control 
 center

 Username and CumputerName

 LogicalDrives, DriveTypes

 FreeSpace for drives

 Processes Enumeration

 The collected information is then compressed 
 and encrypted

 Subsequent HTTP request is prepared in order to 
 send data to command and control

 Communications make use of HTTP protocol and 
 POST method

 Port: 443

 Protocol: HTTPS

 Parameters

 ned
 if ( ned = 24 ) -> Second stage payload is not yet 
 delivered

 gl

 Parameters “gl” and “hl” are used respectively to 
 retrieve system info about victims and OS 
 architecture

 hl

 On the basis of what adversary have collected, C2 
 adopted case in handling the victim

 case_1_64/86: MD5 of IP address that made the 
 request is on whitelist. The actor has selected the 
 victim to be infected with a second-stage 
 payload. TorisMa_x64/86 payload is then released 
 to the victim

 case_2_64/86: MD5 of IP address that made the 
 request is on blacklist. The actor wants to 
 prevent the spreading of the second stage 
 payload to that IP address. Doris_x64/86 (non-
 sense chars) payload is then released to the 
 victim

 case_3: The victim results of particular interest 
 for the threat actor on the basis of retrieved 
 system info (identified with a value of 24 of 
 “ned“). Second stage payload is not yet delivered

 case_4: The victim results of no particular 
 interest for the threat actor. No previous 
 condition has been met. Second stage payload is 
 not yet delivered

 documents refers to an alleged vacant job 
 position for the Hindustan Aeronautics company

 T1132 – Actor encodes data

 T1002 – Actor compresses and encrypts data

 Execution  T1085 - Rundll32

 First execution (from maldoc)
 Parent process  winword.exe

 Child process  rundll32.exe

 Second and next executions  
 (from persistence mechanism)

 Parent process  explorer.exe

 Child process  rundll32.exe

 Persistence

 T1023 – Actor relies on shortcuts to achieve 
 persistence

 T1060 – Malware maintain persistence through 
 Start menu folder

 Discovery

 T1033 - System Owner/User Discovery

 T1120 - Peripheral Device Discovery

 T1057 - Process Discovery

 Command and Control

 T1071 – Actor relies on standard application layer 
 protocol for C2 coms

 T1043 – Actor uses common ports to 
 communicate

 Updated  2019/11/21
 2nd stage payload

 2nd stage backend script

 https://blog.telsy.com/the-lazarus-gaze-to-the-
 world-what-is-behind-the-second-stone/

 downloaded second-stage payload is loaded to 
 the memory and executed

 Subsequent HTTP request is prepared in order to 
 send exfiltrated data to command and control

 Communications make use of HTTP protocol and 
 POST method

 Port: 443

 Protocol: HTTPS

 Parameters

 id

 page

 index

 ReportID

 Paremeters are:
 encoded  Base64

 encrypted  partially

 Capabilities

 grabbing disk info

 grabbing file attributes

 grabbing file contents

 active RDP Sessions

 grabbing System Information

 grabbing Processes Information

 other  not documented

 Exfiltration

 T1041 - Exfiltration Over Command and Control 
 Channel

 T1022 - Data Encrypted

 T1049 - System Network Connections Discovery


