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Siam Commercial Bank 
(Thailand) 

Bank Sinopac 
(Taiwan) 

Canadia Bank Plc 
(Cambodia) 

RHB IndoChina Bank 
(Cambodia) 

? Bank 
(Australia) 

Citibank New York 
(USA) 

JP Morgan Chase New York 
(USA) 

Federal Reserve Bank 
of New York (USA) 

Bangladesh Bank 
(Bangladesh) 

Tien Phong Bank 
(Vietnam) 

Banco del Austro 
(Ecuador) 

RCBC Bank 
(Philippines) 

Pan Asia Bank 
(Sri Lanka) 

Wells Fargo 
(USA, San Francisco) 

35 orders 

4 orders 
(succeeded) 

30 oders 
(Blocked) 

KB Kookmin Bank 
(South Korea) 

United Overseas Bank 
(Singapore) 

Australia and New Zealand 
Banking Group Limited 
(Australia) 

Bank of Tokyo-Mitsubishi UFJ 
(Japan) 

Mizuho Corporate Bank 
(Japan) 

? Bank 
(Slovenia) 

12+ orders 
$12M+ 

1 order (failed) 

$951M 

$81M 

$20M Blocked 
(Misspelled) 

€12M 

Blocked 
ICBC Hanoi Branch 
(Vietnam) 

UniCredit S.P.A. Bank 
(Italy) 

ICBC New York Branch 
(USA) 

third-party vendor 
(Singapore) 

? order(s) 

Shalika Foundation 

Philrem Service 

Sonali Bank 
(Bangladesh) 

$31M 

$29M 

$21M 

Jan 2015 

Dec 2015 

Feb 2016 

??? 2013 $0.25M 

Checks 
“Sender” 

? Bank 
(Philippines) 

Oct 2015 

12 more banks 
(Southeast Asia) 

(Philippines) 

(New Zealand) 

Financial Supervision Authority 
(Poland) 

Oct 2016 

IBK (Industrial Bank of Korea) 
(South Korea) 

Checks 
“IP range” 

KEB Hana Bank 
(South Korea) 

Polish Banks 
(Poland) …

 

Many Banks 
(World) 
(104 banks in 31 countries) 

Jul 2016 

INTERPARK (online mall) 
(South Korea) 

Bitcoin ($2.7M) 
(Demanded)/(Refused) 

210.52.109.22 
210.52.109.40 

(Korea Post and  
Telecommunications 

Corporation) 
[KPTC] 

 
175.45.178.19 
175.45.178.222 
(Pyongyang) 

Apr 2013 

Zombie PCs 
(South Korea and World) 

32 BTC + @ 

Bitcoin Wallet 
(BTC Guild) 

National Banking and  
Securities Commission (CNBV) 

(Mexico) 

Nov 2016 

Bank of Eastern Republic of Uruguay 
(Uruguay) 

Oct 2016 

Eastern Hawaii Leisure 
(Casino) 

Solaire Resort 
(Casino) 

WeiKang Xu 
(Casino) 

$15M 
(refunded) 

Apr 2011 

Nonghyup Bank 
(South Korea) 

Mar 2013 

Nonghyup Bank 
(South Korea) 

Mar 2013 

Shinhan Bank 
(South Korea) 

Mar 2013 

Jeju Bank 
(South Korea) 

Feb 2016 

XXX Credit Union 
(South Korea) 

$1M 

$1.5M 

$9.1M HSBC Bank 
(Hong Kong) 

? Bank 
(Dubai) 

Citibank 
(USA, New York) 

$1.8M 

Wells Fargo 
(USA, LA) 

? Bank 
(Turkey) 

4 companies 

19 companies 

Hang Seng Bank 
(Hong Kong) 

$3.1M 

Jose Mariano Castillo 

$1.8M 
(refunded) 

$2.8M 
(refunded) 

$0.96M 
(refunded) 

Jul 2011 

New Delhi 
(India) 

Online Casino 
(Cambodia) 

Jul 2014 $8.6M 
(arrested) 

Mar 2016 

ICICI Bank 
(India) 

(Southeast Asia) 

Aug 2016 

financial institutions 
(Russia) 

Oct 2016 

financial institutions 
(India) 

Oct 2016 

financial institutions 
(Australia) 

Oct 2016 

financial institutions 
(Nigeria) 

Oct 2016 

financial institutions 
(Peru) 

Oct 2016 

Nov 2013 

Mobile Apps 
(World) 

Jul 2016 

Union Bank of India 
(India) 

Dec 2013 

Zombie PCs 
(South Korea and World) 

18,600 LTC 
/ per month 

Litecoin Wallet 

$171M 

Blocked 

SUSPECT 

SUSPECT 
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(China) 

(Taiwan) 

(Japan) 

(USA) 

Feb 2017 

VAN ATM 
(South Korea) 

(Thailand) 

Feb 2017 

Nonghyup Bank 
(South Korea) 

210.52.109.22 
210.52.109.40 

(Korea Post and  
Telecommunications 

Corporation) 
[KPTC] 

 
175.45.178.19 
175.45.178.222 
(Pyongyang) 

Mar 2017 

Mar 2017 

(South Korea) 

…
 

financial institutions 
(Gabon) 

financial institutions 
(Nigeria) 

Feb 2017 

WannaCry 
(World) 

May 2017 

WannaCry 2.0 
(World) 

May 2017 

Digital Currency  
Exchange Provider 

(South Korea) 

Jun 2017 

Digital Currency  
Exchange Provider 

(South Korea) 

Aug 2017 

\427.79M (KRW) 

\102.64M (KRW) 

Aug 2017 

Digital Currency  
Exchange Provider 

(South Korea) 

Aug 2017 

Fintech Startup 
(South Korea) 

238,073 pieces of 
financial information  

Apr 2017 

Digital Currency  
Exchange Provider 

(South Korea) 

Bitcoin ($0.88M) 
(Demanded)/(Refused) 

3,831 BTC 

51.47 BTC 

4.34 BTC 

TOTAL :  
$649M +@ 
       /  
$1,795M +@ 
(tried)  

…
 

Sep 2017 

Bitcoin Payment 
Company 

(South Korea) 

Digital Currency  
Exchange Provider 

(South Korea) 

Sep 2017 

Digital Currency  
Exchange Provider 

(South Korea) 

$1.94M 
(worth of the cryptocurrency) 

Far Eastern  
International Bank 

(Taiwan) 

Oct 2017 $60M 

(USA) 

(Cambodia) 

(Sri Lanka) 

Oct 2017 

Hanatour 
(Travel Agency) 
(South Korea) 

99 BTC 
(Demanded)/(Refused) 

Nov 2017 

Digital Currency  
Exchange Provider 

(South Korea) 

Dec 2017 

POS (Point of Sale) 
(South Korea) 

Dec 2017 

Digital Currency  
Exchange Provider 

(South Korea) 

$15.7M 
(worth of the cryptocurrency) 

Feb 2018 

Cryptocurrency Users 
(South Korea) 

Jan 2018 

Digital Currency  
Exchange Provider 

(Japan) 
SUSPECT 

$534M (XEM) 

Nepali banks 
(Nepal) 

Oct 2017 

SUSPECT 


