


Introduction

In a highly targeted operation attackers were able to
perform fraudulent transactions by compromising a
bank's payment switch application server in 08/2018.
By faking transaction response messages at the
switch, actors withdrawn cash simultaneously from
ATMs located in 23 countries.

So called Fast Cash operations have been carried out
by different threat groups since late 2016.

In most of these cases attackers removed the cash
limit from certain cards in the card processing system
by abusing stolen bank employee credentials.

The Cosmos Bank attack is kinda different, as actors
injected malicious code into the payment switch
application server running on a IBM AIX PowerPC
machine.

From a reverse engineer’s perspective it's quite
interesting to analyze such rare pieces of malcode. ;-)

/ India’s Cosmos bank suffers global ATM cash-out attack

Ind|a S Cosmos bank suffers global ATM
cash-out attack

India’s Cosmos cooperative bank has suffered a major global ATM
cash-out attack losing Rs 94.42 crore (Euro 12 miflion approx) in
14,849 transactions between 11 August and 13 August 2018. The
illicit ATM withdrawals took place in at least 28 countries.

On 11 August hackers are believed to have stolen information of
the bank’s Visa and Rupay card customers through a malware
attack on its ATM (switch) server which led to an initial loss of Rs
80 crore. According to local police 12,000 transactions were
made using Visa cards, which saw Rs 78 crore illegally withdrawn
from ATMs in 28 countries, while a further Rs 2 crore were transferred through 2.489 Rupay card transactions in
India.




Payment switch basics

Core Banking App
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= Switching foreign transactions to
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Attacks on card processing illustrated
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Money mule uses cloned or
@ prepaid debit/creditcard on ATM

Cashouts are made from all over the world.
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Money mule cashes out as much as
the ATM has in its cash cassettes




Attribution

So who is suspected behind the attack?

According to the U.S. Government the malicious cyber activity refers to

the North Korean government, known as HIDDEN COBRA.
https://www.us-cert.gov/HIDDEN-COBRA-North-Korean-Malicious-Cyber-Activity

Besides Hidden Cobra this actor group is also known as Lazarus or APT38

Several cybersecurity companies like CrowdStrike, FireEye, BAE Systems or
Group-IB attributed attacks to this actor, being active globally, targeting
all kind of industries (Banks, Governments, Media) since 2014.

The group has become particularly known since its cyber heist on théd
Bangladesh Central Bank in February 2016, in which 81 million dollars
were captured, by attacking the SWIFT systems of the bank.



AIX (XCOFF file format) hashes from US-CERT Malware
Analysis Report

= US-CERT MAR AR18-275A lists 4
samples of interest
» Three shared object (.s0) libraries
. . Malware Analysis Report (AR18-275A) More Analysis Reports
used to man|pu|ate transaction MAR-10201537 — HIDDEN COBRA FASTCash-Related Malware
messages =
» One executable to inject .so files ...

This report is provided "as is” for informational purposes only. The Department of Homeland Security (DHS) does not provide any warranties of

i n to ta rg et a p p | i Ca t i O n (pay m e nt any kind regarding any information contained within. The DHS does not endorse any commercial product or senvice, referenced in this bulletin

or otherwise.

't h 1 ft This document is marked TLP:WHITE. Disclosure is not limited. Sources may use TLP:WHITE when information carries minimal or no
SWI C I n g SO Wa re foreseeable risk of misuse, in accordance with applicable rules and procedures for public release. Subject to standard copyright rules,

TLP:WHITE information may be distributed without restriction. For more information on the Traffic Light Protocol, see hitp:/iwww.us-cert.govilp.

= All samples available on Virustotal ...,

Description

¥ US-CERT

UMITED STATES COMPUTER EMERGENCY READINESS TEAM o\

HOME ABOUT US CAREERS PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES VP

Ten (10) files were submitted to NCCIC for analysis.

Ll Ll
Injection tool
Four (4) files are malicious applications, obfuscated using afile encryption tool called Themida. When executed on a computer running
d465637518024262CO63f4382d79934940ff3381014972f24ea18bC23C3b27ee Windows, the malware unpacks a payload that is loaded directly into the memaory of the compromised system.
Once installed, this malware modifies the Windows Firewall to allow incoming connections and installs a proxy server application. In addition,

the malware has the ability to exfiltrate data, install and run secondary payloads, and provide proxy capabilities on a compromised system.

. o
LI bra rles Two (2) files are command-line utility applications. Three (3) files are applications designed to provide export functions and methods that allow

Cagab48d293cc84092e8db8f0ca99cb155b30c61d32a1da7cd3687de454fe86c the application to interact with financial systems and perform transactions. One (1) file is a log file.
10ac312c8dd02e417dd24d53¢99525c29d74dcbc84730351ad7a4e0a4blaleba
3a5ba44f140821849de2d82d5al37¢c3bb5a736130dddb86b296d94e6b421594c Source > https://www.us-cert.gov/ncas/alerts/TA18-275A

Twao (2) additional samples in the report include unpacked files contained within the following samples:



IBM AIX tool PVPA

Hash - 3e521996¢85c0cdb2bfb3a0fd91eb03e25ba6feef2ba3alda844f1b17278dd?2

= MAR AR18-275A lists another XCOFF64 Description

This file is an AlX executable, intended for a proprietary UNIX operating system developed by IBM. Figure & displays strings of interest. The
exec u ta b | e Ca | | ed PV PA strings contained within the file indicate itis a command-line utility. The file is designed to update a proprietary data structure on a UNIX system
* known as "PVPA." The code structure in Figure 9, extracted from this application, attempts to perform a raw read of this data structure from
. . . . N
= This is in no way related to Hidden Cobra’s Fast '~
creensho

Cash operations, as previously assumed by P ——

researchers ===
= [t's part of the IBM AIX PERFPMR analysis tool- iy v g

= .data:00000.,. OO0O0QDOE

suite, generally not opened to clients. T e 0000... 00000F
= PVPA is an AIX kernel structure that includes the | =& e

‘5] .data:00000... 00000027

information about logical CPUs, being collected | = s ooooas

with PERFPMR to give information if a logical T,

CPU is active or folded. More on processor

fo | d | N g — http://ibmsystemsmag.com/CMSTemplates/IBMSystemsMag/Print.aspx?path=/aix/administrator/virtualization/virtual_processor_folding
= The tool determines the address of the pvpa

kernel structure to update one of its variables

with the <new_value>. This enables or disables

additional trace information for trace hook 419

on POWER?7 based systems.

getdtablesize

high_cpuid=%d\n

open kernel mem

cpu %d, old value = Ox%02x\n

Iseak re=%ld, value=%Ild, errno=%d\n

Usage: pvpa [<new_value> <old_value>]\n

Iseek re=%d, cpu=%d, posn=%d, errno=%d\n

cpu %d, trace flag = Ox%02x idx = Ox%018Ibx\n

Invalid PVPA read, magic = 0x%08x, len = %d, cpu = %d\n

D000 O0OO0O00DOO0000

Figure & - Screenshot of the strings of interest



Hunting for more XCOFF files on VT (generic approach)

rule ATX PPC Hunt

c—ibm-aix"™ noc . ii wide //

DF01) and (SAIXPEC) //

Result > Only the 4 XCOFF files from
the US-CERT malware analysis report

are available on VT
(last try 5th Dec. 2018)

Quite rare stuff ;-)

=

RETROHUNT NOTIFICATIONS

ca%ab48d293cc84092e8dbiflca%9ch155b30c61d32a1dalcd3687dedb4febbe

S CAUADAT O s ICCRAU T E 0D NTICaT Co D0 uCh 0 8 08/ CO o 0eADATEnnC

AlX_PPC_Hunt

d465637518024262c063f1a82d799a4e40ff3381014972f24ea18bc23c3b27 e

...0465637518024262c06314a82d799a4e40f3381014972f242318bc23Cc3027Tee

AlX_PPC_Hunt

Jabbad4f140821849de2d82d5a137c3bb5a736130dddb86b296d94ebbd 2

1
il 2

594¢c
1

...3abba44i1405821849de2d82d5a137c3bb5a736130dddb86b296da4e6b421594c

AlX_PPC_Hunt

10ac312c8dd02e417dd24d53c99525c29d74dcbe84 73035 1ad7adeladblaleba

... 10ac312c8dd0Zed4 1/ dd24d53c99525c29d 7 4dcbc84 73035 1adradeladb1aleba

AlX_PPC_Hunt




XCOFF file format basics

offed-rse000

» Extended common object file format (XCOFF 32/64 Bit)
= COFF + TOC module format (Storage for addresses for
global symbols)

HAS LOCALS, DYNAMIC, D PAGED

» Provides dynamic linking and replacement of units (csects) e Size v s etr wiem
within an object file -te 5 0000000¢ 0000¢ 000001£8  2%%5
= Composite header consisting of: .dats 00 00 2%%4
= File header o > 0000 Cnos 600 Jesa

» Optional auxiliary header (Information, used for loading
and executing a module)
= Section headers (Provides identification and file-accessing [l
information) <
= Raw-data sections (Information needed to dynamically load a
module into memory for execution)
= Optional relocation information for individual raw-data

oader i Fac 00 2%%3

sections
= Optional line number information for individual raw-data ) e ;
sections X val 0 prmhsh.
= Optional symbol table O i
= Optional string table, for all symbol names in XCOFF64 and |l Crmnan
for symbol names >8 bytes in XCOFF32 161 (sec 0) (£1 0x0
https://www.ibm.com/support/knowledgecenter/en/ssw_aix_72/com.ibm.aix.files/XCOFF.htm [ 91 (sec Dl)' (Einﬁ: 00

https://www.ibm.com/support/knowledgecenter/en/ssw_aix_72/com.ibm.aix.alangref/idalan
gref_und_prg_toc.htm




Timestamp inspection

Parsed timestamps from files (f_timdat / Offset 4 / Length 4)

handle.seel (4,0)
dword handle .read(4)

timestamp unpack("<L", dword[::
strftime ('\nBuild-da TY-Em-%d %H:%M:%5", gmtime ( (timestamp) ) )

Injection tool
d465637518024262c063f4a82d799a4e40ff3381014972f24eal8bc23c3b27ee > 2017-11-13 15:48:54

Libraries

ca9ab48d293cc84092e8db8f0ca99cb155b30c61d32alda7cd3687ded454fe86¢c - 2016-10-13 14:14:07
10ac312c8dd02e417dd24d53¢c99525¢c29d74dcbc84730351ad7ad4e0adblaleba - 2017-01-13 13:34:48
3a5ba44f140821849de2d82d5a137¢c3bb5a736130dddb86b296d94e6b421594c - 2017-11-22 09:49:57

First impression - Timescale between ca9ab4... and 10ac31... are 3 months.
Timestamps of d46563... and 3a5ba4 are both from November 2017
10 months newer as the other two files. Let’s start bindiffing the libraries with Diaphora.



Bindiff (1)

Diffing ca9ab4... against 10ac31...

Minimal differences in 3 functions
-> Partial matches vs 111 matching

Fie Ecit Jump Seerck view Debugger Options Wiindows Help
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Bindiff (1) > Example compare in function ReadRecv()

Graph for .ReadRecy (secondary) - ; - - » O &f % ‘; Graph for .ReadRecy {primary)
iz r;r hOOREiUECS_lL*ﬂ_:g;g;;:z_ % L1d r9, hook funcs TC# _eg6d.bss_
) r0, (_egtd.bss_ - Ox ) {r3) 1d r0, ( eg64.bss_ - Dx200028B8) (r9)
gmpdl cr;' :0' Eoousoﬁ's s g
ne cr?, loc — e cr?, loc 1000S0F8
q |
1d r9, hook funcs TC# eg6d.bss 1d r9, hook funcs TC# eghfd.bss
r ooty piis oy o ——
1d Fgf (65954-1355_ - Dx20002510) (r3) 1d rl, ( eg64.bss - Ox200028BB) (T9)
mr 9, T S k.
- okt R Gl
;:'z:sw :Si 03;30(1"31} 1wz rl, Ox80(r31)
f extsw rll, r0
1wi rg, U:;'FD (r31) 1wz rl, Dx70(r31)
::; =W :3. :11 extsw rd, r0
3 I s A o B
1d ré, Ulg'?ﬁ (r31) 1d rd, Ox78(r31)
T ) L o
s S ]
:lictr :g. D (r3) 1d o, 0(r9)
mtetr rld
i;d r;, g:{cﬁg;-v‘clr_ﬁﬁirll =td r2, OxBO+var 88(rl)
T ) s
’ 1d r2, 8{r9)
;dt . rll, Ox10(r3) 1d ril, 0x10(r9)
CLT
betrl
1d rsf UJSCBDWBr_BB(rl) 1d r2, 0xBO+var 88 (rl)
T e E i AR,
- ol e
]s).:.w 1"01.3 Dx88 (r31) s tw rl, Ox88(r31)
. TrTno
= =38 . EBrrno
1d rE, UJSCBUWBr_BB(rl) 1d r2, 0xBO+var 88 (rl)
mr s, T s
- 5 ok R G
1wz r0, 0(r9) 1wz rDr 0({r3)
'
stw r0, DxB4(r3l) =tw r, DxB4(r31)
uuwi ;:; U;ED \[LJ-uJ 1wz rl, 0x80(r31)
= 4 ! extsw r0, r0
ble cr7, loc 100091AC 3
- o oo SRS o1}
Ii = b1 .CheckSock
noj
1wz r0, OxBOD(r3l) mrp rl, r3
'
::t.sw :g, :g cmpdi erly el 0
i [:1'-1 i ey or7, loc 1000S1A0
B SC. oC.
nop
r o ;3; Tiu : 1d rll, Dx78(r31)
t ! " 1wz r0, O0x80(r31
beq cr7, loc 100091AC] i e
— extsw r9, ro




Bindiff (2)
Diffing ca9ab4... against 3a5ba4...

56 Best Matches, 36 Partial Matches, 13 unmatched primary, 14 unmatched secondary
Seems to be same origin, but newer library 3a5ba4... looks heavily reengineered.

ca9abd4... 3a5ba4...

b | Unmatched in primary & i | Unmatched in secondary %]
Line Address Name Line Address Mame

00000 100065h4 SkipMsgHeader .__init_aix_libacc_cwa_atexit

00001 10006 7ac GetMsgInfo Q0001 10000250 "global destructor keyed t0'65535_0__ dso_handle
00002 1000&z00 [(GetMsgInfo? Egggi iggggi; ';Z:EEW

Q0003  10006f5c CopyMsgFieldstr 00004 1000118 :NE'.I‘-.'SEI'ld

Q0004  1000702c .CopyMsgFieldBin 00005 1000187 msq_to_file_recy

00oas 10007118 RearrangeHeader 00006 10001334 .msg_to_file_send

0000s 1000743 JeenerateResponseTransactionl 00007 100027F4 BlacklistChedk

00007  10007blc .GenerateR.esponseTransaction2 00008 10003af8 DL ASCHEX TO UINT32

00008 10008143 .GenerateResponselnguiry 1 00009 10004324 DL_UINT32_TO_ASCHEX

00009 10009208 MNewRead 00010 10003bba DL_MAKE_MSGIMFO

Q0010 10009ded JMewiWrite 00011 1000a020 LDL_MAKE_RESPOMSE_MSG

Q0011 1000a408 .msg_to_file_read 00012 1000a75c .DL_MAKERESPOMND

00012 1000a590 .msg_to_file_write 00013  1000a8b4 DL_GET_PAN_STR

00013 1000b263 ! ChedkSock 00014 1000abe4 [(GetMsgFields




AIX PowerPC Assembly 101 (Register types)

Before diving deeper into the dissection of the XCOFF binaries and for better
understanding let me give you a very basic introduction to AIX PowerPC assembly.

= PPCis a RISC architecture
= 32 (0-31) General Purpose Registers (R0-R31)
» 32-Floating Pointer Registers
= Special Purpose Registers
= PC/IAR = holds address to be executed next
= LR - holds address of procedure for branching
= CR > 8 (0-7) conditional registers, divided into 4 bit fields, holding result of
compare instruction
= CTR = count register
= XER - exception register (overflows, carry conditions)
= FPSCR - floating pointer status and control register



AIX PowerPC Assembly 101 (Instructions)

» Fixed length 32-Bit instructions
= QOpcode: 6 bits
= Source register: 5 bits
= Destination register: 5 bits
» Immediate value: 16 bits

= [nstructions Set consists of:
= [nteger instructions (ADDI, LI, SUBF, MULLH, DIV, CMPI, ORI ...)
» Floating point instructions (FMR, LFS, STFS...)
= |oad and store instructions (LWZ, STW, MFLR, MTLR ..)
= Branch and flow control instructions (BEQ, BNE, BGT, BL, BLR ..)
= Various instructions (CRXOR, CLRLWTI ...)



AIX PowerPC Assembly 101 (Most important for current needs)

» Function parameters are passed through registers
= R3-R10 - Parameters 1-8
= When function completes return code value is stored in R3
= Branch/Call to a function via BL instruction
= Return from a function via BLR instruction
= R1 holds the stack pointer
» R31 holds the frame pointer
= RO - mostly used as temporary scratch register

Function call

1i r3, 0 # B3 = 1st parameter
1d r4, LC..164 TC # "0210" # R4 — 2nd parameter e
1d rh, O0xl1l60({r3l) # RS = 3rd Parameter

o bl .DL_ISOB583 MSG SetField Str # Call function

....... <more code>

Function prolog Function epilog

nflr ro £ Move value from link register to RO addi rl, r31, 0x270 # Correct Stack frame

=td rl, Ox1l0(rl) #$# Store return address 1d rl, 0x10({rl) # Load stored return address
=td r3l, -8(rl) # # Store frame pointer ﬁ mtlr rD # Save to link register
stdn rl, -0x270(rl) # Set up stack frame size 1d r3l, -8(rl) # Correct frame pointer

mr r3l, rl # move SP to FP 9 blr # Return to caller



Hidden Cobra’s Fast Cash injection tool
Hash 2 d465637518024262c063f4a82d799a4e40ff3381014972f24eal8bc23c3b27ee

addi r9, r2, (g pid - 0x200003930)
1wz r9, (g pid - 0x20000630) (r9)
. . . extsw r9, rs
= The technique used by the attackers to inject code into a addi r10, r3i, 0x70 ¥
running application is quite rare, because of its complexity. iyl ra Te. 41 TC & Jmrenyederss
= By accessing directly the PROCFS via /proc/<PID>/mem they ne T e
get access to the state and memory of each process, to 1a r2, 0x390+var_368 (rl)
. . . addi rS, r2, (g pid - 0x20000930)
read/wrlte arbltrary data to it. lwz r9, (g pid - 0x20000630) (r9)
. extsw r9, rs
= To access the PROCFS standard system calls are used like addi r10, 31, 0x170
Open()l Close()l pread()l erte() Tg :i: Eé[.].zIS_TC # "/proc/%d/status’
= Directory ctl (control) is a write only directory, which holds the ne w9, *9
. .Sprintf
process control file and can be used to send control 1d r2, 0x390+var_368 (rl)
. addi r3, r2, (g _pid - O0x200003530)
messages, e.g. to start process, stop on specific events etc. lwz r9, (g_pid - 0x20000630) (r9)
. . extsw r%, ro
= Directory as (address space) gives access to the process addi ri0, r31, 0x270
address Space mapplngs Tg :i: Eé[.:l.tlﬁ TC # "/proc/sdfas"
= Directory status holds general status and state information ne e
abou‘t a process 1d r2, ODx350+var 368 (rl)
addi r9, r31l, Ox70 # 'p
mr r3, ro
li= rd,
ori rd, r4, 1 # O0x4000001

bl . Oer



Hidden Cobra’s Fast Cash injection tool
Hash 2 d465637518024262c063f4a82d799a4e40ff3381014972f24eal8bc23c3b27ee

bash-4.3# ./injection 1d r3, LC..126 TC # "[main] Inject Start"
Usage: injection pid dll path mode [handle func toc] Ei -Dut_lﬂzt .
mode = 0 => Injection 11 ;‘;T“E—a =
mode = 1 => EjEﬂtiﬂlﬂ b.!. .proc_continne
1i r3, 0
1i r4, O
= Process Injection step by step: bl -proc_wait S
.. . 1d r3, LC..128 TC # "[main] SAVE REGIESTRY'
= Attach to process and inject shared object b1 .out_log
addi r9, r31, 0Ox98
= Suspend process wr r3, r9
. . . bl .proc_getregs
= Store important process data for later ejection adai ©9, r31, 0x98
= Modify instruction address register (IAR) to point to the b1 ot rege
new code Tadi ab, i, beos
= Use previous IAR as return address = e ve
= Resume process to start shared object nr e
See 2 http://uw714doc.sco.com/en/man/html.4/proc.4.html o - memmove
(Section - Control Messages for better understanding a r9, 0x218(r31)
messages like PCSET, PCSTOP, PCTRACE, PCSENTRY, PCRUN etc.) N e
= Example code to illustrate usage > = T4,

https://github.com/openzfs/openzfs/blob/master/usr/src/cmd/s
gs/librtld_db/demo/common/main.c



Setting code hooks within the target payment switch

application
Hash 2 3a5ba44f140821849de2d82d5al137c3bb5a736130dddb86b296d94e6b421594c

.HF Hook_all start:

.set sender sp, -0xE0

= After load of shared object file: SR oo

= Constructor GLOBAL__I... starts the iy

std

HF Hook all start() function "

1d
bl

» Then several initialize functions are being called, e.q.:

addi
1d

= Store config file L

1d
1d

/tmp/.ICE-unix/config_%d i
= Open /tmp/.ICE-unix/applist.dat with an encrypted =
list of attacker controlled Primary Accounts o
Numbers (PAN) = used later in CheckPAN() o
function -

= Init ISO8583 definitions handler (1987) | :

(International standard for financial transaction
card originated interchange messaging)

# CODE XREF: “global constr

Tl

rl, sender lr(rl)

r31l, wvar 8(rl)

rl, sender sp(rl)

r3l, rl

r3, LC..11 TC # "Load"
.ont_duomp log

rd, r2, (off 20001D28+0x68 - Dx20002678)
ri0, (off 20001D28+0x68 - 0x20001DI0) (r9)
9, eject.P8 TC # 0x20001D95

r9, (off 20001D28+0x70 - 0x20001DI8) (r9)

r3, LC..15 TC # "func=%11X, toc=%11X
T4, rild
TS, T9

.ont_dump log
T3, r2, (off 20001D28+0x68 - 0x20002678)
r4, Dx10

.store config

.init hashmap

T3, 3
ri0, r9
r9, -1

er7, ridD, r9

cr7, loc 10000764
s, D

loc 1000D7B8

# CODE XREF: .HF Hook all s
r3, LC..17_TC # "init hashmap succ"
.ont_dump log

init iso_handle



Setting code hooks within the target payment switch

application
Hash 2 3a5ba44f140821849de2d82d5al137c3bb5a736130dddb86b296d94e6b421594c

= HF_Initialize() function then triggers:
= DetourlnitFunc() to detour recv() and send() from
libc.a(shr_64.0) to NewRecv() and NewSend() to
control all incoming/outgoing data within the

payment switch application.
Note - Samples ca9ab4... and 10ac31... hook functions read() and
write() with NewRead() and NewWrite()

= QOriginal function pointers get replaced by new ones
in the ToC
= HF HookStart() function calls > DetourAttach()
= Unhooking is done in Destructor _GLOBAL_ D...
= Call to HF_Hook_all_stop() function - calling
HF_HookStop() = DetourDetach() to remove hooks

bl .HF TInitialize

nop

mr r9, r3

ompdi cr?, r9%, 0

bne ord, loc 100007AC

1d r3, LC..21 TC # "HF Initialize failed"
bl .out domp log

nop

1i r%, 0

loc 100007BE

.HF Hook all stop:

.2et sender =p, -0xE&0
.set var 8, -8
.set sender 1lr, Ox10
mflr
std
=td
stdn
mr
1d
bl
nop
bl

# CODE XREF:
bl .HF HookStart

-HF Hook al.

# CODE XRE

il

rd, sender lr(rl})

r3l, wvar 8(rl)

rl, sender sp(rl)

r3l, rl

r3, LC..23 TC # "Unload"
.ont domp log

.HF HookStop



Comparing encryption keys in applist.dat crypt() function

.Crypt:

Libraries with high similarity use same crypto key: el et o,

i t w 8, -8
Hash = 3a5ba44f140821849de2d82d5a137c3bb5a736130dddb86b296d94e6b421594c =
Key > zRuaDglxjec*tDttSIsklqc” mSlsklqgcAmNgq'lyznqr[g” 123

Newer library uses a different one:

Hashes = ca9ab48d293cc84092e8db8f0ca99cb155b30c61d32alda7cd3687ded54fe86¢
10ac312c8dd02e417dd24d53¢99525¢29d74dcbc84730351ad7a4e0adblaleba

Key = dkfly)1%290(yY89!(p#y! @pURH1;2EH89IPU*KF(p3RHHEY

Another indicator samples are from at least two different
operations

—0x60

=td
s=tdn
mr
std
mr
stw
1i
stw
1i
=td
1i
std
1i
stw
1d
1d
1d
1wz
std
=td
stw
1i
stw

# CODE XREF: .Process+258-p
# .init hashmap+1AC:p

31, wvar 8(rl)
rl, =ender s=p(rl})

Xk EL

r3, O0x50(r31)
r9, rd

r9, O0x98(r31)
r5, 0O

rS, 0x30(r31)
rS, 0O

rs, O0x38(r3l)
rS, 0

r9, O0x40(r31)
rS, O

rS, Ox48(r31)
rS, LC..150 TC # "zRumaDglxjec”tDttSlsklge

rd, (aZrmadglxjecTdt - O0x1000C13D) (rs) #

rl0, (afruadglxjecTdt+8 - O0x1000C130) (r9)
r%, {(aZroadglxjecTdt+0x10 - Ox1000C130) (r
r8, O0x38(r3l1)

rl0, Ox40(r31)

rS, O0x48(r31)

rS, 0O

r9, 0x30(r31)

loc 100DAESD



CARDHOLDER

ISO8583 standard basics %

= [SO8583 is an international standard for systems exchanging
electronic transactions initiated by cardholders using
credit/debitcards.

= Each time customers use cards at POS terminals or ATMs for
payment, ISO8583 is used at a specific point in the
communication chain for such transactions.

» Especially payment card companies like Mastercard, VISA
networks and other institutions base their authorization
communications on ISO8583.

= Although ISO8583 defines many standard data elements,
remaining the same in all networks, a few additional fields can g ST
be used for custom usage to pass network specific details. ocessor Popment

= AnISO 8583 message consists of three parts: )
= Message type identifier (MTI)
= Bitmaps (one or more) indicating present data elements
= Data elements - fields containing the actual information of

a message

https://www.nibss-plc.com.ng/images/api/POS_Interface_Specification_ver_1.11.pdf
https://www.codeproject.com/Articles/100084/Introduction-to-ISO NETWORK BANK



ISO8583 library used by actors

Oscar Sanderson’s ISO8583 C-Library

http://www.oscarsanderson.com/iso-8583/
https://github.com/sabit/Oscar-ISO8583/

Functions:
DL _ISO8583 DEFS 1993 GetHandler
DL_ISO8583 MSG_Init
DL_ISO8583_MSG_Unpack
DL_ISO8583 MSG_SetField Str
DL _ISO8583 MSG_SetField Bin
DL _ISO8583 MSG_GetField Str
DL_ISO8583 MSG_GetField Bin
DL _ISO8583 MSG_Pack
DL _ISO8583 MSG Free
DL _ISO8583 MSG_RemoveField

mr
bl

addi
mr
bl

1wz

clrldi

addi
1d
1d
mr
mr
bl

mr
=td
1d
ompdi
bne
1d
addi

mr
mr
bl

T3
rd,
TH,

0
0
rD

.DL_ISO8583 MSG Init

rD,
T3
rd,
TH,

r31l, OxBB8
0
0
rD

.DL_ISO8583 MSG Init

rD,
rD,
rs,
T3
rd,
TH,
rh,

O0x10D8 {r31)
rd, 32
r31l, OxS8

iscHandler TC # iscHandler

0xBE (r3l1)
rD
rS

.DL_IS08583 MSG Unpack

ro,
rD,
rD,
crl,
crl,
rD,
rs,
T,
rd,
TH,

r3

0x90(r31)
0x90(r31)

r0D, O

loc 100075A0

Anthorization Response # "

r31, Ox8BS8
0
rD
rS

.DL_ISO8583 MSG SetField Str



ISO8583 incoming request message (MTI 100) parsing

Hash > 10ac312c8dd02e417dd24d53c99525c29d74dcbc84730351ad7ad4e0ad4blaleba

addi rll, r31, 0xBC # fp+0xbo — Message Type Identifier (MTI)
addi rid, r3l1l, 0xCD # fp+Oxcd =— Processing Code (e.g. withdrawal or ingmiry)
addi r8, r3l1l, OxC8 # fp+0xcB =— Reserved (e.g. Advice reason code, Settlement regqnest
addi r29, r3l1l, 0xCY% # fp+Oxc9 — PAN
mr r3, r9
mr rd, rd
mr r5, ril
M mr r6, ri0
= Read 4 ISO8583 data fields from e
. . mr ri, r29
Incoming request message bl Getusgmneo
L ol mr rd, r3
= Message Type Identifier (MTI) wpas  or?, 70, 0
beqg or7, loc 100097AB

» Processing Code n
= Reserved (e.g. Advice reason code) %@ s
= Primary Account Number (PAN) —
» CheckPan() 2 compare PAN from il

loc 100097AEB:

message against attacker controlled w0, oxe0(ra)

L A ]

cmpwil cer7, rD, O
PAN haSh ||St beq er?, loc_100037D8
Y
addi r0, r3l1, OxCS # fp+0c9 == PAN
mr r3, rl
bl .CheckFan
nop
mr rld, r3 # If r3 = 1 —--> PAN ok
cmpdi cer7, rh, O
bne er7, lec 100097DE




Hash 2 10ac312c8dd02e417dd24d53c99525c29d74dcbc84730351ad7a4e0a4blaleba

clrldi rg _ro. 329

1wz rld, OxBC(r3l) # Load Message Type Identifier (MTI) from bumffer
# Clesy hicex S0bBAT af >l

MTI 100 parSing continued... I ompwi or7, r0, 0x100 # Aunthorization request

e i—j L, AU LUUU IO

. J
| |
rl, OxC8(r3l) # Load Field 60 = Reserved (e.q. Advice reason code, Settlement requestj from buffer
r9, ro, 56 # Clear high order 56 bits, result 1n rd
r0, r9, -0x20
r0, r0, 56
cr?7, ro, 15 # Length larger 15 ?
cer?, loc 1000S58BO
Y Yvey
M=
1d rld, OxCO(r3l) # Load Processing Code from bunffer
rlwinm r9, ro, 0,8,15 loc 100098BO:
L1is o, 1 1wz rD, OxB0(r31)
[cmpd cr7, r9, rid # Is 1 = Cash (ATM) withdrawal ? cmpwi cr7, rh, O
do o e e beqg cer?, loc 10005508
= ' o '
FIZI= ] s
lwz ro, # Load Message Type Identifier (MTI) from buffer
loc 10009864: # Load Processing Code from buffer el » » ik il it ﬁ-i1
1d rD, O0xCD(r31) oW i ar7, r0, O0x100 # Anthorization regqnest
doiisiilis i G Gt ne er’, loc 10005508
lis rD, 0x30 # Balance Ingmiry I | '
ompd crt, 4, Tl
bne er7, loc 10005910
o ‘ o = ' =
Ll 5= I I I
1d r9, O0x90(r31) 1d r9, O0x9%0(r31) 1d r9, 0x9%0(r31)
1wz r0, OxB4(r31) lwz r0, OxB4(r3l) lwz r0, OxB4(r3l) loc 10005508:
clrldi ro, ro, 32 clrldi r0, r0, 32 clrldi r0, rb, 32 1li rD, O
1d rll, Ox88(r31) 1d rll, Ox88(r31) 1d rll, Ox88(r31) stw rl, OxB0O(r31l)
addi rld, r31l, OxBE& addi rld, r31, O0OxBE& addi rlod, r31, OxBS
mr r3, ro mr r3, ro mr r3, ro
mr rd, r0 mr rd, r0 mr rd, Tl
mr r5, ril mr r5, ril1 mr r5, ril
mr r6, rlo SEES e mr rGg, rlo
i - S B bl .GenerateResponselncuiryl i - e SR
bl GenerateResponseTransaction 335 bl .GenerateResponseTransaction2




ISO8583 (MTI 110) response messages (Data field/Type)

Hash = 10ac312c8dd02e417dd24d53c99525¢c29d74dcbc84730351ad7a4e0ad4blaleba

GenerateResponseTransactionl

GenerateResponselnquiryl

0 | Message Type Indicator (MTI)

0 | Message Type Indicator (MTI) 2 | Primary account number (PAN)

2 | Primary account number (PAN) . 3 | Processing Code

3 [ Processing Code GenerateResponseTransaction2 = Transmissﬁ’on Satelime

4 | Amount, transaction 0 | Message Type Indicator (MTI) 11 | System trace audit number (e.g. transaction no.)

7 | Transmission date/time 2 | Pnmary account number (PAN) 14 | Expiration date
11 | System trace audit number (e g. transaction no.) 3 | Processing Code 16 | Merchant type, or merchant category code
14 | Expiration date 4 | Amount, transaction 19 | Acquiring institution (country code)
19 | Acquiring institution (country code) 7 | Transmission date/time 22 | Point of service entry mode
22 | Point of service entry mode 11 | System trace audit number (e.g. transaction nr.) | | 22 | Point of service condition code
25 | Point of service condition code 19 | Acquiring institution (country code) 32 | Acquiring institution identification code
32 | Acquiring institution identification code 25 | Point of service condition code 35 | Track 2 data
35 | Track 2 data 32 | Acquiring institution identification code 37 | Retrieval reference number
37 | Retrnieval reference number 37 | Retrieval reference number 38 | Authorization identification response
38 | Authorization identification response 38 | Authorization identification response 39 | Response code (e.g. 00=Approved, 51=Non-
39 | Response code (e g. 00=Approved, 51=Non- 39 | Response code (e.g. 00=Approved, 51=Non- sufficient funds, 55=invalid PIN)

sufficient funds, 55=invalid PIN) sufficient funds, 55=invalid PIN) 41 | Card acceptor terminal identification
41 | Card acceptor terminal identification 41 | Card acceptor terminal identification 42 | Card acceptor identification code
42 | Card acceptor identification code 42 | Card acceptor identification code 44 | Additional response data (e.g.- phone no.)
44 | Additional response data (e.g. phone no.) 44 | Additional response data (e.g. phone no.) 49 | Currency code, transaction
49 | Currency code, transaction 49 | Currency code, tfransaction 54 | Additional amounts (Account balance)
62 | Reserved (private) (e.g. invoice number, INF 62 | Reserved (private) (e.g. invoice number, INF 62 | Reserved (private) (e.g. invoice number, INF
Data etc. Data etc. Data etc.)

63 | Network data (Financial Network code, Banknet || 63 | Network data (Financial Network code, Banknet 63 | Network data (Financial Network code, Banknet

Ref. No_, Banknet No. etc.)

Ref. No_, Banknet No_ etc.)

Ref. No_, Banknet No. etc.)




ISO8583 incoming request message (MTI 200) parsing

Hash > 3a5ba44f140821849de2d82d5al137c3bb5a736130dddb86b296d94e6b421594c

= Read 4 ISO8583 data fields from
Incoming request message
= Message Type Identifier (MTI)
= Point of Service entry mode
» Processing Code

» Primary Account Number (PAN)
= Check if Point of Service entry mode

Is 90 (Magstripe)

» CheckPan() 2 compare PAN from
message against attacker controlled

PAN hash list

addi r7, r3l, 0xCD # Message Type Identifier (MTI)
addi rE, r3l, 0xC8 # Point of Service entry mode
addi rild, r31, 0xD0 # Processing Code
addi r9, r3l, OxAD # PAN
mr rd, T
mnr rs, ©
mr r6, rd
mr r7, rld
mr r8, r9
bl .GetMsgFields # Read ISOB583-Message Fields
nop
1d r7, 0xCO(r31)
1d r8, 0xCE(r31)
1d ri0, 0xDO(r31)
addi r9, r3il, 0OxAD
1d r3, LC..32 TC # "Message (msg=%d, ct=%d, pc=%d, pan=%s)"
mr rd,
mr r5, rd
mr r6, ril
mr r7, r9
bl -out_domp log
nop
1 0 CeCn(r31)
cmpldi cr?, r9, 200 # Is Message Type Identifier = 200 (Acguirer Financial Request) 7
bne cr?, loc 10000E2C
L 4

il e =]

Id TS, orcoirany

empldi or?, r9, 90 # Magnetic stripe Card

bne er7, loc 10000E2C

PIZE

addi r9, r3il, OxAD

T T—
l bl .CheckPan I
Tes

mr 9, r3

cmpdi er7, 9, 0O

beq cr7, loc 10000E2C

— v

%

r3, LC..34 TC # "Process Message"




ISO8583 MTI 200 requests parsing continued and 210 responses

Hash - 3a5ba44f140821849de2d82d5al137c3bb5a736130dddb86b296d94e6b421594c

loc 1000ADCH: # Is MTT == 200 {Acgmirer Financial Regnest) 7
0x8 -
= Tl .BlacklistCheck: # CODE XREF:
1d rd4, LC..162_TC # "0200 # DATA XREF:
bl .Stromp
iy .=2et serlr:ler =p
mr r9, r3 i r
ompdi er?, 9, 0 .2et var_ﬁ, -B
bne er?, loc_1000A714

r3l, var 8(rl)

rl, -Ox40({rl)

r3l, rl
1i r3, 0
14 rd, LC..164_TC § "0210" # 210 = Issuer Response to Financial Request r3, 0x70(r31)
1d r5, Dx160(r31) i r9, O # Always =et to 0O
bl .DL_IS08583 MSG SetField Str r3, ro
1d r9, Ox88(r3l) rl, r31l, 0Ox40
1bz r9, 0({r9) | r31l, var 8(rl)
[s3 % L uy TIe, Tor -
1d r9, LC..154 TC # "3" # is balance inguiry?
1bz r9, (a3 - Ox1000C0398) (r9) & "3 I I.
cmplw er?, rlld, ©9 B aCI( Ist
bne cr7, loc 1000A2B8
Y

il e 5]

1d re, 0x170(r31)

cmpdi er?, ra, 0 # If blacklisted return RC==355 (invalid PIN)

beqg or?, loa 1000A3DE

7|
<

loc_ 1000A3DE:

1d r9, DOx168(r3i)
L molli riD, r9, 0xD
— ¥ 1d r9, ID cecococooc
— mulhdu re, rid, r9
11 r3, 35 # response code srdi r@, rs, 3
1d rd, LC..177_TC # "55" § Blacklist RC = 55 (Invalid PIN) 1d r93, ID 431bdeB:s
£ 2- ) Ay mulhdo r9, rBT 9
bl -DL_TS508383 MSG SetField Str srdi r9, vh; ‘18



Conclusions so far...

= Library hashes ca9ab4... + 10ac31... parse MTI
100 messages, while 3a5ba4... parses MTI 200
messages. Moreover different reserved ISO8583
fields are used, suggesting network specific use.
Two more indicators samples are from at least
two different operations.

= Taking these observations into account, the US-
CERT report is a little bit misleading here as
functions GenerateResponse* belong to samples
parsing MTI 100 messages and not MTI 200.

)

T ISSUING BANK

£ COMPROMISED SERVER

x200 Financial
Request Message
with Legitimate PAN

qﬁ

%210 Approgld
Financial Re@bonse
Message

Approve
(or Decline)

A\ 4 /’I’ 1‘"\\
/I\ \To1)y
v

with Ilicit PANS Payment

_ = # Switch

% Application
=
G |

x210 Approved
Financial Respon!
Message

= Malicious applications running on the comprofllised switch application server inspect inbound Financial
Request Messages at the transport layer for piiticular account numbers using a CheckPan() function.
= If the Request Message does NOT contain one( the pre-identified illicit PANs, the payment switch
application processes the message and routeg ppropriately to the issuer.

= If the Request Message contains a pre-identifieNgillicit PAN, the malicious applications generate a fraudulen
Response Message using the GenerateResponseTr ioni() or GenerateResponseTransactionZ()
function to respond to the acquirer with a fraudulent Response Message and drops the Request before the
payment switch application processes the message, leaving the issuer with no knowledge of the transactiol

= The malicious applications also have the capability to intercept and block declined response messages from
the switch to the ATM, presumably as a check incase the switch receives the fraudulent request and passes
in on to the issuer,

Source > https://www.us-cert.gov/ncas/alerts/TA18-275A



So what payment switch application was attacked?

HOME COOQPERATIVE FEDERATIONS BANKS  DAIRY  FERTILIZER HCUI COOPERATOR ICA  LAWS/LEGISLATIONS  STATES

= Wondering what kind of payment switch software . _ _
was attacked at the Cosmos Bank in India, i did Cosmos Bank yt?t again goes high- tech
some OSINT... prsnat | o 5 01f ncocptons somrs 0

@l Car

—Loan= 9.

= According to news at Indian Cooperative from
October 13t 2015 the Cosmos Bank purchased a
new ATM switch called SmartVista from BPC Banking
Technologies which has its headquarters in

Switzerland.
http://www.indiancooperative.com/co-op-news-snippets/cosmos-
bank-yet-again-goes-high-tech/

= In another news at ATMMarketPlace BPC said in a
press Cosmos will roll out secure e-commerce in

20 1 5 fo I |Owed by a fu I | |a u nCh Of th e p I atfo rm i n th e from BPC Banking Technologies which has its headquarters in Switzerland. BPC is the world's leading

provider of Open System, e-payment solutions for the global financial industry informed Cosmos Bank's

first quarter of 2016.

Chairman, Goyal stated that SmartVista covers every aspect of electronic payments-high performance

httpS//Wwwatm ma rketplace.co m/n eWS/CosmOS—eXpa nds—atm - autharization switching and routing, full ATM and POS management, comprehensive card management,

advanced fraud prevention. loyalty program management, card personalization and production, billing

payments-capabilities-with-smartvista/ and mechant management

GIVE US A MISSED CALL

Co-op Queries

Ask your coop
questions to M

info@indiancor

o
Note: Must mention your Stz
Registration Number

+ Query from Krishna Das
* Query from Shiva Kant Gupta

* Query from Kak Mahraj

v Query from Sankara Narayan




Gaining more insights about SmartVista

To get more certainty let's check if SmartVista supports AIX and ISO8583.
An IBM Redbook from 2008 helps us here -

http://www.redbooks.ibm.com/abstracts/redp4373.htmi?Open
SmartVista Front-End

4.1.1 SmartVista technical and physwaf architecture on SyStem 1 SmartVista Front-End is a lean and mean real-time transaction engine that can be scaled up
or out as needed through unlimited process parallelization capabilities and efficient

IBM System i servers have proved to be reliable, high-performance, cost-effective systems communications infrastructure.
that are safe from hackers and viruses. The System i hardware platform ensures performance
and reliability, creating an environment for the deployment of various business applications SmartVista Front-End handles all online real-time interactions and activities that are required
from basic financial applications and payment systems to internet banking. In its turn, the IBM to provide fast and error-free authorization processing at both the issuer and acquirer sides.
i5/0S® operating system provides the environment for integrating the information resources Typically, it processes all transaction origination devices, online payment scheme interfaces,
of banks and non-financial organizations, which helps reduce the total cost of ownership online host interfaces, Internet and wireless interfaces, and any other online interfaces.

(TCQ) of IT resources and helps increase their efficiency and fault-tolerance. ) . )
The key functional areas that are supported by SmartVista Front-End include:
The System i software/hardware platform is based on open standards so that banks and » Authorization requests capture, processing and routing

financial institutions can use their exrstlng system resources instead of buying a new server

for each application. The platipsmae=s gently supports applications running on i5/0S, > _Stand-in, host, and serial multi-host authorization

Microsoft Windows, Linux, an§l IBM AIX 8L environments. System i integrates the DB2® = ATM and POS network management and monitoring, including support for multifunctional
database management systert geand performance features, LAN and Internet self-service kiosks

connectivity, backup and restore functionality, report generation, and file and print » Online transaction monitoring using rule-based or statistics models to detect fraudulent
management functions. DBMS integration in the operating system results in high transactions

performance, reliability, and management simplicity.

SmartVista i is a result of extensive collaboration between the BPC research and
development team and IBM experts from Russia, the United Kingdom, and the U.S. Built
around the growing demands of banks and interbank processors in both mature and
emerging markets, the smartVista | solution represents a reliable and high-performance

ATM transaction acquiring

SmartVista i supports most ATM application protocols. These include NDC+, Diebold
912/DDC, and generic ISO 8583.




BPC SmartVista architecture (according to IBM Redbook)

So if we assume a SmartVista payment switch was attacked it seems
likely the malicious code was injected at the SmartVista Front-End server.

Voice
autonzanons

Source 2> http://www.redbooks.ibm.com/abstracts/redp4373.htmi?Open



Missing response message integrity (MACing)

According to the US-CERT report actors enabled cash to be simultaneously
withdrawn from ATMs in 23 different countries.

= Taking this information into account, a lot of people asked how attackers
bypassed the Message Authentication Code (MAC) validation.
= For better understanding = It's best practice that most ATMs and PoS
devices check the integrity of a message between the sender and the
receiver, by generating a MAC (ISO8583 data element 64). Most ATMs and
PoS devices reject a transaction if the MAC validation fails.
= None of the malicious libraries sets field 64.
=  Without having ISO8583 trace messages from the heist at the Cosmos Bank
the mystery can’t be answered with certainty.
= Assumption = Another part/or function of the payment switch has taken
over the MACing, before the ISO8583 response messages left the bank's
network.




Final thoughts

= Rumors have it that the attackers had been in the bank's network, staying
under the radar for many weeks before the final heist occurred between 11t
and 13t August 2018.
= This is not surprising, as even experienced actors need time to reach and
manipulate their final target, especially if the architecture and protocols of
the target are proprietary and/or network specific like in this case.
= This heist shows once more - Sophisticated attackers reach their goal,
regardless of operating system or application platform.
= Attacks of this magnitude can be significantly mitigated or prevented if
suitable security measures are implemented.
= US-CERT lists a whole bunch of recommendations to mitigate and detect
similar attacks = https://www.us-cert.gov/ncas/alerts/TA18-275A







