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Cyber threats no longer 
have borders and we 
are now facing increa-

singly organized and interna-
tional groups. The networks of 
attackers have professionalized 
and today target government 
organizations such as large 
companies or even the smallest 
ones. 
In recent years, recent health 
and geopolitical crises have fur-
ther increased the tensions of 
the Cyber World and we now ob-
serve attacks targeting all sec-
tors of activity whether for lu-
crative purpose as ransomware 
attacks, espionage or even, data 
theft. 
The first weapon in the face of 
this threat is to be able to un-
derstand our opponents, their 
techniques, tactics and proce-
dures of attackers in order to 
ensure to protect the critical as-
sets of our clients and govern-
ment partners. 
As the European leader in cy-
ber security and the worldwide 
leader in data protection, Thales 
addresses the entire informa-
tion security lifecycle, the cor-
nerstone of digital trust. Thales 
helps secure the digital trans-

Pierre-Yves Jolivet,
Vice-President Cyber Defence Solutions, Thales

Editorial

formation of the most deman-
ding government bodies, private 
firms and critical infrastructure 
providers. 
Capitalising on our teams world-
wide, with more than 11 consul-
tancy teams and 6 Security 
Operation Centres, we can le-
verage our international threats 
expertise to ensure cyber pro-
tection to our customers from 
space to the ground and from 
information systems to opera-
tional technologies. 
Our Cyber Threat Intelligence 
expert team is screening on a 
daily basis a rich database and 
multiple cyber threat sources 
around the world, which we 
have been monitoring for seve-
ral decades in order to ensure 
actionable strategies for critical 
companies or governments. It 
relies among other things, on 
collaboration and transparency 
between organizations to ensure 
the right sharing of information. 
Today, we want to provide as 
many expertise and solutions as 
possible for a cybersecurity that 
only makes sense if it is collec-
tive. It is with this objective that 
we wanted to broaden the scope 
of our Cyber Threat Atlas na-
med “Cyber threat Hitmap” and 
provide it, for the first time, in 
a digital format opened to eve-
ryone.
Our Thales Cyber Threat Atlas 
will open-source to everyone a 
detailed knowledge of the cyber 
threat ecosystem by contextua-
lizing the activity of attacker 
groups.
For this, we have selected a 
sample of 50 preliminary attac-

For more informations:
 cyberthreat.thalesgroup.com

ker groups that we believe are 
particularly important in today’s 
cyber threat landscape. The 
knowledge of these attackers, 
their nature, their motivations, 
their tools and their operating 
methods served as a basis for 
the construction of this Atlas.
This work, which comes from 
both geographical and secto-
ral angles, offers several com-
plementary reading grids. Our 
analysis shows a breakdown 
into fourteen sectors of acti-
vity, allying the most traditional 
sectors (transportation, energy, 
education and research, tele-
communications, health, go-
vernment, legal, finance, ma-
nufacturing, retail) to innovative 
industries (automotive, space, 
maritime, aviation) which by the 
strategic nature of their acti-
vity are of interest to advanced 
threat actors. 
Thales uses directly this infor-
mation to feed its Cybels offer 
of tools and services and provi-
de high added value actions to 
ensure a better protection for 
everyone.  
Understanding the geostrategic 
frameworks as well as main tar-
geted sectors threats is key to 
the relevance of Cyber detection 
and protection. Combined, they 
provide much better understan-
ding state of the threat. 
I am sure that you will be able 
to make good use of this book 
for your detection and protec-
tion needs and I wish you a good 
read and regular browsing on 
http://cyberthreat.thalesgroup.
com/ for live updates!
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_Most targeted sectors**

Worldwide Cyber Threats  
in a Nutshell*

_Most targeted areas

72%

72%

62% 48%

68%

40%
Defence 

and  
administration 

North America 

Communications

*Analysis of the past two years
**As part of the website panel

High technologies 

Europe

Finance

11

11

+30%
Increase in attacks 
between 2020 and 
2021, in the Europe 

area.

_The most significant attacks  
in recent years

Early
2022

Mid 
2021

End 
of 2020

Since January/February 
2022, Ukraine underwent 

numerous attempts of 
destructive attacks (wiper)

Since the beginning of the 
conflict in Ukraine, the cyber 

community has observed 
the appearance and often 

the use of malware designed 
to destroy/erase the target’s 

systems.  
We can mention: 

WhisperGate, 
HermeticWiper, IsaacWiper, 
CaddyWiper, DoubleZero, 

AcidRain and to some extent 
Industroyer 2.0.

Kaseya Supply Chain 
attack with REvil 

ransomware

In July 2021, several 
Managed Service Providers 
(MSPs) have been targeted 

by the Revil group. The 
threat group exploited 
a flaw in Kaseya VSA 
(a cloud-based MSP 

patch management and 
monitoring platform) 
to spread the Revil 

ransomware.

SolarWinds supply  
chain attack

In December 2020, FireEye 
uncovered a widespread 
espionage campaign that 
targeted numerous public 
and private organizations 
around the world since 
Spring 2020. The threat 
actor gained access to 
victims via trojanized 

updates to SolarWind’s 
Orion IT monitoring  

and management software 
(affected versions  
are 2019.4 through  

2020.2.1 HF1).

Cyber Threat Handbook |
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Zone Europe_

Geographical zones

Albania
Andorra
Austria
Belarus
Belgium
Bosnia-Herzegovina
Bulgaria
Croatia
Denmark
Estonia
Finland
France
Germany
Greece
Hungary

Iceland
Ireland
Italy
Kosovo
Latvia
Liechtenstein
Lithuania
Luxembourg
Northern Macedonia
Malta
Moldova
Monaco
Montenegro
Netherlands
Norway
Poland

Portugal
Romania
San Marino
Serbia
Slovakia
Slovenia
Spain
Sweden
Switzerland
Ukraine
United Kingdom
Vatican Republic

_Adversary 
type

5 33

5 _Top 3 attacked sectors

_Adversary Type

65 ATKS (Attackers)  
targeted European countries

_Manufacturing

Manufacturing

_Energy

Energy

_Education

Education

_Aviation

_Transportation

_Communication

_Retail

_Terrorists _State-Sponsored _Cyber Criminal



Cyber Threat Handbook | 1514

Geographical zones

Contextual analysis of Europe and geocyber risks
Europe today is an incredibly 
complex geopolitical space — 
the result of centuries of histo-
ry marked by a constant oscil-
lation between strife and union. 
It is composed of over 40 diffe-
rent countries and cultures 
with a great diversity of natio-
nal and regional languages. 
Geographically, Europe com-
prises a highly developed Wes-
tern Europe, which has long 
been open to globalisation and 
its Atlantic interface; a Sou-

thern Europe with a Mediter-
ranean culture and outlook; 
an Eastern Europe  observing 
Western Europe on one side 
and Russia on the other; and 
a Northern Europe around the 
Baltic. Modern Europe conti-
nues to reflect this history and 
geography. 
Despite these geostrategic and 
cultural differences, a European 
cooperation has been built 
around the European Union, 
the euro zone1  and bilateral 

and/or multilateral agreements. 
The European continent is a 
privileged territory for the de-
velopment of cyber threats: the 
size of the attack surface (go-
vernmental structures, enter-
prises) provides opportunities 
for cybercriminals, and different 
motivations can come into play, 
as Europe is both the cradle of 
companies willing to pay ran-
soms and a powerful symbol of 
the western world - justifying 
ideology-based attacks.

_TERRITORY AND IDENTITY: 
THE RISK OF CYBER DESTA-
BILISATION 

One of the greatest geocy-
ber risks that Europe faces is 
destabilisation. The purpose 
of Europe as a combined en-
tity is to be unified in order to 
ensure a shared development 
and a place on the interna-
tional stage. This can lead to 
attempts to weaken it from 
abroad. One striking example 
is Brexit, which has marked a 
profound geopolitical reconfi-
guration in Europe. This shift 
has been exploited by threat 
actors to weaken political en-
tities such as the European 
Union and the United King-
dom itself. 

_BREXIT EXPLOITED AS A 
WAY TO TARGET GOVERN-
MENT AGENCIES IN THE UK 
AND WESTERN EUROPE

In 2018, the ATK5 (APT28, Sofa-
cy) group, known for its involve-
ment on the 2016 U.S presidential 
election campaign and its allege-
dly close ties to Russian intelli-
gence, conducted a phishing sche-
me targeting Western Europe and 
the United Kingdom in particular.  

Fake Brexit-related document contai-
ning the Zebrocy malware were sent 
to multiple specific targets, enabling 
ATK5 to break into the computer 
networks of European government 
agencies. Most importantly, this at-
tack displays the ability of attacker 
groups to leverage sensitive political 
issues and turn them into potential 
attack vectors.  Zebrocy acted as a 
first-stage backdoor and was used 
to perform system reconnaissance, 
create or modify files, execute com-
mands, take screenshots and create 
Windows scheduled tasks2.  

_PLAYING ON THE WEST’S 
FEARS: THE EXAMPLE OF 
THE ATTACK ON TV5MONDE

Some attacks also take advantage 
of internal crisis in certain countries 
to destabilise public opinion. On 8 
April 2015, a hacker group took 
control of the TV5Monde website 
and its social media accounts and 
caused television programmes to be 
interrupted for several hours. We 

now know that this attack was car-
ried out by ATK5 (APT28), although 
it has not been directly attributed to 
the group. A hacker group calling it-
self the Cyber Caliphate, linked to 
so-called Islamic State, first claimed 
responsibility. To shed light on the 
attack and identify the real perpetra-
tors, TV5Monde called in technical 
experts from ANSSI, France’s natio-
nal agency for information system 
security, who restored service and 
conducted a forensic investigation 
to search for clues. As their inves-
tigation progressed, suspicions be-
gan to point to ATK5 (APT28). The 
evidence gathered by the experts 
looked similar to a modus operandi 
already used by the group. As reflec-
ted in this attack, it should be noted 
that groups such as ATK5 (APT28) 
use visceral issues of contention 
between or within European coun-
tries to destabilise and weaken 
them3.  Interestingly enough, the 
main destabilising agent is not 
the attacks itself but rather its er-
roneous attribution to an entity 

close to ISIS, creating an alliance of 
circumstance between an ideologi-
cal opponent wishing to undermine 
European influence and a civilizatio-
nal adversary who uses the claim to 
instil fear within the population. 

_TERRITORY AND DEVELOP-
MENT: CYBERCRIME RISK 
AND INDUSTRIAL ESPIONAGE

Europe has many large cor-
porations and SMEs (Small 
to medium-sized enterprises) 
that are interdependent at 
continental level. They are 
also part of the global eco-
nomy. This European finan-
cial, industrial and innovation 
ecosystem inevitably attracts 
the attention of large cyber-
criminal groups as well as 
actors motivated by indus-
trial espionage. 

_THE ERA OF CYBER-EXTOR-
TION AND THE RISK OF GLO-
BAL SUPPLY CHAIN ATTACKS

On 30 January 2020, French contrac-
tor Bouygues Construction was the 
victim of an attack claimed by the 
group of attackers behind the Maze 
ransomware4.  The operators de-
manded a ransom of €10 million from 
the French group in exchange for a 
decryption key and the guarantee that 
its sensitive data would not be leaked. 
On 21 October 2020, Sopra Steria 
announced that it had fallen victim 
to the Ryuk ransomware5.  A month 
later, in November 2020, Italy-based 
international energy group Enel an-
nounced that it had become the vic-
tim of the Netwalker ransomware and 
that its operators were demanding a 
payment of some €14 million6.  Most 
European companies are closely inte-
grated into the market economy and 
are therefore especially vulnerable 
to supply chain attacks. During the 
REvil ransomware attack on IT ma-
nagement software company Kaseya 
in July 2021, over 1,000 other orga-
nizations were impacted, mostly in 
Europe7.  Swedish supermarket fran-
chise Coop had to close 800 stores 
because they were unable to use their 
cash registers8.  This supply chain at-
tack culminated in a record ransom 
demand of $70 million in return for a 
universal decryption key.

_AIRBUS VICTIM OF INDUS-
TRIAL ESPIONAGE AND THE 
RISK OF GLOBAL ATTACKS 
VIA THE SUPPLY CHAIN

Supply chain attacks on European 
industrial or financial groups are not 
only motivated by financial gain but 
also by technological catch-up. As a 
result, industrial espionage against 
major European corporations is now 
a significant threat. In 2019, Airbus 
was hit by a supply chain attack de-
signed to steal information about the 
A350 airliner and the A400M milita-
ry transport plane9.  The attack was 
initially attributed to the Chinese 
hacker group ATK41 (APT10), then 
to the ATK146 group (Avivore)10.  It 
should be noted that it is difficult to 
determine the exact origin of this 
attack, mainly because Chinese es-
pionage groups tend to share their 
infrastructure and attack tools. This 
sophisticated attack demonstrated 
the strategic adaptability of certain 
groups and the advanced threat 
posed by supply chain attacks. For 
the attackers, the impossibility of a 
frontal attack on the Airbus group 
was circumvented by compromising 
suppliers of the aircraft manufactu-
rer such as Rolls-Royce or Expleo, 
laying the ground for actors with ba-
sic capabilities to attack high value 
targets11.

_TERRITORIES AND POLI-
TICAL MODELS: RISK OF 
STRATEGIC INCIDENTS OF 
STRATEGIC INCIDENTS
Europe, as we explained ear-
lier, is a geopolitical space 
with a diverse array of iden-
tities, territories, political 
orientations and societies, 
which can lead to conflicts.

_AREAS OF INSTABILITY

UKRAINE
On the edge of Europe, in Ukraine, 
an armed conflict between Ukrai-
nian government forces and Rus-
sian separatist militias has been 
ongoing since 2014. It is the result 
of the annexation of Crimea by Rus-
sia, which provoked an open war in 
eastern Ukraine. In 2014 and 2015, 
Germany, France, Ukraine and Rus-
sia ratified two different versions of 
the Minsk agreements to settle the 
conflict and end the fighting in the 
industrialized regions of Donetsk 
and Luhansk. These agreements 
were never implemented and the 
conflict was prolonged, taking the 
form of a trench war along the 
front line.   The conflict has esca-
lated in December 2021 with Rus-
sia moving troops near the border, 
making western governments fear 
a military attack of Ukraine12.  
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_CYBERATTACKS AGAINST 
UKRAINE AMID TENSIONS 
WITH RUSSIA

The ongoing armed conflict 
between the Ukrainian military and 
pro-Russian troops has sparked an 
intense cyber activity in the region, 
targeting especially the Ukrainian 
territory.   
The ATK14 hacker group (BlackE-
nergy) has long been known for 
targeting companies in Europe’s 
energy sector. Starting in early 
2015, the group infiltrated a large 
number of Ukrainian electricity dis-
tribution companies in order to ins-
tall the BlackEnergy malware and 
access their OT/SCADA infrastruc-
ture. On 23 December 2015, hac-
kers successfully compromised the 
SCADA systems of three Ukrai-
nian energy companies and shut 
down their substations. They used 
the KillDisk plugin to destroy files 
on workstations. The group also 
launched a more conventional 
DDoS attack on the call centres of 
the three companies to make them 
unavailable to customers. The at-
tack left about 230,000 people wi-
thout power for nearly six hours in 
the Ivano-Frankivsk, Chernivtsi and 

Kiev oblasts (regions). This attack 
is one of the first cases of cyber sa-
botage directed at a power grid and 
demonstrates the determination 
and skill of the attackers. It is still 
not known whether the malware 
caused the power outage, or simply 
allowed its operators to do it ma-
nually.
On June 2017, a major cyberat-
tack hit Ukrainian companies. The 
malware used is a new version of 
Petya, a family of ransomware unco-
vered in 2016, which had been infec-
ting Windows-based systems. This 
attack dubbed NotPetya, initially 
targeting Ukrainian infrastructures 
spread globally and is still conside-
red as one of the most destructive 
cyberattack ever achieved. The at-
tackers leveraged the EternalBlue 
vulnerability and used unpatched 
computers to propagate across en-
tire networks. The UK government, 
through its National Cyber Security 
Centre asserted with a high degree 
of confidence that the Russian mi-
litary had carried out the NotPetya 
cyberattack, whose objective was to 
disrupt energy companies and go-
vernment institutions in Ukraine13. 
The estimated cost for the global 
economy reaches 10 billion dollars.  

On the night of January 13-14, 
2022, a cyberattack named “Ope-
ration Bleeding Bear” affected se-
veral Ukrainian government sites, 
rendering the computer structure 
of state-owned sites temporarily 
inoperable. This low-complexity at-
tack consisted of the defacement 
of the targeted sites with the re-
placement of the homepage with a 
propaganda message in Ukrainian. 
It seems that the attacker exploited 
a known vulnerability in a content 
management system (CMS). Be-
sides, a dozen of systems (Windows 
and Linux) were also destroyed by 
a wiper malware. This attack co-
mes in a context of escalating ten-
sions due to the failure of negotia-
tions and the massive presence of 
pro-Russian forces stationed at the 
border. If Ukraine points the finger 
at the group of hackers known as 
UNC1151, affiliated with the Belaru-
sian secret service, the low level of 
technicality of the attacker opens 
up a wide range of possibilities in 
terms of its origin, from individual 
hackers to state-sponsored groups. 
This attack is indicative of the use 
of non-traditional fields including 
cyber in the pursuit of political ob-
jectives. In this case, the destabili-

zation of the Ukrainian government 
as well as the loss of confidence 
of the Ukrainian population towar-
ds its institutions seem to be the 
objectives pursued.

WESTERN BALKANS
The Western Balkan is a region 
composed of several eastern Eu-
ropean countries, namely Bos-
nia-Herzegovina, Croatia, Kosovo, 
Northern Macedonia, Montenegro, 
Serbia and Slovenia. In this region, 
where ethnic and religious tensions 
still exist between Kosovo and Ser-
bia, and within Bosnia-Herzegovina 
itself, the European Union is trying 
to bring political stability through 
agreements pending eventual inte-
gration14.  The issue remains com-
plex because Russia also exerts an 
influence in the region, which can 
exacerbate geopolitical destabilisa-
tion and lead to cyberattacks. 

BALTIC STATES
The Baltic states are a region where 
the homogenisation four dimen-
sions — identity, society, politics 
and territory — is proving difficult. 
These countries, which declared 
independence in 1990 after the 
collapse of the Soviet Union, qui-
ckly sought to distance themselves 
from Russia’s sphere of influence 
by refusing to be integrated into 
the Commonwealth of Independent 
States (CIS) and instead joining the 
EU and NATO in 2004. Since the 
2016 Warsaw Summit., they have 
benefited from NATO airspace and 
on the ground protection. While the 
region may seem well protected, it 
remains surrounded by Russian in-
fluence to the east and south (Kali-
ningrad enclave and Russian forces 
in Belarus) and lies in part alongside 

Russia’s access route to the Baltic 
Sea. It should also be noted that 
there are significant Russian mino-
rities in these countries (26.5% in 
Estonia, 26% in Latvia and 5.8% in 
Lithuania)15. 

_MASSIVE CYBERATTACKS IN 
ESTONIA

In April 2007, dozens of Estonian 
organisations — Parliament, banks, 
government ministries, newspapers, 
etc. — were simultaneously targeted 
by a DDoS attack. In this large-scale 
campaign, one of the malwares used 
was none other than BlackEnergy 
from the ATK14 group (BlackEnergy). 
As a result of these significant and 
destructive attacks, NATO decided 
to set up its Cooperative Cyber De-
fence Centre of Excellence, which is 
based in Estonia. 

_A POWER SPACE AT RISK 
FROM STRATEGIC ESPIONAGE

In addition to these attacks, which 
are exceptional in terms of their 
consequences, European countries 
are regularly under threat from 
strategic espionage campaigns by 
foreign groups. 

CONTINUOUS ESPIONAGE
In November 2019, ANSSI, France’s 
national agency for information sys-
tem security, reported cyberattacks 
against service providers and design 
offices. The hackers used the PlugX 
malware to infiltrate their systems, 
steal data and, almost certainly, ac-
cess the networks of their clients. In 
July 2021, it was discovered that the 
Pegasus spyware was being used 
on a massive scale — a reminder 
of the strategic nature of certain 

types of cyberattacks. More recent-
ly, in September 2021, the German 
authorities announced that German 
politicians had been spied on in the 
run-up to the federal elections by 
the Ghostwriter gang, an APT group 
known for its alleged close ties with 
Russian military service GRU. This 
is not the first time Germany has 
been at the center of an espio-
nage-motivated attack campaign, 
as between 2017 and 2018 its go-
vernment agencies were reportedly 
targeted by ATK56 (APT28), ano-
ther group linked to Russia. During 
this incident, the hackers managed 
to gain access to the network of 
several German ministries (foreign 
affairs, defence) as well as the Ger-
man’s Chancellery and the Federal 
Court of Auditors. German inte-
rests are also closely scrutinized by 
other countries, most notably Iran 
and China. The activity of Iranian 
attack groups on German targets 
has intensified recently with the 
rise of tensions in the Gulf and the 
maintenance of financial sanctions. 
A report by the Dutch intelligence 
services even pointed to the Iranian 
strategy of using cyber espionage 
as a tool in the quest to acquire 
European military technology. This 
strategy even extends to the poli-
tical domain with the surveillance 
of its expatriate population in the 
Netherlands and the monitoring of 
the criticism addressed to the Ira-
nian regime16.

French regions that largely contribute to European demographic growth

Number of inhabitants in 2015
In thousands, per NUTS2*

Evolution of European regional
population between 2011 and 2015
In %, per NUTS2*

12 000
6 000

700 350

*European division corresponding
to the former regions in France

Sources : Eurostat, 2015; Gisco, 2015

Superior to 1,0

0,5 to 1,0

0 to 0,5

-0,5 to 0

Below -0,5

Datas not available

UE Value : 0,20%

Conclusion
As we have seen, Europe is 
a complex geopolitical space 
where multiple spheres of 
power and various models are 
at play, chief among them the 
European Union, NATO and 
Russia. 
These models sometimes 
clash, leading to crises that are 
conducive to the emergence of 
cyberthreats — as in Ukraine, 

the Baltic countries and the 
Western Balkans. 
Europe is the product of perma-
nent oscillation between unity 
and plurality of identities, with 
political aspirations that can 
provoke societal, economic, po-
litical and territorial crises, and 
that can be utilised as levers of 
destabilisation by cyberattacker 
groups. 

Europe is also highly integrated 
into the globalisation process, 
with industrial and financial 
champions, but also thanks to 
a myriad of SMEs, which are 
permanent targets of organised 
cybercrime and even industrial 
espionage. 
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Zone Commonwealth  
of Independent States_

Geographical zones

Armenia
Azerbaijan
Belarus
Georgia
Kazakhstan
Kyrgyzstan
Moldova
Russia
Tajikistan
Turkmenistan
Uzbekistan

12 ATKS (Attackers) 
targeted European countries

_Adversary 
type

3

20

1

_Adversary Type

_Manufacturing

_Energy

_Education

_Aviation

_Transportation

_Communication

_Terrorists _State-Sponsored _Cyber Criminal

_Top 3 attacked sectors

ManufacturingEnergy Transportation
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Contextual analysis of CIS and geocyber risks
On 8 December 1991, just be-
fore the USSR officially col-
lapsed, Russia, Ukraine and 
Belarus signed the Minsk 
Treaty. This treaty established 
the Commonwealth of Inde-
pendent States (CIS), which 
was intended to guarantee a 
form of multilateral consisten-
cy between the former Soviet 
republics, despite the overall di-
sintegration. 

On 21 December, Armenia, 
Azerbaijan, Turkmenistan, Ka-
zakhstan, Kyrgyzstan, Uzbekis-
tan, Moldova and Tajikistan 
joined the CIS. Two years la-
ter, in 1993, Georgia joined the 
group. It should be noted that 
the Baltic States, former soviet 
socialist republics, never joined 
the CIS. 
This organisation, built on the 
historic foundations of the Eas-

tern Bloc, is made up of a set of 
complex, intertwined dynamics, 
a Soviet Union centred on Mos-
cow and the influences of new 
powers in a multipolar world. 
This confrontation leads to the 
emergence of regional tensions 
that justify the use of cyber as a 
vector of influence. 

_CAUCASUS: A STRATEGIC 
CROSSROADS

The Caucasus is a strategic zone 
in several respects. First, geogra-
phically, it serves as a buffer zone 
between two continents: Europe 
and Asia. North of the Greater 
Caucasus mountain range, on 
the Georgian and Azerbaijani bor-
ders, lies Russia, the former heart 
of the Soviet Union. To the sou-
th is Turkey, with its Sunni na-
tionalist culture, and Iran, which 
has a Shiite Islamic culture. The 
three countries are geographically 
intertwined and bordered to the 
east by the Caspian Sea and the 
west by the Black Sea. 
This particular geography and to-
pography makes the Caucasus a 
narrow corridor and a crossroads 
of cultures and identities. This 
crossroads is also strategic and 
lead  certain nearby powers — 
such as the European Union (with 
NATO), Turkey, Iran and Russia 
— to assert their influence in the 
region

_SEPARATISM, NATIONALISM 
AND JIHADISM IN GEORGIA

After the fall of the USSR, many in-
ternal conflicts broke out. In Geor-
gia, a civil war (1991-1993) pitted 
the secessionist provinces of Ab-
khazia and South Ossetia against 
the central government in Tbilisi1.  
Geographically, the Caucasus 
extends into Russian territory, 
with the North Caucasus. It was in 
the North Caucasus that the First 
Chechen War erupted in 1994. 
This conflict — as in Abkhazia and 
South Ossetia — was the scene 
of confrontation between indepen-
dence movements and a former 
Soviet republic, in this case Russia.
 
The regional consequences of the 
Russo-Chechen conflicts are si-
gnificant and make terrorism even 
more entrenched. For example, the 
Pankisi Gorge crisis from 2002 
to 2003 saw Georgia clash with 
Chechen rebels and members of 
Al-Qaeda. 
The 2000’s were also marked by 
the appearance of colour revolu-
tions in former Soviet republics, 
in Georgia in 2003 (Rose Revolu-
tion), in Ukraine in 2004 (Orange 
Revolution) and in Belarus in 2005 
(Jeans Revolution). Characterized 

by popular, peaceful demonstra-
tions, these revolutions highlight 
the confrontation between Wes-
tern influence and Russia’s desire 
to control its near abroad. The de-
mocratic aspirations of the people 
and the spectre of the emergence 
of pro-Western civil societies in 
the region motivate Russian inter-
ference, particularly through disin-
formation campaigns as a part of a 
more global hybrid warfare strate-
gy.  

In 2008, a war broke out between 
Georgia and South Ossetia, sup-
ported by Russia, Abkhazia and the 
CIS armed forces. This conflict, 
which Georgia lost, allowed to leave 
the CIS. This conflict signals the 
resurgence of Moscow’s influence, 
which is posing as the protector of 
secessions.
In 2007 and 2008, around the time 
of the Russo-Georgian War and the 
widespread attacks in Estonia, the 
ATK5 group (APT28) really began 
to structure its attack campaigns. 
From 2007 to 2014, ATK5 (APT28) 
massively targeted Georgian go-
vernment agencies, including the 
Ministry of the Interior and Ministry 
of Defence, as well as civilians. The 
ATK14 group (BlackEnergy) also 
launched massive DDoS attacks 

against Georgia and later began to 
target Estonia as well. The source 
code of the malware was sold at that 
time, which increased the number 
of attacks on Georgia. From 2011 to 
2013, another ATK14 malware called 
Potao was used to target Armenia 
and Georgia. In late 2013, it began to 
be deployed in Ukraine, with several 
samples used to target this country. 
From September 2014, the victims 
of this malware included Ukrainian 
government agencies and the armed 
forces. 
In spring 2010, the ATK7 group 
(APT10) conducted actions across 
the entire Caucasus and Central 
Asia, with continued campaigns 
using PinchDuke against Turkey and 
Georgia as well as numerous cam-
paigns against other members of 
the Commonwealth of Independent 
States, such as Kazakhstan, Kyrgy-
zstan, Azerbaijan and Uzbekistan. 
This same malware was identified 
in Chechnya in 2008. In 2015, ATK7 
(APT29) also targeted Georgian en-
tities with the CosmicDuke malware 
and a file attachment with a name 
in Georgian that translates “NATO 
consolidates control of Black Sea.
docx”. 

_CONFLICT BETWEEN ARME-
NIA AND AZERBAIJAN LINKED 
TO THE QUESTION OF NA-
GORNO-KARABAKH

The path to the independence of 
Armenia from Azerbaijan was made 
in the throes of a war (1988-1994) 
between these two former Soviet 
republics. In 2020, a second war 
broke out between Nagorno-Ka-
rabakh, supported by Armenia, 
and Azerbaijan and the Syrian Na-
tional Army, backed by Turkey. In 
November 2020, a ceasefire was 
jointly announced by the bellige-
rents. Azerbaijan regained posses-
sion of the Agdam, Kalbajar and 
Lachin districts. Tensions are still 
extremely high in the region and 
animosity between Armenia and 
Azerbaijan remains significant. 
The 2020 conflict in Nagorno-Ka-
rabakh was also the theatre of a 
lot of cyber activity. The ATK116 
group (Inception, Cloud Atlas) was 
active in October and November 
2020 with an espionage campaign 
based on use of an article entitled: 
“Armenia transfers YPG/PKK ter-
rorists to occupied area to train 
militias against Azerbaijan”. Both 
sides were targeted in this cam-

paign. Threat actors also conduc-
ted attacks against Armenian tar-
gets using Zero Days via Chrome 
and Internet Explorer. Azerbaijan 
was targeted by the ATK178 and 
ATK228 groups and the PoetRAT 
malware. The targets were highly 
specific and appeared to be main-
ly Azerbaijani public and private 
sector organisations, especially 
ICS (Import Control System) and 
SCADA (Supervisory Control and 
Data Acquisition) systems in the 
energy sector. The number and 
variety of tools they used indicate 
that the attacks were carefully 
planned. The ATK228 group’s main 
objective was to compromise the 
wind power companies that pro-
duce Azerbaijan’s electricity. On 5 
August 2020, ATK5 (APT28) also 
launched an attack campaign using 
the Zebrocy malware against seve-
ral NATO member governments, 
Middle Eastern governments and 
the Azerbaijan government, which 
cooperates with NATO. This attack 
campaign came just days after the 
clashes between Azerbaijan and 
Armenia and less than two mon-
ths before the conflict began on 27 
September.

 

Caucasus

Abkhazia

Ankara

Aleppo

Baghdad

Tehran

Baku
Yerevan

TbilisiSouth 
Ossetia

Chechnya

Nagorno-
Karabakh

Commonwealth of Independent 
States (CIS)
Parties of the Creation Agreement 
(not ratified)
Observers states

Regional powers (EU with NATO, 
Turkey, Iran, China)

Conflict zones

_CENTRAL ASIA AT THE 
HEART OF INTERNAL TEN-
SIONS AND EXTERNAL IN-
FLUENCES

_CENTRAL ASIA, WITNESS 
TO RECONFIGURATIONS OF 
POWER UNDER CHINESE 
INFLUENCE

The Central Asia region partly cor-
responds to historic Turkestan. 
This region, which is as large as the 
European Union, is made up of five 
countries: Kazakhstan in the north, 
Kyrgyzstan in the east, Tajikistan in 
the southeast, Turkmenistan in the 
southwest and Uzbekistan, which 
is landlocked between these four 
countries. The Great Steppe covers 
the north and the South mainly 
correspond to desert regions. 
These five countries, which became 
independent from the Soviet Union 
in 1991, are surrounded by Russia 
to the north and west, China to the 
east and Iran to the south. 
Chinese influence in the region was 
strengthened with the launch in 
the fall of 2013 of the «Silk Road 
Economic Belt.»
It is one of the priorities set by the 
Chinese government for the years 
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ahead. An extensive network of 
transport, pipeline and telecom-
munication infrastructure will form 
the physical skeleton of a future 
Eurasian “economic corridor”. This 
network will link China to Western 
Europe by land via Central Asia, 
Asia Minor, the Persian Gulf, the 
Caucasus and the Balkans. It will 
also link them by sea via the South 
China Sea, the Indian Ocean and 
the Persian Gulf through to the 
Mediterranean. 
The $50 billion Asian Infrastruc-
ture Investment Bank (AIIB) and 
the $40 billion Silk Road Fund were 
set up by Xi Jinping to inject invest-
ment into regional infrastructure. 
Despite the altruistic rhetoric, Bei-
jing is responding to national prio-
rities and serving primarily Chinese 
economic, political and strategic 
interests. While based on the his-
toric aura of the ancient road that 
linked the Chinese and Roman em-
pires, the objectives of these “new 
silk roads” are adapted to serve 
contemporary geopolitical needs. 
Central Asia is a key part of the ori-
ginal New Silk Roads project, which 
aimed to promote the construction 
of transport infrastructure between 
China and Europe. Xi Jinping’s 
speech announcing the launch of 
the Silk Road Economic Belt was 
made in Astana (renamed Nur-Sul-
tan on 23 March 2019), Kazakhstan. 
The imagery of the Silk Roads is 
especially resonant in this part of 
the world, which was at the heart 
of the trade flows between Europe, 
the Middle East and the Chinese 
Empire prior to the 15th century. Of 
the six “economic corridors” in the 
new Belt and Road Initiative (BRI), 
two directly concern Central Asia: 
the New Eurasian Land Bridge 
(China, Kazakhstan, Russia, Bela-
rus, Poland, Germany) and the Chi-
na-Central Asia-West Asia Econo-
mic Corridor (China, Kazakhstan, 
Kyrgyzstan, Tajikistan, Uzbekistan, 
Turkmenistan, Iran, Turkey). 
In spite of having become the first 
trading partner for central Asia 
countries, China’s interest in its 
neighbouring region to the west is 
not only based on an economic vi-
sion. For the Chinese central go-
vernment, helping stabilise and de-
velop the countries on its western 
front is a way to avoid instability at 
the gates of its western Xinjiang re-
gion. This region, considered uns-
table by Beijing, is mainly populated 
by ethnic Uyghurs2.  Security coo-

peration between China and Cen-
tral Asia is largely centred around 
the Uyghur question and the fight 
against the “three scourges” iden-
tified by the Shanghai Cooperation 
Organisation (SCO): terrorism, se-
paratism and religious extremism. 
In the years ahead, Russia’s reac-
tions to China’s growing presence 
in its historic area of influence 
will be closely watched. For Rus-
sia, the BRI certainly comes with 
advantages, such as investment 
capacities that it cannot offer its 
partners and that will help improve 
infrastructures and make trade 
within the EAEU more seamless. 
Launched in 2015, it does not 
challenge Russia’s monopoly on 
political-security issues in Central 
Asia — at least for now — and it 
supports institutional recognition 
of the EAEU as a credible and le-
gitimate regional organisation3.  
Nonetheless, China’s security pre-
sence could be strengthened in the 
medium or long term with the ex-
pansion of Chinese economic inte-
rests in the zone, as can be seen in 
Tajikistan4. 

_LOOKING AT THE MAJOR 
ATTACKERS WHO HAVE TAR-
GETED THE REGION, WE 
QUICKLY SEE THAT THE GEO-
POLITICAL CONTEXT HAS A 
SIGNIFICANT IMPACT ON THE 
NATURE AND STRUCTURE OF 
THE CYBERTHREAT. 

The cyber continuity of the Chinese 
Silk Road initiative is rendered es-
sential by the need to secure sea and 
land routes. Among the 360 cyberat-
tack campaigns observed since the 
birth of the project, one can notice 
the presence of high-intensity actors 
with allegedly close ties to Chinese 
authorities. The ATK15 (Emissary 
Panda) group launched campaigns 
between fall 2017 and March 2018 
targeting a Central Asian data cen-
ter. The use of a compromised router 
(RouterOS Mikrokit) allowed the at-
tacker group to access government 
resources. While the beginnings of 
ATK 15 date back to 2009, its recent 
activity reflects China’s need to se-
cure land and sea routes to Europe. 
Nevertheless, while Central Asian 
countries and Russia seem relatively 
unaffected by the massive and re-
peated attacks that other countries 
in the region (India in particular) 
may suffer, several indicators tend 
to show a reversal of this logic with 
the spectre of direct attacks on 
strategic infrastructures in Central 
Asia or Russia.
Other active hackers in the region 
such as ATK23 (Icefog) and ATK147 
(Poison Carp) have targeted Uyghur 
and Tibetan minorities in particular. 

Current members

Associate member

Disputate member

Former to join

Refused to join

Observers

Commonwealth of Independant States

A

B

Conclusion
We have observed that the 
countries of the Commonwealth 
of Independent States, which 
were formerly Soviet republics5,  
share two main characteristics. 
First, they have a high risk of 
internal instability (within each 
country and across the broa-
der regions), notably due to the 
emergence of separatist move-
ments in the Caucasus.
In addition, they are strate-

gically important, because 
their geographic location fuel 
the geopolitical appetites of 
neighbouring powers. The Cau-
casus is an interface between 
Continental Europe and East 
Asia. Central Asia, the heart of 
Eurasia, is at the crossroads of 
Russian, Chinese, Iranian and 
Western (NATO) influences. 
This second feature, shared by 
the two zones and their res-

pective countries, is leading the 
world’s major powers to pro-
ject their influence on these 
territories, even if it means ta-
king advantage of or stirring up 
potential internally destabilising 
factors 
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Zone Africa_

Geographical zones

Algeria
Angola
Benin
Botswana
Burkina Faso
Burundi
Cape Verde
Cameroon
Central African Rep.
Chad
Comoros
Congo
Congo (Dem. Rep.)
Cote d’Ivoire
Djibouti
Egypt
Equatorial Guinea
Eritrea
Eswatini

Ethiopia
Gabon
Gambia
Ghana
Guinea
Guinea-Bissau
Kenya
Lesotho
Liberia
Libya
Madagascar
Malawi
Mali
Mauritania
Mauritius
Mayotte (FR)
Morocco
Mozambique
Namibia

Niger
Nigeria
Reunion (FR)
Rwanda
Saint Helena (UK)
Sao Tome & Principe
Senegal
Seychelles
Sierra Leone
Somalia
South Africa
South Sudan
Sudan
Tanzania
Togo
Tunisia
Uganda
Western Sahara
Zambia
Zimbabwe

33 ATKS (Attackers) 
targeted European countries

_Adversary 
type

3 5

1

_Adversary Type

_Energy

_Education

_Aviation

_Retail

_Transportation

_Communication

_Terrorists _State-Sponsored _Cyber Criminal

_Top 3 attacked sectors

AviationEnergy Education
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Contextual analysis of Africa and geocyber risks
The cyberthreat on the African 
continent is complex because 
the digital transition and cyber-
security are developing at diffe-
rent rates. 
This equation is a combina-
tion of various strong and ra-
pid dynamics. They include the 

exponential growth of Internet 
access and the very young pro-
file of the population, with diffe-
rent uses of technology to other 
parts of the world. Other fac-
tors include weak cybersecurity 
and cyberdefence infrastructure 
and culture and almost no vi-

sibility of security incidents in 
most countries. 
Added to these issues is the real 
and/or feared influence of forei-
gn powers. 

_MAJOR TRENDS

_INTERNET PENETRATION 

To understand the cyberthreat in 
Africa, one of the most significant 
contextual trends is the exponential 
growth of Internet penetration in 
the various countries. 
From 2000 to 2021, the African 
population increased by almost 
68%, from 817.67 million in 2000 
to 1,373.49 million in 2021. Over 
the same period, the number of 
Internet users rose from 4.51 mil-
lion to 590.3 million, an increase of 
12,988.7% 1,2,3,4,5.
In 2021, Internet penetration in 
Africa extended to 43% of the popu-
lation, or almost one in two people. 
This figure is  78 times higher than 
20 years ago. Africa today is mo-
dern and connected. 

_DEMOGRAPHIC 
STRUCTURE

Added to this hugely important fac-
tor, the population is very young 
and receptive to digital tools, espe-
cially mobile devices. According to 
United Nations forecasts, Africa’s 
median age is expected to rise by 
five years by 2050 and the popula-
tion is expected to grow by almost 
1.15 billion6.  
In 30 years, Africa will be home to 
1.2 billion people under the age of 
25, which means that the use of 
digital tools will continue to grow at 

an even faster rate. In addition, the 
increase in the median age by just 
over five years, coupled with the 
increase in per capita living stan-
dards by 2050, will also lead to a 
diversification and increase in the 
use of digital media. 
Inevitably, the higher Internet pe-
netration rate will spell an upsurge 
in the number of interconnections 
and, as a result, a greater vulnera-
bility and threat surface. 
The implication in terms of cyber-
threats is directly apparent, but it 

is probably still underestimated. On 
the issue of mobile phones, for exa-
mple, Symantec observed in 20167 
a considerable growth in the nu-
mber of malwares directed at the 
Android operating system, which 
represents 89% of the smartphone 
market in Africa. In Nigeria alone, 
one smartphone in seven was in-
fected by malware in 2016,  and by 
2019 they were 184.6 million mobile 
subscribers in the country8.  
  

Internet penetration

African population and median age
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_BY EXTENSION, GSMA ES-
TIMATES THAT 615 MILLION 
PEOPLE IN SUB-SAHARAN 
AFRICA WILL HAVE SUBSCRI-
BED TO MOBILE SERVICES 
BY 2025, WITH 64% OF THEM 
SMARTPHONE SUBSCRIP-
TIONS9. RISKS AND THREATS

This dual dynamic of a ra-
pidly expanding vulnerability 
surface and the persistence 
of critical cybersecurity and 
cyberdefence issues has an 
impact on the level of cyber-
threat observed across the 
African continent. 

_EXAMPLE OF LIBERIA IN 2016

In October 2016, Liberia suffered a 
massive DDoS (distributed denial 
of service) attack, which caused 
all banking transactions to be sus-
pended for half the country10.  Over 
half a million security cameras 
around the world simultaneously 
attempted to connect to the ser-
vers used by Lonestar Cell MTN,11  
the country’s largest telecommu-
nications company, leading to an 
extended service outage. 

_EXAMPLE OF SOUTH AFRICA 
IN 2019

In July 2019, the City of Johannes-
burg fell victim to a devastating ran-
somware attack12. The operators of 
the malware, the Shadow Kill Hac-
kers, targeted City Power, the city’s 
main power company, forcing the 
authorities to shut down the city’s 
website, e-services platform and bil-
ling system13. Electricity was also cut 
off for several hours in the city.

_EXAMPLE OF ETHIOPIA IN 
2020

In June 2020, 13 official Ethiopian 
government websites were affected 
by a cyberattack by the Cyber_Horus 
Group. The hackers, whose Egyptian 
origin seems to be established, left 
several nationalist messages de-

Geographical zones

nouncing the filling of the Renais-
sance Dam on the Nile, reflecting 
the significant geopolitical tension 
between Egypt and Ethiopia14. 

_OPPORTUNITIES AND 
CHALLENGES

The contextual issue for un-
derstanding the cyberthreat 
in Africa is not simply the ex-
ponential increase in digital 
technology across the conti-
nent. In reality, the problem 
also lies in the imbalance 
between this increase and 
the status of cybersecurity 
and cyberdefence in the so-
cieties concerned.

_LACK OF CYBER EXPERTS

This imbalance is mainly due to 
three co-constituent factors. First, 
it is a human problem, which 
does not only concern the African 
continent. In Africa, an additio-
nal 100,000 cybersecurity experts 
are needed in order to respond to 
the current challenges15. And the 
trends we have discussed will fur-
ther increase this need. 

_POOR VISIBILITY OF THE 
NUMBER OF SECURITY INCI-
DENTS

There is also a cultural issue in cy-
bersecurity in terms of reporting 
and fixing security incidents. Some 
96%16 of incidents are not reported 
or resolved, which means that the 
level of cyberthreat in Africa is likely 
to be much higher than we know. 

_LEGAL AND STRATEGIC AR-
MOURY UNDER CONSTRUC-
TION

Most African countries have not 
yet, or have not sufficiently, struc-
tured their legal armoury to deal 
with the cyberthreat. In 2016, it was 
estimated that over 40 countries 
across the entire continent had not 
or had only partially implemented 
specific legal provisions to address 
the challenges of cybercrime and 
oversee the gathering of electronic 
evidence17. It should also be noted 
that only 15 African countries have 
a national cybersecurity strategy in 
place18. 

Conclusion
Africa is destined to become 
one of the geographic parts of 
the world where the cyber is-
sue will be the most decisive 
factor for the future of socie-
ties and organisations. 
Already, the continent’s colos-
sal trends are fuelling a strate-
gically important yet unsuspec-
ted cyberthreat. These trends 
include the exponentially in-
creasing Internet penetration 
across society and industry (up 
12,988.7% in 20 years), the de-

mographic structure of these 
societies (1.2 billion people un-
der 25 by 2050) and the rapidly 
growing popularity of digital 
tools. 
At the same time, 96% of se-
curity incidents are unknown 
or unreported and decisive at-
tacks are already affecting the 
continent, as we have seen in 
Ethiopia, South Africa and Li-
beria.
These trends will obviously 
continue to create huge issues 

and challenges, yet a mismatch 
is already apparent when we 
consider the structure of cy-
bersecurity and cyberdefence 
across the continent. Three 
challenges need to be met, na-
mely the  training of the popu-
lation to create cyber experts, 
the visibility of incidents and  a 
clearly defined legal and strate-
gic framework to address the 
cyberthreat. 

100 000

96% 69%

26%
Number of cyber 
experts needed 

to answer to the 
cyber threats in 
this continent

of States have 
put in place a 
national cyber 
sovereignty 
strategy

of States didn’t 
have a legal or 
judicial arsenal 

of cyber 
incidents are not 
known or not 
communicated
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Zone North America _

Geographical zones

United States
Canada
Mexico

29 ATKS (Attackers)
targeted the aera

_Adversary 
type

5
43

8

_Adversary Type

_Terrorists _State-Sponsored _Cyber Criminal

_Manufacturing

_Energy

_Education

_Aviation

_Transportation

_Communication

_Information Technology

_Retail

_Top 3 attacked sectors

ManufacturingEnergy Education
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Contextual analysis of North America and geocyber risks
The Americas can be divided 
into three geographic regions: 
North America, which includes 
the United States, Canada and 
Mexico; Central America; and 
South America. This hemis-
phere is marked by its cultural 
contrasts and, in particular, by 
its economic diversity. 
The United States and Canada 
are rich and developed, while 
other countries in the region 
are considered to be emergent 
or low-income economies. The 
Americas are beset by many 
geopolitical tensions taking 
the form of border conflicts 

between countries or even so-
cial conflicts within them. The 
role of the United States, some-
times described as dominant, is 
often cited as the cause. 
More accurately, dominance on 
the continent can be described 
as being shared between the 
United States and Canada, the 
region’s two most developed 
nations. This creates a geoe-
conomic contrast on the conti-
nent as a whole, as these two 
countries constitute one of the 
three major poles of the world 
economy. Indeed, in 2015, the 
GDP of the United States was 

$18,036 billion, the highest in 
the world. Canada’s was $1,550 
billion, placing it in tenth. These 
countries have diversified eco-
nomies that are extremely 
well-integrated into global trade. 
The United States is home to 
many of the largest multina-
tional corporations and several 
global cities, chief among which 
is New York.
However, such disparities and 
issues of hegemony can exa-
cerbate international tensions, 
fostering an environment of 
heightened geopolitical cyber-
threats. 

_ONGOING INTERNATIONAL 
TENSIONS IN NORTH AMERICA

Since the end of the Second 
World War – and, more to the 
point, since the Bretton Woods 
agreement in 1944 – the United 
States has remained at the top of 
the international order. 

_THE US AND CHANGING FO-
REIGN POLICIES IN THE ERA 
OF “AMERICA FIRST”

Canada, Mexico and the rest of 
the world have had to significantly 
amend their foreign policies over 
the last several years, under  
pressure during Donald Trump’s 
term as President of the United 
States from 2017 to 2021.   

FOREIGN RELATIONS OF NORTH 
AMERICAN NATIONS
The leaders of Canada and Mexico, 
along with foreign ministries from 
other nations around the world, 
have adjusted their foreign policies 
either in the US’s favour or to turn 
away from it. For example, Canadian 

Prime Minister Justin Trudeau and 
Mexican President Enrique Peña 
Nieto have frequently remarked on 
their disagreements with President 
Trump, while remaining clear that 
they wish to continue their coope-
ration with the world’s leading eco-
nomy. 
During his term, President Trump 
oriented its foreign policy towar-
ds a strengthening of bilateral re-
lationships with Russia, Iran, and 
even China. 

RUSSIA–US RELATIONS
The power balance between the 
United States and these three na-
tions was a touchstone of Trump’s 
tenure, and continues to be so un-
der Biden, albeit with less empha-
sis on Russia. 
On Russia specifically, some obser-
vers of Russia–US relations, par-
ticularly pro-Kremlin Europeans, 
have claimed that Vladimir Putin 
is an “ideal” or “useful” enemy for 
America. They imply that the US 
is almost entirely responsible for 
its tense, fragile relationship with 
Putin’s Russia, or even that it be-

nefits from the hostility that exists 
between the two countries. Howe-
ver, the US hardly revels in the 
ongoing tensions, and does not ap-
pear to profit from them, not least 
because as Russia grows more dis-
tant from other European countries 
and US, it is becoming increasingly 
dependent on its relations with 
China and less inclined towards mi-
tigating the increasing asymmetry 
between these powers. 

IRAN–US RELATIONS
Relations between the US and Iran 
have become yet more precarious. 
Indeed, the recent spike in tensions 
starting in early 2019 is part of a 
broader trend of escalating diplo-
matic disagreements between the 
two countries. Already fraught after 
the US’s withdrawal from the Iran 
nuclear deal (JCPOA) in May 2018, 
Iran–US relations have degraded 
even further, especially since the 
Trump administration added the 
Revolutionary Guards to its list of 
terrorist organisations in April 2019 
and tightened its sanctions against 
Tehran the following month. In 

2020, relations between these two 
countries were aggravated yet fur-
ther with the killing of the Iranian 
General Qassem Soleimani, the Is-
lamic Republic’s representative in 
Iraq and head of the Quds Force, in 
an American raid in Baghdad on 3 
January 2020. Despite an Iranian 
retaliation in the form of several 
missile strikes on US bases in Iraq, 
tensions have begun to soften as 
the two sides seek some level of 
stability. 

CHINA–US RELATIONS
In recent years, relations between 
China and the United States have 
been beset by several geopolitical 
events that have strained the li-
mits of diplomacy between the two 
countries. 
For example, in 2020, the US ac-
cused China at length of data theft 
and widespread espionage, lea-
ding to the closure of the Chinese 
consulate in Houston, Texas. The 
US Secretary of State justified 
these steps as being for the pro-
tection of US intellectual property 
and the personal information of in-
dividual Americans. Mike Pompeo 

also described the Chinese consu-
late in Houston as having been a 
hub for espionage. Moreover, two 
Chinese nationals were charged by 
a US court with computer hacking 
offences for allegedly stealing data 
from a company working on a Co-
vid-19 vaccine.
However, the closure of the 
Houston consulate in particular 
was all the more symbolic as it 
was the PRC’s first in the United 
States, having opened in 1979 with 
the reestablishment of diplomatic 
relations between the two powers. 
China viewed the closure as a step 
too far, declaring it an outrageous, 
unjustified and unilateral provoca-
tion by the US. Beijing retaliated 
by ordering the closure of the US 
consulate in Chengdu, in central 
China, on 24 July 2020. In a press 
release, the Chinese foreign minis-
ter described this as a “legitimate 
and necessary response to the 
unreasonable measures taken by 
the United States”.

_US FOREIGN POLICY HAVE 
HAD SIGNIFICANT CONSE-
QUENCES ON THE CYBER-
THREAT LANDSCAPE.

The threat represented by Russia 
has been compounded by a marked 
increase in the number and seve-
rity of attacks since 2019. In cybe-
respionage, the SolarWinds attack 
(December 2020) demonstrated 
the danger posed by attacks from 
state-sponsored groups. This sup-
ply chain breach had a particular-
ly serious impact because, rather 
than directly targeting the federal 
government or a private company’s 
network, the perpetrators attacked a 
third-party software supplier serving 
these entities. The target was an IT 
management platform called Orion, 
a product of Texas-based company 
SolarWinds. More than 33,000 bu-
sinesses used Orion. According to 
SolarWinds, 18,000 of its clients 
were affected, including 425 Fortune 
500 companies.
This heightened threat is also exem-
plified by the ransomware attack 
conducted by ATK168 using REvil, 
also known as Sodinokibi. The at-
tack on software company Kaseya 
by the REvil ransomware operation 
is considered the largest ever such 
attack by a cybercriminal group. 
While 2017’s three ransomware at-
tacks (WannaCry, NotPetya and Bad 
Rabbit) were larger, they were lin-
ked to state-sponsored actors rather 
than groups with financial motives. 
According to cybersecurity resear-
chers at Symantec, some vague in-
dications point to political motives 
behind the attack. The US has not 
explicitly linked the REvil attacks to 
the Kremlin, but President Joe Bi-
den has nevertheless warned his 
Russian counterpart that the latter’s 
government must act against such 
criminal organisations, and that US 
authorities would do so if necessary. 
In January 2021, several members of 
REvil were arrested by Russian au-
thorities obeying to a US demand. 
While it may appear as the rein-
forcement of collaboration between 
the two countries, the timing of this 
announcement raises questions as 
several Ukrainian government sites 
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were targeted by a cyberattack and 
Russian troops are massed at the 
border. 
Likewise, the largest oil pipeline of 
the US, Colonial Pipeline, fell vic-
tim to the RaaS (Ransomware-as-
a-Service), forcing the company to 
temporarily shut down its activity. 
The incident, which happened on  
May 7, 2021, affected the delivery of 
gas in Southern states, provoking 
shortages at gas pumps. 
Former US President Donald Trump 
was also the target of several in-
fluence campaigns. These attacks 
appeared to originate from groups 
operating in China, including ATK213 
(also known as APT31). This group 
carried out more than 150 breaches 
over the course of six months. In 
2020, Trump called for the social 
media platform Tik Tok to be banned 
in the United States, on the basis 
that the data collected through the 
app was disseminated to the Chinese 
government. This ban provoked 
many Chinese actors to carry out 
influence campaigns aimed at des-
tabilising the US elections by sowing 
disinformation about the President 
to sway voters.

_THREATS ARE ALSO EMER-
GING FROM OUTSIDE OF 
CHINA. 

After months of heightened ten-
sions between the US and Iran, 
there were fears that this could have 
been used as justification for an 
attempt to destabilise the US elec-
tion. After Trump withdrew the US 
from the JCPoA in May 2018 and 
Iranian general Qassem Soleimani 
was killed on Iraqi soil in January 
2019, the risk of cyberespionage or 
more conventional attacks (such as 
phishing or ransomware campaigns) 
aiming to destabilise the then-US 
President became markedly more 
significant. In May and June 2020, 
this fear was realised in the form of 
an attack by the group Phospho-
rus, which gained access to several 
accounts belonging to members of 
the administration, Trump campaign 
staff and others involved in the 2020 
presidential election. 
Twitter announced that it had de-
leted around 130 Iran-based ac-
counts that had disrupted the public 
conversation on the platform during 

the first campaign debate between  
Biden and Trump. This also illus-
trated a shift in technique as attac-
kers targeted the two candidates 
directly and the electoral process 
itself. It is becoming more and more 
difficult to predict this type of real-
time attack and proactively analyse 
the threat landscape to prevent 
them.

_CANADA AND TRANSATLAN-
TIC RELATIONS

In recent years, countries have 
strengthened their diplomatic and 
economic links with Canada as, 
since 2017, the US has drifted fur-
ther towards protectionism. The 
US’s decision to heavily tax steel 
and aluminium imports had been 
extremely damaging to Canada and 
the member states of the European 
Union. The move even provoked 
threats of retaliation from the EU, 
Canada and Mexico. In May 2018, 
Canadian Prime Minister Justin 
Trudeau publicly declared his disap-

proval and, along with policymakers 
in European countries, claimed that 
the President’s invocation of the 
national security defence, referring 
to WTO regulations, did not hold 
water.
It is therefore unsurprising to see 
Canada looking to the nations of 
the Old Continent for less protec-
tionist economic partners, more 
open to diplomatic relations. 
This transition took a significant 
step forward with the signing of 
the Comprehensive Economic and 
Trade Agreement (CETA) between 
Canada and the EU in autumn 
2016. The goal of this agreement 
was to ease the export of Canadian 
products to the European market 
by almost completely eliminating 
tariff and non-tariff barriers, while 
creating a more stable investment 
context for Canadian and European 
businesses. 
Prime Minister Trudeau and French 
President Emmanuel Macron por-
trayed this bolstered Canada–
France relationship as favouring a 
just, fair and rules-based internatio-
nal order. Canada and France have 
instituted structural frameworks 
for their joint activities, particularly 
in the areas of culture, the environ-
ment, development aid, sustainable 
development, artificial intelligence 
and defence. The two countries 
have committed to a joint meeting 
of their cabinets with the goal of 
building further institutional ties.

_IN CANADA, THE CYBER-
THREAT ENVIRONMENT IS 
CONSTANTLY CHANGING AS 
BAD ACTORS CONTINUE TO 
ADJUST THEIR STRATEGIES. 

As Canadians adopt new tech-
nologies and Internet-connec-
ted devices, it is certain that new 
threats will arise. Furthermore,  
Canada’s rapprochement with Europe 
may create a major risk from adver-
sary foreign powers. 
The Covid-19 pandemic has had a si-
gnificant impact on the cyberthreat 
landscape in Canada. In 2019, the 
medical laboratory company Life-
Labs fell victim to a cyberattack 
which compromised the personal 
and medical data of 15 million Cana-
dians. The company finally paid the 
ransom to recover this data. 
Geopolitical events such as the war-
ming of relations between Canada 
and the EU can also make cybe-
rattacks more likely. For instance, 
activists such as environmentalists 
might aim to weaken CETA, as the 
agreement eases the process of 
importing polluting fuels and GMO 
foodstuffs. This was observed in 2017 
and 2019 when Twitter data revealed 
that Russian and Iranian trolls had 
been posting to the site using frau-
dulent accounts. The purpose of 
this activity was to exacerbate divi-
sions among Canadians and provoke 
conflict by widening the reach of in-
flammatory content on political is-
sues like terrorism, climate change, 
pipeline construction, immigration 
policy and refugees. 

Many of these disinformation cam-
paigns have responded to significant 
events such as the January 2017 
massacre at a Quebec City mosque 
or the June 2019 approval of the 
Trans Mountain pipeline.

_MEXICO

Although Mexico is a multiparty de-
mocracy, power remains concen-
trated in the hands of the Institu-
tional Revolutionary Party (PRI), 
which controlled both chambers of 
Congress and the presidency conti-
nuously from the Second World 
War until 2018. Despite persistent 
inequalities, the country’s industrial 
sector has seen a meteoric rise 
since the war. 
Large oil reserves, exploited by 
a state-owned corporation, have 
contributed to Mexico’s economic 
stability, which had been shaken 
by plummeting prices during the 
1980s. 
However, Mexico’s ambition to be-
come a major power on the inter-
national stage (and within North 
America in particular) is hampered 
by several factors, including crime 
and immigration, which remains an 
issue to this day. 

_CRIME IN MEXICO

Mexican drug-trafficking cartels 
are among the most developed or-
ganised crime rings in the world. 
While fragmentation has reduced 
the number of such groups with 
large international operations, 
those which remain have access 
to networks covering most of the 
Americas, even extending into Eu-
rope and Asia. 
These international cartels interact 
with foreign actors but generally 
lack a strong grounding in Mexico. 
Their activities more often take the 
form of joint ventures with other 
Mexican groups. These organisa-
tions focus on international drug 
trafficking, which brings in millions 
of dollars in revenue every year, but 
also engage in other activities such 
as oil theft, illegal logging, human 
trafficking, kidnapping and extor-
tion. 
Mexican drug cartels have access 
to firearms, including military-grade 
weapons, and conflict between rival 
groups and security forces is com-
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mon. Drug cartels control large 
tracts of territory throughout Mexi-
co, supplanting government autho-
rity by means of bribery and inti-
midation to facilitate illicit activities 
and skew the democratic process. 
Politicians are frequently assassi-
nated or threatened by organised 
crime groups, who ensure that pu-
blic positions are filled by coopera-
tive individuals.
In addition, the fragmentation 
of cartels has produced smaller 
offshoot groups with no perma-
nent power structure, which pose 
a security threat as turf wars be-
come more common and loca-
lised. These groups generally lack 
access to the necessary resources 
to manage transnational drug traf-
ficking networks and favour activi-
ties such as extortion, kidnapping, 
vehicle theft, oil smuggling, human 
trafficking and smuggling, whole-
sale drug dealing and illegal mining. 
They play a key role in the drug 
trafficking supply chain, handling 
local transport and security within 
wider networks. 
While state actors do not control 
criminal markets, corruption wit-
hin the government and agencies 
responsible for law enforcement 
enables criminal networks and 
shapes illicit activities, constitu-
ting a stream of income for high-
ranking public officials.

_ORGANISED CYBERCRIME IN 
MEXICO POSES A GROWING 
THREAT TO CIVILIANS AS 
WELL AS PUBLIC AND PRI-
VATE ORGANISATIONS

As crime increases, the eyes of the 
cybersecurity world have turned 
towards the country. In fact, Mexico 
has suffered more cyberattacks than 
any other Latin American country 
besides Brazil. In both countries, 
emails containing links to malicious 
websites are fairly common. Some 
of these websites are believed to be 
among the most prolific generators 
of spam in the world.
Symantec placed Mexico among the 
10 countries most affected by email 
phishing scams. Mexico was ran-
ked seventh, after Ireland, Australia, 
New Zealand, Brazil, Norway and 
the UK. 
The last few years have seen 
many criminal cyberattacks hit the 
country. For example, sites belonging 
to the Lotería Nacional y Pronósti-
cos, the national lottery, were ren-
dered inaccessible to visitors out-
side of Mexico after being targeted 
using Avaddon ransomware.
Avaddon is found throughout the 
world and spreads using emails 
styled as love letters. It appears to 
have been distributed by the bot-
net Trik (also known as Phorpiex) 
since early June 2020. Avaddon’s 
operators launched a data leak site 

to extort victims in August of that 
year. In conducting their activities, 
the group observed the so-called 
5×5 rule, wherein the starting price 
in negotiations is placed at 5% of 
the victim’s annual revenue, which 
is estimated at a fifth of total re-
venue. Cybersecurity researchers at 
Advanced Intel estimate Avaddon’s 
total revenue at $87 million before 
it ceased operations in June 2021.
Furthermore, attackers are increa-
singly using malware capable of 
paralysing a whole set of systems, 
including supply chains, manufac-
turing and payments, removing the 
malware only after receiving subs-
tantial sums of money.
One notable example was the case of 
Pemex, the Mexican state oil com-
pany, which was targeted using the 
ransomware Ryuk. Ryuk general-
ly targets businesses with revenue 
between $500 million and $1 billion. 
Although operations appeared to 
continue as normal and petroleum 
production and storage were not af-
fected, this attack against critical in-
frastructure demonstrates the seve-
rity of the cyberthreat facing Mexico. 
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Contextual analysis of Latin America and geocyber risks
17 July 1979 remains a pivotal 
date in the history of South 
American geopolitics. A military 
junta seized power in Managua, 
Nicaragua’s capital, triggering 
a civil war that engulfed the 
country. The so-called Sandinis-
ta revolution marked the start 
of more than 10 years of civil 
war in Latin America. 
Geopolitical tensions abound in 
the Americas, fuelled by border 
conflicts between countries or 
social conflicts within them, as 
well as the dominant role of the 
United States. 
Central and South America are 
regions beset by perennial and 
long-standing conflicts. In Cen-
tral America, the Sandinista re-

volution against the US-backed 
dictatorship in Nicaragua in the 
1970s marked the beginning of a 
decade of strife. 
In South America, some ten-
sions are rooted in national bor-
ders drawn during the post-co-
lonial period. The wounds of the 
War of the Pacific, in which Bo-
livia lost its only province with 
access to the sea to Chile, re-
main raw for many Bolivians.
The repercussions of this ani-
mosity are still being felt as Bo-
livia refuses to provide energy 
resources to Chile.  Since the 
end of the 2000s, there have 
also been significant tensions 
between Colombia and Vene-
zuela.

Despite these ongoing strains, 
the continent is becoming more 
and more integrated. Human 
and capital flows are on the rise, 
albeit oriented towards the US. 
In North America, the USMCA 
(United-States, Mexico, Canada 
Agree has established an area 
where capital and goods circu-
late freely. Its equivalent in the 
South is MERCOSUR.
The region’s troubled internal 
relations may give rise to groups 
of attackers aiming to take ad-
vantage of its geopolitical ins-
tability and set off an explosion 
of cybercrime within the region 
and beyond.

_DEEP-ROOTED TENSIONS  
IN CENTRAL AND SOUTH 
AMERICA

In recent decades, urban conflicts 
have erupted throughout Latin 
America in response to several 
phenomena including poverty and 
rising inequality. As for internatio-
nal clashes, several Central and 
South American countries have 
been in conflict for many years. 
Meanwhile, the same countries 
are often plagued by internal ten-
sions, as populations searching for 
a new socio-economic order make 
their grievances known through a 
variety of protest movements.

_ECONOMIC MODELS IN LA-
TIN AMERICAN COUNTRIES 

Boosted by growth in the early 
2000s thanks to sluggishness in 
the US, South America has seen 
some economic success. Brazil, for 
example, is one of the five emer-

gent economies known as the 
BRICS countries.
However, since 2011, this growth 
has been merely relative, and most 
Latin American countries have slid 
into recession. 
In fact, after a “golden decade” 
between 2003 and 2013, during 
which economies boomed and ine-
qualities narrowed, Latin America’s 
GDP (Gross Domestic Products) 
per capita had collapsed to 2010 le-
vels by the end of 2020. The price 
of exported primary commodities 
has weighed heavily on countries’ 
financial capacities as well as their 
economic growth. The fossil fuels 
sector has also been a factor in 
this crisis: in 2014, oil prices plum-
meted in Argentina, Brazil and Ve-
nezuela. 

_REGIONAL DIVISIONS 
STOKING BORDER 
CONFLICTS

Border conflicts in this region are 
nothing new. For hundreds of years, 
Latin America has been the setting 

for several international conflicts, 
with some still ongoing that stretch 
back to the 19th century. 
Today, political disagreements 
between countries continue for a 
variety of reasons, including va-
rious permutations of nationalism 
and conflicts of economic interest. 
These battles are fought in the 
raw materials sector, particularly 
oil and gas, as well as within the 
framework of increasingly fragile 
regional alliances. 
On 1 May 2006, Evo Morales na-
tionalised Bolivia’s oil wells, hitting 
Brazilian company Petrobras (a 
third of whose shares are owned 
by the Brazilian government) par-
ticularly hard and impacting other 
foreign companies including Spain’s 
Repsol. In response to objections 
by Brazil, backed by Argentina, Bo-
livia gained the support of Venezue-
la, resulting in a temporary schism 
between the region’s left-wing go-
vernments. 
Furthermore, more than ten years 
after its founding treaty was signed, 
the Union of South American Na-

tions (UNASUR) is now moribund. 
In 2018, six of its 12 members 
announced their temporary wit-
hdrawal from the union and sus-
pended their financial contributions 
in response to the organisation’s 
collective inability to designate a 
new secretary general to succeed 
the former president of Colombia. 
This institutional breakdown is 
the result of these countries’ shift 
towards nationalism and prioritisa-
tion of their own economic inte-
rests, which has aggravated regio-
nal divisions and conflicts between 
countries. 
Their inward turn is hardly surpri-
sing, as many of them had endured 
or continue to endure deep eco-
nomic, political and social crises. 
These situations dampen the dri-
ving force that motivates earnest 
cooperation and regional projection, 
instead favouring policy focused on 
the internal welfare of the nation.  

_FOREIGN POWERS CAN 
TAKE ADVANTAGE OF 
DETERIORATING REGIONAL 
UNITY THROUGH ESPIONAGE 
ACTIVITIES

This was the case with ATK97, 
known as “El Machete”, a cyberes-
pionage group that has been active 
since 2010. Its agents usually tar-
get the governmental and military 
sectors in Latin America as well as 
the US, Korea and several European 
countries. The source code of the 
group’s malware, which it usually 
deploys in sophisticated spear phi-
shing attacks, suggest that the de-
velopers are Spanish speakers. The 
question of potential sponsorship 
of the attacking group by a foreign 
power remains unresolved. Most of 
the victims of the group’s 2010 cam-
paign of attacks were in countries 
such as Venezuela, Ecuador, Colom-
bia, Peru and Cuba. 
Finally, it is interesting to note the 
large number of countries around the 
world that target this region with cy-
berattacks. In February 2021, of the 
ten main countries from which at-
tacks targeting Brazil, Chile, Colom-
bia and Panama originated, China 
was the source of 23,583 attacks, 
Germany 10,847 and the US 10,019. 

_INTERNAL CONFLICTS

The social and political conse-
quences of the economic crisis of 
the 2020s have weakened Latin 

Areas of tension in the South American region

Suspected origin of attackers targeting this region

American societies. The OECD has 
expressed concern at deteriorating 
social cohesion and growing alie-
nation between citizens and public 
institutions in all countries in the 
region. 
With the exception of Venezuela, 
where political and economic crises 
have triggered a humanitarian cri-
sis, the resultant turbulence has 
manifested internally in other Sou-
th American countries. Massive 
protests erupted in Paraguay in op-

position to a decision by President 
Mario Abdo to sign an agreement 
with Brazil, considered disad-
vantageous to the small country, 
concerning the Itaipu hydroelectric 
power station. 
Political tensions were particularly 
marked in countries such as Peru, 
where President Martín Vizcarra 
dissolved Congress, triggering new 
legislative elections. His actions led 
to protests throughout the country. 
In one case, protesters blocked ac-
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cess to a copper mine and forced it 
to halt production.
In most countries, protests were 
caused by political decisions that 
may seem insignificant. However, 
such decisions can exacerbate ine-
qualities, increase tension in so-
ciety and sometimes result in a 
violent backlash by the population. 
This was the case in Chile, in 2019, 
where a political decision was made 
to increase ticket prices on the 
Santiago Metro.
This was merely a catalyst for a 
much broader protest movement 
challenging the Chilean econo-
mic model and spotlighting the 

country’s inequalities. Surging po-
verty and inequality, deteriorating 
public services and wage stagna-
tion, combined with ever-increa-
sing precarity and unemployment, 
have laid bare widespread dissatis-
faction and defiance towards elites 
and governments. 
In addition, corruption scandals 
continue to come to light in a ma-
jority of countries, gradually under-

mining the legitimacy of political 
systems and institutions as the pu-
blic discovers their extent. The Ode-
brecht case embodies the current 
situation with regard to corruption. 
Some 10 countries have been im-
pacted by the scandal, which led to 
the downfall of Peruvian president 
Pedro Pablo Kuczynski. 
All of these factors have coalesced 
to breed discontentment within La-
tin American societies and foster a 
feeling of insecurity. Rising crime, 
whether tangible or virtual, has 
made the region one of the most 
dangerous in the world. 
Latin America is home to 40 of 

the 44 cities where criminal acti-
vity poses the most severe threat. 
For instance, El Salvador, Hondu-
ras and Guatemala have the hi-
ghest homicide rates in the wor-
ld. Much of this urban violence is 
perpetrated by gangs, specialized 
in drug trafficking. Indeed, due to 
its geography, Latin America is an 
active participant in the drug trade, 
notably providing the US with co-

caine. Figures show that 80% of 
cocaine arriving in the country 
transits through Central America. 
This lucrative and straightforward 
business has led to the formation 
of thousands of small, violent gangs 
across the region (including maras, 
Mexican cartels and Brazilian mafia 
organisations). Law enforcement 
and politicians are often powerless 
to stop them, and the rot is often 
worsened by corruption and public 
officials accepting bribes.

_LATIN AMERICA’S 
INSTABILITY HAS LED  
TO WIDESPREAD PRECARITY, 
OPENING THE DOOR FOR 
CYBERCRIMINALS TO 
CONDUCT VARIOUS TYPES  
OF ATTACK CAMPAIGNS BOTH 
WITHIN THE REGION AND 
AROUND THE WORLD

These groups include ATK237, also 
known as the Tetrade. This malware 
family, of Brazilian origin, is charac-
teristic of the country’s cybercrime 
landscape. Until 2011, it primarily 
targeted Brazilian victims, before ex-
panding its focus worldwide. It com-
prises four malware families called 
GUILDMA (aka Astaroth), GRAN-
DOREIRO, JAVALI (aka Osaban) and 
MELCOZ. Cybersecurity resear-
chers from Kaspersky Lab identi-
fied this series of malware as being 
responsible for attacks on financial 
institutions in Brazil, other Latin 
American countries and Europe. The 
Brazilian cybercriminal underground 
is known to be particularly geared 
towards the development and sale of 
banking trojans.
Finally, the group ATK243 (aka Car-
banak or Anunak) is worth highligh-
ting in order to demonstrate cy-
bercrime’s important place in this 
part of the world. The ATK243 label 
was assigned to resolve confusion 
between the aliases FIN7 and Carba-
nak/Anunak, two groups which are 
tracked as a united operation. Their 
common feature is the use of the 
malware Carbanak. Note that, des-
pite its shared interests with ATK32, 
ATK243 is a separate group.
ATK243 was first identified in 2013. 
Since then, they have attempted to 
attack up to 100 banks, electronic 
payment systems and other financial 
institutions in around 30 countries, 
including Brazil. According to data 
from Kaspersky Lab, Cabarnak’s 
targets include financial institutions 
in Russia, the US, Germany, China, 

Ukraine, Canada, Hong Kong, 
Taiwan, Romania, France, Spain, 
Norway, India, the UK, Poland, Pa-
kistan, Nepal, Morocco, Iceland, Ire-
land, the Czech Republic, Switzer-
land, Brazil, Bulgaria and Australia. 

_LATIN AMERICA  
AND COVID-19

Covid-19 has caused over 1.5 million 
deaths in Latin America and the 
Caribbean, according to an AFP 
study of official figures. 
The early stages of the epidemic 
were characterised by uncertainty, 
as the region was initially only 
marginally affected. However, Latin 
America quickly became the har-
dest-hit region in the world (and 
remained so until October 2020, 
when the changing seasons put 
Europe back in the lead), represen-
ting more than a quarter of the pla-
net’s cases and a third of its deaths 
with just 9% of its population.
The Covid death toll in Brazil has 
exceeded 600,000, making it the 
country with the second-most 
deaths after the United States. 
Mexico, Peru, Colombia and Argen-
tina had the highest mortality rates 
after Brazil. 
In October 2021, Brazil was conti-
nuing to suffer heavily, with the hi-

ghest daily number of cases in the 
region. 
Despite improvement, epidemics 
have afflicted Latin America for de-
cades, and the region accounts for 
a disproportionate share of health 
and economic costs as a result. 
These challenges are compoun-
ded by rising hunger, economic 
hardship, widening inequalities and 
a rapidly approaching hurricane 
season. Hunger and food insecu-
rity have the potential to generate 
widespread conflict, provoke politi-
cal turbulence and force vulnerable 
families to flee.

Consequently, several indicators 
have shown that Latin America is 
on the verge of a major economic 
crisis due to Covid-19 in the me-
dium term. Countries in the region 
lack resources, continue to fall dee-
per into debt and remain dependent 
on raw materials exports to regions 
in crisis, currently including China 
and Europe. 
The Economic Commission for La-
tin America and the Caribbean esti-
mates that the pandemic will cause 
the region’s economy to shrink by 
5.3%, with 29 million falling into 
poverty. South America will not re-
turn to its already poor pre-Covid 
status quo until 2023 at best, and 
possibly not until 2030.

_THE INSTABILITY CAUSED 
BY COVID-19 IS EXPECTED 
TO LEAD TO MANY ATTACK 
CAMPAIGNS AGAINST LATIN 
AMERICAN COUNTRIES, 
PARTICULARLY BRAZIL

Cybersecurity company Fortinet re-
corded more than 2.6 billion cybe-
rattack attempts in Brazil between 
January and June 2020, out of a 
total of 15 billion attempts in Latin 
America and the Caribbean.
COVID has also led to an increase in 
the use of phishing techniques by at-
tackers. Cybercriminals would share 
messages on WhatsApp aiming to 
steal the victim’s personal data for 
use in future attacks or trick the 
victim into downloading legitimate 
applications in order to collect pay-
ment from affiliate programmes.
Many elements of critical infrastruc-
ture in Brazil have been targeted 
since the start of the Covid-19 pan-
demic. In 2020, the country saw a 

rise in brute force attacks due to 
the increase in remote working. For 
instance, the infamous ransomware 
REvil, also known as Sodinokibi, was 
one of the first to take advantage of 
the pandemic to launch attack cam-
paigns. In July 2020, REvil’s opera-
tors (ATK168) demanded a ransom of 
$14 million from Brazilian electricity 
provider Light SA. In 2021, Centrais 
Eletricas Brasileiras (Eletrobras) and 
the Companhia Paranaense de Ener-
gia (Copel), two major public electri-
city providers, announced that they 
had suffered ransomware attacks in 
the last week. In Copel’s case, the 
attack was the work of the Dark-
side ransomware gang, who claim to 
have stolen more than 1,000GB of 
data including sensitive infrastruc-
ture access information and the per-
sonal details of top management and 
customers. The attack on Eletrobras 
affected servers on the company’s 
administrative network and had no 
impact on the operations of nuclear 
power stations Angra 1 and Angra 2.



Cyber Threat Handbook | 4544

Zone Western Asia_

Geographical zones

Turkey
Syria
Lebanon
Jordan
Israel
Palestinian Territories
Yemen
Saudi Arabia

Kuwait
Afghanistan
Oman
Qatar
United Arab 
Emirates
Bahrain

38 ATKS (Attackers) 
targeted the aera

_Adversary 
type

3

30

1

_Adversary Type

_Terrorists _State-Sponsored _Cyber Criminal

_Manufacturing

_Energy

_Education

_Aviation

_Transportation

_Communication

_Top 3 attacked sectors

ManufacturingEnergy Education



Cyber Threat Handbook | 4746

Geographical zones

_THE ARAB SPRING AND ITS 
IMPACT ON THE MIDDLE EAST 

In 2011, a wave of democratic pro-
tests swept across various coun-
tries in the Arab world. From Tuni-
sia, the desire of the North African 
peoples for democracy spread to 
Western Asia, leading to radi-
cal responses, severe repression 
(Kuwait) and even civil wars (Syria, 
Yemen). 
Initially, these protests took the 
form of peaceful demonstrations, 
where people expressed their di-
sagreement with the political and 
institutional systems, which they 
deemed obsolete and corrupt. 
The Middle Eastern region is built 
around two types of political mo-
dels: absolute or constitutional mo-
narchies and republics. Many of the 
most important uprisings were in 
the Arab republics and have conti-
nued to this day in the form of civil 
wars, most notably in Syria and Ye-
men. The countries of the Arabian 
Peninsula, most of which are ren-
tier states, have effectively establi-
shed an unspoken social contract 
by offering a high standard of living 
for their populations. 

_SECURITY AND TERRORISM 
IN THE REGION

Since the late 1980s, the Western 
Asia region has seen the emer-
gence of terrorist groups advoca-
ting radical Islam and encouraging 
its political manifestation in the 

form of a violent jihad. Jihad has 
experienced several mutations. It 
was theorized as a violent struggle 
against the near enemy, which re-
fers to the apostate regimes of the 
Middle Eastern peninsula. The first 
mutation appeared with Al-Qaeda. 
The group exported jihad across re-
gional border and started to target 
the “far enemy”. Al-Qaeda first ap-
peared in Afghanistan in 1987 and 
has carried out numerous terrorist 
acts, claiming responsibility for the 
attack on the twin towers of the 
World Trade Center in New York 

in September 2001. The group is 
still active in various parts of Nor-
th Africa and the Middle East, with 
the presence of Al-Qaeda in the Is-
lamic Maghreb (AQIM), the Arabian 
Peninsula (AQAP) and the Indian 
subcontinent (AQIS).
The second major mutation hap-
pened with Daech. The terrorist 
group created a horizontal struc-
ture, relying on the masses. For-
med in response to America’s in-
tervention in Afghanistan in 2003, 
it is mainly present in Iraq, where it 
has its organisational core. It is also 

present in North Africa, the Cauca-
sus, Somalia, Southeast Asia and 
the Indian subcontinent. In 2014, 
Abu Bakr al-Baghdadi proclaimed 
the creation of an Islamic State in 
Iraq. The Islamic State group took 
part in the Syrian conflict in 2013, 
fighting both Kurdish militias and 
Syrian regime forces, with the aim 
of establishing an Islamic caliphate. 
Building on an existing terrorist 
group in the region, the Al-Nusra 
Front, Islamic State became the Is-
lamic State in Iraq and the Levant 
(ISIL).  

_ON 4 APRIL 2016, THE 
CYBER CALIPHATE ARMY 
(CCA), ISIS’S MAIN HACKING 
UNIT, AND OTHER PRO-ISIS 
GROUPS LIKE THE SONS 
CALIPHATE ARMY (SCA) 
AND KALACNIKOV.TN (KTN) 
MERGED TO FORM THE 
UNITED CYBER CALIPHATE 
(UCC). UCC GROUPS  
INCLUDE: 

• The Cyber Caliphate, or Cyber 
Caliphate Army (CCA), which was 
created shortly after Islamic State 
was formed. The key person in this 
organisation was Junaid Hussain 
(Abu Hussain al-Britani), or TriCk. 
CCA’s most significant cyber ter-
rorist attack was in January 2015, 
when the Twitter and YouTube ac-
counts of US Central Command 
and later the Twitter accounts of 
Newsweek magazine were hacked. 
• The Sons Caliphate Army (SCA) 

Contextual analysis of Western Asia and geocyber risks
The Middle East is a region 
geographically and culturally 
diverse. It comprises the Ana-
tolian zone with present-day 
Turkey, the Levant zone, which 
includes Syria, Lebanon, Jor-

dan, Israel and the Palestinian 
Territories, the Arabian Penin-
sula and the Iraq-Iran zone. 
Geographically, the Middle East 
is rich in natural resources and 
especially in oil and gas. Cultu-

rally, the region is home to the 
major monotheistic religions: 
Islam and its various branches 
(Sunnism, Shiism, etc.), Chris-
tianity (Druze, Coptic, Maronite) 
and Judaism.

was formed in 2016 as a subgroup 
of the Cyber Caliphate. It is mostly 
known for disrupting social media 
traffic on Facebook and Twitter. 
SCA claimed to have hacked into 
10,000 Facebook accounts, over 
150 Facebook groups and more 
than 5,000 Twitter profiles.
• Kalashnikov E-Security Team was 
initiated in 2016. This group focuses 
on technology security consulting 
for ISIS jihadists. It has uploaded 
ISIS-related jihadist literature, 
shared posts from cyber jihadist 
groups, reported successful attacks 
on websites or Facebook pages 
and published various web hacking 
techniques. Over time, the hackers 
began to carry out or take part in 
website hacking.
While we have not identified any 
ATK133 attacks in almost two 
years, it is highly likely that group 
members have been redeployed to 
new operations within other terro-
rist groups as a result of ISIS mo-
vements. 

_CIVIL WAR IN SYRIA AND 
YEMEN

When Yemeni President Ali Abdul-
lah Saleh was forced to accept the 
terms of the revolutionaries under 
the mediation of the Gulf Monar-
chies in 2011, no one thought the 
country would collapse. However, 
the now former President allied 
with Shiite Houthi rebels, backed by 

Iran, in order to regain power. The 
country was plunged into a conflict 
that became international in 2015 
with the intervention of a Saudi-led 
Arab coalition. 
In Syria, the democratic aspirations 
of 2011 quickly degenerated into a 
civil war sparked by the killing of 
children in Daraa by Bashar al-As-
sad’s regime. As with Yemen, the 
conflict became international when 
Islamic State got involved in 2013. 
What began as a national conflict 
quickly turned into a regional and 
international conflict in which Rus-
sia, Iran and Turkey have taken 
part. Russia and Iran have sent 
militias to support President As-
sad’s regime and its strategic in-
terests in the region. Turkey sent 
in its armed forces in late 2019 
after the US withdrawal from the 
region, officially to protect its bor-
ders and fight jihadists. Unofficially, 
Turkey has also been fighting the 
Kurds, with whom it is in conflict 
within its borders. This Kurdish po-
pulation, present today in northern 
Syria but also in Turkey, Iraq and 
Iran, claims a territory in Syria’s 
north. The Kurds, a minority which 
has suffered for many years under 
the Assad clan, were spread over a 
territory straddling Iran, Iraq, Tur-
key and Syria, before the borders of 
these countries were defined at the 
end of World War II. 

_USE OF CYBER WEAPONS IN 
THESE CONFLICTS: THE EXA-
MPLE OF SYRIA

These conflicts also have a dimen-
sion that is much less reported in 
the media because it is less visible: 
cyber confrontations. In this respect, 
the Syrian conflict demonstrates the 
importance of the cyber weapon and 
its use by the regime of Bashar al 
Assad. 
Firstly, the cyber tool allows the re-
gime to carry out missions to spy 
on the opposition. The technique 
known as «man in the middle» allows 
the interception of communications 
between two stations without either 
operator being aware of it1. Infowar 
Monitor reported in May 2011 that 
this type of attack was used in Sy-
ria on a secure version of Facebook, 
allowing the attacker to access the 
victim’s private conversations. Still 
with the objective of espionage, the 
Syrian government has used RATs 
(Remote Administration Tools), pro-
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grams that allow full remote control 
of a computer from another device. 
DarkComet is a French-made RAT 
that has been modified to spy on Sy-
rian revolutionary forces. 
Secondly, the Damascus regime 
uses the cyber tool to destabilize its 
opponents. For example, the Syrian 
government regularly cuts off the 
country’s communications to in-
terfere with the rebels’ exchanges. 
In addition to cutting off the Inter-
net and GSM networks at strategic 
times, it may send a large number 
of connection requests in order to 
saturate the network.
The Syrian leaders regularly mobilise 
hacker groups, such as ATK132 (Sy-
rian Electronic Army) which carry 
out DDoS (distributed denial of ser-
vice) or defacement attacks. Certain 
Arabic media outlets are regularly 
targeted by the Syrian Electronic 
Army (SEA). For example, the we-
bsite of the Qatar-based Al Jazee-
ra news channel was hacked by the 
SEA in April 2012. At the same time, 
the Twitter account of Al Arabiya, a 
Saudi Arabian television news out-
let, posted bogus messages about 
an explosion at a Qatar gas facility, 
the replacement of Qatar’s Prime 
Minister and Foreign Affairs Minister 
and the arrest of the Prime Minis-
ter’s daughter in London. The SEA 
was almost certainly seeking to exa-
cerbate the tensions between Qatar 
and Saudi Arabia in order to under-
mine their partnership on the Syrian 
issue. In January 2013, the Syrian 
Electronic Army announced that it 
had several documents detailing the 
role played by Turkey, Saudi Ara-
bia and Qatar in the Arab world for 
nearly two years. This information 
was later published on the website 
of Al Akhbar, a Lebanese newspaper 
that is reputedly pro-Hezbollah. This 
type of initiative is frequent and the 
countries targeted are always those 
that take an official position against 
Bashar al-Assad and that are ac-
cused by the Syrian government of 
militarily supporting the opposition. 

_STRUCTURE OF THE CYBER-
THREAT GENERATED BY THE 
ASSAD REGIME

The Pat Bear group (ATK85) should 
not be confused with the SEA, 
though it is related to it. The SEA 
emerged in 2011 to support the As-
sad government in the civil war, then 
the regional war. Its objective was to 

support the President’s image and 
positions in a context of dissent and 
violence against civilians. Logically, 
the group uses website defacement, 
spam, phishing and DoS techniques, 
especially against opponents of the 
regime. In 2014, the Golden Rat 
group (ATK80) appeared. This group 
also came out of the SEA, but it 
does not have the same missions. It 
specialises in espionage and main-
ly directs its actions at the natio-
nal level. Pat Bear emerged in 2015 
with the objective of launching cyber 
offensive operations against the Sy-

rian regime’s enemies, including the 
opposition and Islamic State.  

_THE IRAN-SAUDI 
RELATIONSHIP

Iran and Saudi Arabia are two ma-
jor regional powers whose funda-
mental mutual opposition tends 
to shape tensions in the region. A 
regional Cold War type scenario 
has become established in the last 
few years around two diametrically 
opposed models. These two mo-
dels, in the form of blocs, indirectly 
confront each other in the region 

(Syria, Yemen, etc.). This opposi-
tion is also evident in the realm of 
cyberthreats. 

_A BIPOLAR CONFIGURATION 
REFLECTED IN CYBERSPACE

IIt appears that the Saudi bloc is 
partly supported by the ATK144 
group (DarkMatter, Project Raven). 
Project Raven is a threat group that 
has been conducting targeted spy-
ware attack campaignsagainst Emi-
rati journalists, militants, activists 
and dissidents since at least 2012. 

Circumstantial evidence suggests 
that there could be a link between 
this group and the United Arab Emi-
rates (UAE) government. Project Ra-
ven is the offensive and operational 
division of the National Electronic 
Security Authority (NESA), the UAE 
equivalent of the NSA. In 2016, this 
project was moved to DarkMatter 
and began targeting America. Ra-
ven’s targets include militants in 
Yemen, foreign adversaries such as 
Iran, Qatar and Turkey, as well as 
specific individuals. 
The opposition to the Saudi bloc has 
been structured around groups that 

are certainly Iranian in origin, such 
as ATK40 (Oilrig), ATK26 (Rocket 
Kitten), ATK35 (Magnallium), ATK19 
(Cutting Kitten), ATK30 (Copy 
Kitten), ATK51 (MuddyWater) and 
ATK50 (Shamoon). These groups 
have specialised in destructive wiper 
malware attacks such as Zerocleare 
and Shamoon. These are regularly 
directed against vital Saudi organi-
sations. 

_THE 2017 QATAR CRISIS: 
A SYMPTOM OF A BIPOLAR 
STRUCTURE

From the 1990’s, Qatar gradually 
broke away from the Saudi “bloc” 
to demonstrate its independence 
and moved closer to Iran. In June 
2017, after some comments allege-
dly made by the Emir of Qatar in 
which he praised Iran, Hezbollah 
and the Muslim Brotherhood, the 
petro-monarchies of the gulf seve-
red diplomatic ties with Qatar. 
On 16 July 2017, the Washington 
Post claimed, based on sources 
from the US  Secret Service, that 
the statement from the Emir origi-
nated from a computer hack perpe-
trated by the UAE. The objective of 
destabilizing the Qatari emirate and 
asserting Saudi power in the region 
has proven to be counterproductive, 
as witnessed by the rapprochement 
between Qatar and Iran. 
Above all, this crisis reveals the 
fragmentation of the Middle East 
around the opposition between 
Sunni Wahhabi Saudi Arabia and 
Shiite Iran. This confrontation is not 
simply religious, with Sunnism and 
Shiism, or cultural through Arab or 
Persian influences, but geopolitical 
with a desire for power and influence 
in the Western Asia zone. As du-
ring the Cold War, the neighbou-
ring civil wars in Syria, Yemen and 
to a lesser extent Libya are turning 
into theatres of indirect confron-
tation between the two blocs. 
 

_JERUSALEM AND THE 
ISRAELI-PALESTINIAN 
CONFLICT

This diversity of religions lies at 
the heart of the ancient problem in 
the city of Jerusalem, which is the 
cradle of the three monotheistic re-
ligions (Islam, Judaism and Chris-
tianity). Long contested because of 
its religious significance, Jerusalem 

today is the capital of both Israel 
and Palestine.
In 1948, the declaration of indepen-
dence of the Jewish State in Pa-
lestine, which then became Israel, 
led the member countries of the 
Arab League to contest and take 
armed action against it. Numerous 
confrontations between Arabs and 
Jews ensued in the second half of 
the 20th century, and countries 
outside the conflict took a position.
What the Arab League contests is 
Israel’s policy of expansion, which 
it considers illegitimate. The Pales-
tinians do not hesitate to protest 
against this policy, and various ter-
rorist movements have been born 
out of this conflict. One example 
is Hamas, which carried out sui-
cide attacks until 2005 and now 
focuses on attacks on Israeli ci-
ties. In response, Israel has step-
ped up its militarisation and acce-
lerated the process of expansion 
into the Palestinian territories. In 
early 2021, clashes in Gaza, under 
Israeli control, flared up again like 
a recurring theme. They serve as a 
reminder that the issue of territo-

ry that divides Israel and Palestine 
is as contentious as ever, many 
decades after the conflict began. 
The conflict has given rise to seve-
ral hacker groups, which structure 
their actions around this issue.

_ATK89 (MOLERATS, GAZA 
CYBERGANG) IS A POLITICAL-
LY MOTIVATED GROUP. IT IS 
ACTIVE WORLDWIDE, INCLU-
DING IN EUROPE AND THE 
UNITED STATES, BUT MAINLY 
IN THE MIDDLE EAST AND 
NORTH AFRICA (MENA) AND 
PALESTINE. THE GROUP IS 
COMPOSED OF THREE SUB-
GROUPS:

•  Gaza Cybergang Group 1 (aka Mo-
leRATs). Its aim is to infect its 
victims with a RAT, often via text 
sharing platforms such as Paste-
Bin, github.com, upload.cat and 
others.

•  Gaza Cybergang Group 2 (aka De-
sert Falcons). This subgroup uses 
homemade malware tools and 
techniques. Victims are often in-
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fected by social engineering me-
thods such as fake websites clai-
ming to publish censored political 
information, spear phishing emails 
or social network messages.  

•  Gaza Cybergang Group 3 (aka 
Operation Parliament). It focuses 
on espionage and targets execu-
tive and judicial bodies around the 
world, but mostly in the MENA 
region, especially Palestine. The 
group has used malware with 
CMD/PowerShell commands for 
its attacks.

Each group is different in its TTPs 
(tactics, techniques and proce-
dures), but they all use the same 
tools after taking control of their 
victims. ATK89 seems to still be ac-
tive. In late 2020, it added two new 
backdoors (DropBook and SharpS-
tage) to its arsenal as well as a 
downloader (MoleNet) in order to 
target Israel in particular. 
ATK66 (APT-C-23) is commonly re-
garded as an APT group linked to 
the ruling Hamas organisation in the 
Gaza Strip. The group was reporte-
dly formed in 2011, but it became ac-
tive in 2014, when the first attacks 
were detected in the wild. By exa-
mining its victims and TTPs, it is 
apparent that the group mainly at-
tacks targets related to the Palesti-

nian Authority. APT-C-23 members 
are native Arabic speakers in or from 
the Middle East. One of the most 
recent ATK66 campaigns began in 
Palestine in late 2020 and targeted 
people in the same region, inclu-
ding government officials, members 
of the Fatah political party, student 
groups and security forces.

_FINANCIAL RETURNS FROM 
HYDROCARBONS AS A POLITI-
CAL DRUG

The region is also rich in hydro-
carbons (oil and uranium), which 
ensures that the countries of the 
Persian Gulf and Arabian Peninsula 
benefit from significant financial re-
turns. As a result, these countries 
satisfy the primary needs of their 
populations, such as medical care 
and social infrastructure (universi-
ties, etc.) and even exempt them 
from taxes. 
Hydrocarbons are like a drug in the 
Middle East. Internally, the rentier 
countries enjoy the satisfaction of 
substantial and continuous income 
streams. However, this income is 
dependent on world prices, which 
can create a kind of “withdrawal” 
effect. This serves as a geopolitical 
lever in the region, especially in the 

Conclusion
As we have seen, the Middle 
Eastern cyberthreat landscape 
is shaped by several geopoliti-
cal factors. The region is highly 
polarised around a fundamen-
tal divergence between Saudi 
Arabia and Iran. This polarisa-
tion takes the form of a subre-

gional Cold War with a “bloc” 
logic that is often reduced to 
a simple opposition between 
Sunnis and Shiites, but which 
in reality is much more com-
plex. These two blocs confront 
each other indirectly in war 
zones such as Syria and Ye-

men, as well as through militia 
or Islamist intermediaries.
Ultimately, this complexity is 
transposed into cyberspace 
with an array of hacker groups 
and a sustained level of activity. 

context of the Iran-Saudi Arabia 
proxy conflict. 
Riyadh and Tehran are among the 
best supplied with hydrocarbons 
and the largest producers in the 
region. In 1960, they helped create 
the Organisation of the Petroleum 
Exporting Countries (OPEC) but 
soon began to display doctrinal 
divergences, especially at the Ca-
racas summit in 1977, where the 
members aligned around Saudi 
Arabia’s productivist vision. Since 
the 1980s, Saudi Arabia has in-
creased its production in order to 
bring down the price per barrel and 
put financial pressure on Iran. The 
Iranian economy, which was not 
diversified at the time, was quickly 
hit by American sanctions in the 
1990s. 
In the future, this energy lever could 
pose a significant risk of geopoliti-
cal destabilisation and lead to an 
increase in the level of cyberthreat.
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Contextual analysis of East Asia and geocyber risks
The Far East is a vast area that comprises two naturally connected sub-areas: East 
Asia and Southeast Asia.

_THE FAR EAST AND CHINESE 
POWER

Over the last decade, the cyber-
threat landscape in this region 
has been greatly impacted by the 
growing influence of China as 
an economic, political and cultu-
ral player. China has sought to 
structure its presence by creating 
international organisations in the 
region and using them to exert its 
influence. 
Furthermore, the New Silk Roads 
project launched by Chinese Pre-
sident Xi Jinping in 2013 direct-
ly serves Chinese foreign policy. 
This project is supported by orga-
nisations with significant funds, 
such as the Asian Infrastructure 
Investment Bank (AIIB). 
Today, China is a key player in the 
region and has been competing 
with the Western powers for the 
last decade. The growth of Chi-
na as a focal point has prompted 
the other Far Eastern countries 
to adopt a cautious posture with 
respect to Beijing.
For the main countries of the 
zone, two objectives are emerging: 
that of creating counterweigts to 
Chinese influence with the aim 
of strategic rebalancing, and that 
of maintaining a peaceful rela-
tionship with Beijing in order to 
preserve the economic ties. 
Within the Association of Sou-
theast Asian Nations (ASEAN), 
for example, trade between Chi-
na and its southern interface has 
created a strong interdependence, 
so much so that China has beco-
me the largest trading partner in 
the zone1.  

In turn, Japan has established 
trade with the various countries 
in the region and has maintained 
relations with China, despite a dif-
ficult shared history and China’s 
claim to certain islands in the ar-
chipelago. Tensions between the 
two countries are ongoing in the 
East China Sea over the delimita-
tion of their exclusive economic 
zones (EEZs).
North Korea is heavily reliant on 

China, which accounted for 90% 
of its trade before the Covid-19 
crisis2.  In addition, North Korea 
remains the only country with 
which China has signed a defence 
treaty3. 
Seoul remains relatively close 
to Beijing, with regular bilateral 
talks, which began to normalise in 
late 2019. Trade between the two 
countries is extremely limited, 
however, since China introduced 

economic sanctions against South 
Korea in 2017. These sanctions 
follow South Korea’s agreement 
to host America’s Terminal High 
Altitude Area Defense (THAAD) 
anti-ballistic missile defence sys-
tem4.  On the other hand, rela-
tions between ASEAN, Japan and 
the two Koreas remain cordial. 
The Far East appears as a bree-
ding ground for cyber threats. 
At the regional level, a decisively 
important game is clearly being 
played out, fuelled by China’s de-
sire to influence the zone and the 
responses of the other countries. 
Agendas are also being played out 
in smaller arenas, as we will see 
with the Korean question. 

_A REGIONAL STRUGGLE FOR 
INFLUENCE REFLECTED IN 
CYBERSPACE 

From a geostrategic viewpoint, 
Chinese domination is often pre-
sented as overwhelming and hard 
to contest. Yet the cyber tool 
creates a discrepancy in this lo-
gic of seemingly one-way domi-
nation. Indeed, the level of discre-
tion and military effectiveness of 
this weapon allows for a strate-
gic rebalancing. This creates op-
portunities for other players to 
assert themselves in the region. 
This is evidenced by the activity 
of several APT groups seeking to 
be counterweights to Chinese in-
fluence. 

_SIGNIFICANT ACTIVITY BY 
GROUPS OF CHINESE ORIGIN

There are no less than 45 ATK 
groups, known under more than 
200 aliases, which appear to origi-
nate in China. 

_THESE GROUPS SHARE 
A LOT OF TOOLS AND 
MALWARE WITH EACH 
OTHER, WHICH MAKES IT 
DIFFICULT TO DELINEATE 
THEIR ACTIVITIES

In 2014, the ATK34 group (Goblin 
Panda) aided by the 1937CN group5,  
launched cyber-espionage operations 
on Vietnam’s oil sector. In 2016, the 
same two groups carried out sa-
botage operations on the country’s 
transportation sector, then in Au-

gust 2017 attacked its political insti-
tutions. This attack came a few days 
after the re-emergence of tensions 
around control of the South China 
Sea between China and Vietnam, 
which is set against the backdrop of 
historic discord over the Paracel Is-
lands6. On 5 August 2017, the mee-
ting of foreign ministers of ASEAN 
countries in Manila had resulted in a 
resurgence of tensions provoked by 
Vietnam against China. 
In addition to the ATK34 group, of 
which Goblin Panda is a part, the 
ATK1 group (Lotus Blossom) re-
gularly attacks the region. Before 
2013, one of the group’s hackers 
called Elise installed backdoors on 
Southeast Asian networks, focu-
sing especially on electronics ma-
nufacturers and telecommunication 
companies, which enabled attackers 
to penetrate the systems7. In 2015, 
ATK1 conducted massive espionage 
campaigns aimed at government 
and military organisations across 
Southeast Asia8.  These campaigns, 
whose objective was to weaken 
political organizations and spy on 
group members, are still ongoing. 
The most prominent example is the 
ASEAN, which suffered from a cyber 
espionage attack operated by ATK1 
in January 20189. 
Other groups, considered less pro-
lific, appear to be more responsive 
to a political agenda. ATK34’s cam-
paign of attacks on Vietnamese ins-
titutions in August 2017, for one, 
reflects intensifying tensions with 
China. The ATK29 (TEMP.Periscope) 
group has also demonstrated its 
ability to exploit local contexts and 
leverage them into cyber attack op-
portunities. ATK29’s campaign in 
Cambodia in July 2018 during the 
legislative elections is indicative of 
this trend. ATK29 group is interes-
ting because the first evidence of its 
activity dates from the start of the 
Silk Roads project in 2013. 
Initially focusing on the maritime do-
main, its range of targets was later 
extended to the defence, transporta-
tion, engineering and space sectors. 
In recent campaigns, it has directed 
its attacks at the countries involved 
in the Silk Roads project, reflecting 
a shift in targets and paradigm. Its 
activities have turned more particu-
larly to industrial espionage and des-
tabilisation. It was to this end that 
ATK29 targeted Cambodia in July 
2018. From September 2017, the 
country had been plunged into si-

gnificant political stagnation, making 
the attack all the easier. The leader 
of the Cambodia National Rescue 
Party (CNRP) had been charged 
with treason and spying by Prime 
Minister Hun Sen10.  He had also 
dissolved the CNRP, the only oppo-
sition party, ahead of the July 2018 
legislative elections, which is when 
the attack occurred. This created an 
opportunity for the Chinese actor 
to leverage its cyber arsenal to gain 
high visibility on Cambodian politics 
and the actions under consideration 
by the government.

A similar scenario happened in the 
Philippines in 2015. China refused to 
take part in an arbitration procedure 
with the Philippines at the Perma-
nent Court of Arbitration (PCA) in 
The Hague to settle territorial issues 
in the Philippine Sea. In the same 
year, Barack Obama raised the issue 
of control of the South China Sea 
at the Asia Pacific Economic Coope-
ration (APEC) Summit, which was 
endorsed by the host country, the 
Philippines11. Shortly after, ATK29 
(NanHaiShu) attacked the Philippine 
Department of Justice12.  

_VIETNAM AND THE ATK17 
GROUP (APT32)

VIETNAM ALSO MAINTAINS 
THIS STANCE OF NON-SUBMIS-
SION TO ITS GIANT NORTHERLY 
NEIGHBOUR

Relying on a highly successful group 
called ATK17 (APT32), Vietnam 
conducts almost continuous espio-
nage campaigns against diverse but 
well-defined targets. The techniques 
implemented by ATK17 include the 
use of decoy documents that allow 
for initial access to multiple plat-
forms (Windows and MacOS in par-
ticular). The group was thus able to 
achieve its objectives by carrying out 
numerous attacks against Chinese 
interests.

SOUTH KOREA IS ALSO RES-
PONDING TO CHINESE PRES-
SURE. KOREAN-SPEAKING 
GROUP ATK52 (DARKHOTEL) IS 
VERY ACTIVE AGAINST CHINA

While some experts link this threat 
actor to North Korea, especially gi-
ven the overlap between it and ATK4 
(APT37), the consensus is that it is 
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actually linked to South Korea. It 
targets government entities, espe-
cially in the areas of diplomacy, de-
fence and justice. Its activity is fo-
cused in particular around the Sea 
of Japan and the East China Sea. Its 
purpose is to spy on specific people, 
especially Chinese individuals. The 
group leverages its cryptographic 
skills to produce fake certificates 
and use zero-day. It also has access 
to an extensive and reliable network 
infrastructure, which enables it to 
maintain long-term access to its 
targets.

_THE PHILIPPINES AND THE 
NATIONAL BRANCH OF THE 
LULZSEC MOVEMENT

TK129 (Pinoy LulzSec) is the Phi-
lippine branch of the international 
LulzSec movement, embracing its 
anarchist ideology. According to sta-
tements by its members, ATK129 has 
been active since 2012, with a surge 
of its activity in 2017 and 2018. 
In April 2019, the Philippine govern-
ment and its defence institutions 
and industry were the victims of an 
April Fools’ targeted campaign. The 
hackers conducted dozens of attacks 
during these campaigns, mainly we-
bsite defacement and theft of data, 
which was then leaked on online file 
sharing platforms. The hackers pri-
marily attacked government-related 
targets, but they also targeted the 
education sector. 
These campaigns against the Phi-
lippine government came after Pre-
sident Duterte signalled a rappro-
chement with China. More recently, 
the group’s attacks have directly 
targeted the People’s Republic, with 
the idea to pursue efforts to defend 
the country’s sovereignty against 
Chinese influence. 

_TAIWAN AND THE ATK153 
GROUP (APT-C-01)

Taiwan, with Hong Kong, is one of 
the states most subject to Chinese 
pressure and cyberattacks by 
groups believed to be based in China. 

However, the island state is sup-
ported by ATK153 (APT-C-01), an 
APT group that has been conducting 
cyber-espionage campaigns against 
key Chinese units and departments 

such as government, national de-
fence, science and technology, edu-
cation and maritime agencies for 11 
years. The group mainly targets the 
defence industry in connection with 
strategic issues such as Chinese-US 
relations, Cross-Strait relations and 
maritime-related issues. This 11-year 
series of cyber-espionage campaigns 
in China includes no less than 15 
major attacks on Chinese strategic 
interests. 

_THE KOREAN CHESSBOARD 

Contrary to appearances, the Asian 
chessboard is not only structured 
around China as the focal point. 
The Korean conflict is ongoing and 
is guided and shaped independently 
according to its own logics. On July 
27, 2021, the two Koreas decided to 
re-establish communication chan-
nels, witnessing a rapprochement. 
Diplomatic ties had been cut a year 
earlier, as a result of the stalled dis-
cussions. This resumption of dia-
logue comes at a time when North 
Korea is going through a crisis re-
lated to the decline of its agricultu-
ral production, causing food shor-
tages in the country. 
The history between the two coun-
tries is complex and periods of es-
calation have followed periods of 
relaxation. The rapprochement, ini-
tiated in the late 1990s around eco-
nomic assistance, ended in 2008 
with the arrival in power of the 
conservative Lee Muyung-bak. The 
dispute over the disputed maritime 
zone regularly results in deaths on 
both sides and the escalation of 
tensions often lead to surges in cy-
ber-activity from both sides. 

_THE MANY KNOWN ATTACKS 
TO DATE ARE STRUCTURES 
AROUND TWO EMBLEMATIC 
GROUPS

On the South side, ATK52 (DarkHo-
tel), regularly targets North Korean 
interests, reinforcing the hypothesis 
of a South Korean origin. In the Nor-
th, the People’s Democratic Republic 
relies on the Lazarus nebula to carry 
out espionage and destabilization 
missions on its southern neighbour 
and attack it. Lazarus comprises se-
veral known entities. ATK117 (APT38, 
Bluenoroff) specialises in recovering 

Conclusion
Contextually, the cyber-
threat in the Far East 
is primarily driven by 
the rise of Chinese in-
fluence. 
For over a decade, this 
geopolitical focal point 
has prompted threat 
groups in the region to 
step up their activities 
in support of the na-
tional interests of their 
respective countries.
However, the cyber-
threat is not only driven 
by these regional fac-
tors. Certain geopoli-
tical spaces have spe-
cific features linked to 
their historic context, 
as is the case with the 
Korean peninsula. 
 

Geographical zones

funds for the country and is belie-
ved to be the source of the Wan-
nacry attack in 2017. ATK4 (APT37) 
appears to be a more independent 
group, specialising in cyber espio-
nage of foreign interests, especially 
in South Korea.13 
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Zone South Asia_

Geographical zones

India
Pakistan
Afghanistan
Bangladesh
Bhutan
Maldives
Nepal
Sri Lanka

38 ATKS (Attackers)
targeted the aera

_Adversary Type

_Terrorists _State-Sponsored _Cyber Criminal

_Manufacturing

_Energy

_Education

_Retail

_Transportation

_Adversary 
type

17

1 _Top 3 attacked sectors

manufacturingEnergy Transportation
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India

Pakistan

Indian Kashmir

Pakistan Kashmir

Geographical zones

Contextual analysis of South Asia and geocyber risks
South Asia is a geographic and geopolitical zone that is still fragmented due to cur-
rent and historic tensions and conflicts. 

_TENSIONS AND REGIONAL 
INTEGRATION PROJECTS

South Asia is shaped by signifi-
cant regional tensions, most no-
tably between the three giants, 
namely India, Pakistan and Afgha-
nistan, but also by a desire for 
rapprochement and integration 
in order to protect from the in-
fluence of neighbouring powers.

_INDO-PAKISTANI TENSIONS 
AND KASHMIR

The conflict between India and Pa-
kistan began in 1947, when the two 
countries gained independence and 
the British Raj was split in two. Pa-
kistan is a predominantly Muslim 
country that was formed as the 
Islamic Republic of Pakistan. India, 
conversely, is a secular state that 
inherited much of the territory of 
the Raj. 
Shortly after independence, the 
First Indo-Pakistani war took place 
in Kashmir. The Kashmir region, 
independent since 1947, spans ter-
ritories claimed by India, Pakistan 
and China. Pakistan and India lay 
claim to all of these territories. Re-
flecting this complex heritage, the 
population of Kashmir is now pre-
dominantly Muslim, but it is ruled 
by a Hindu Maharaja. 
This first war ended in 1949 after 
the United Nations brokered a cea-
sefire agreement based on a fu-
ture Line of Control (LoC). Since 
the LoC was established, Kashmir 
has been a region in two parts: In-
dian Kashmir  and Pakistani Kash-
mir. The Line of Control has be-
come a militarised zone, with the 
Indian and Pakistani armies facing 

off across the divide. The Indo-Pa-
kistani conflict remains crystallized 
on the Kashmir issue. Today, the 
border between India and Pakistan 
is considered one of the most dan-
gerous in the world.
On 14 February 2019, tensions 
between Pakistan and India rei-
gnited when a suicide attack clai-
med by Pakistan-based Islamist 
group Jaish-e-Mohammed (JeM) 
killed 41 Indian soldiers. The attac-
ker was a 20-year-old Kashmiri re-
bel, whose act led to a resurgence 
of military activism in the region. 
Narendra Modi, Prime Minister of 
India since 2014, condemned the 
attack and announced that there 
would be a response. 
On 18 February, in retaliation, In-
dia conducted an armed raid in the 
area where the attack had taken 

place. Nine people were killed in 
the town of Balakot, where a JeM 
training camp is located. The re-
surgence of terrorist attacks in the 
region is worrisome for the Indian 
government, which is using all 
possible means to protect against 
them. Since both countries are 
nuclear powers, and the border 
between them is one of the most 
militarised in the world, an open 
conflict would be devastating for 
the region. 

_FOR THIS REASON, THE 
CYBER LEVER APPEARS THE 
BEST WAY FOR EACH SIDE 
TO ASSERT ITS CLAIMS

Indo-Pakistani tension is most-
ly latent, with no open and direct 
confrontation since 1971. Nonethe-

less, current tensions are high, and 
groups of cyberattackers, suspected 
to be from both countries, regular-
ly conduct operations against each 
other’s security forces. After the Fe-
bruary 2019 suicide attack, the nu-
mber of cyberattacks increased. 
On the Pakistan side, ATK64 (alias 
Mythic Leopard) is a Pakistan-based 
group whose operations are most li-
kely conducted from Karachi. It uses 
social engineering and spear phi-
shing to target Indian military and 
defence entities.
On the Indian side, ATK11 (alias 
Patchwork) is a cyber espionage 
group active since at least 2010. 
One of its specific techniques is the 
use of code copied and pasted from 
multiple online forums combined 
with high-quality social engineering. 
It began with Operation Hangover, 
the purpose of which seemed to be 
surveillance of targets of national se-
curity interest to India, such as Pa-
kistan and the Nagaland movement. 
The group was also involved in the 
Monsoon campaign, which targeted 
various sectors in India’s neighbou-
ring countries. 

_AFGHANISTAN:  
THE UNSTABLE STATE

India and Pakistan have different 
relationships with Afghanistan. His-
torically, each country’s bilateral 
relations with its Afghan neighbour 
have oscillated between long-term 
support projects and containment 
actions linked to the presence of 
the Taliban. 
India was the only South Asian 
country to recognise the So-
viet-backed Democratic Republic of 
Afghanistan in the 1980s. In turn, 
Pakistan suffered destabilisation at-
tempts perpetrated by the Soviets 
and implemented by the Afghan 
government with the objective of 
arming Pakistan’s Pashtun inde-
pendence fighters so they could 
overthrow the regime of the time. 
Since then, Pakistan has continued 
to treat its westerly neighbour with 
suspicion. 
With the rise of the Taliban mo-
vement, both countries have main-
tained their course of action. India 
supported the then regime, helping 
overthrow the Taliban, while Pa-
kistan has been regularly accused 
by Afghanistan of funding the mu-
jahideen through its Inter-Services 
Intelligence (ISI). 
Before the Taliban came to power, 

India provided Afghanistan with 
substantial aid (it was the fifth lar-
gest contributor in 2017 with $3 
billion) and maintained its stance 
toward the Taliban. However, the 
summer 2021 was marked by a 
formal meeting between Taliban 
leaders and an Indian delegation in 
Qatar.  
Relations between Pakistan and 
the Taliban are more complex, 
especially since the Taliban an-
nounced that it does not recognise 
the Durand Line, which marks the 
border between the two countries. 
Furthermore, Pakistan, like Afgha-
nistan, has suffered Taliban attacks 
on its soil, which has prompted the 
two countries to cooperate more 
closely in recent years.
Despite Afghanistan’s instability 
and this historic context, both India 
and Pakistan are trying to coope-
rate with their neighbour. Notably, 
Pakistan has reached a Memoran-
dum of Understanding with Afgha-
nistan for the establishment of 
the Afghanistan-Pakistan Transit 
Trade Agreement (APTTA) and the 
construction of a rail link between 
the two countries. This cooperation 
may extend to joint defence and in-
telligence sharing operations. 
In turn, India, which historically 
has a stronger relationship with 
Afghanistan, has set up agricultu-
ral development projects on Afghan 
territory and, in the last decade, se-
veral hundred Afghan soldiers have 
been trained at Indian institutions.  

_DESPITE THESE PARALLEL 
BILATERAL COOPERATIONS, 
WHICH REMAIN IN PLACE TO-
DAY, CYBER OPERATIONS ARE 
STILL BEING CONDUCTED

For example, the ATK64 group 
(Transparent Tribe, APT36), suspec-
ted of being sponsored by Pakistan, 
has repeatedly targeted Afghanistan 
in espionage operations. The most 
recent attacks were in July 20211.

Another attacker group known as 
SideCopy APT, affiliated with Pa-
kistan, has led attack campaigns 
against public and private organiza-
tions in South Asia, including mi-
nistries in India and Afghanistan. In 
2021, some of the most notorious 
victims included Afghanistan’s mi-
nistries of finance and foreign af-
fairs, the administrative office of 
the Afghan president, and a com-
puter containing the credentials of 

the Indian government and educa-
tion departments. In the case of 
the attacks against Afghanistan, 
the attacker was able to exfiltrate 
numerous personal documents in-
cluding diplomatic visas as well as 
the IDs of Afghan government offi-
cials. SideCopy APT uses fake do-
cuments as well as Trojan Horses 
distributed via spear-phishing tech-
niques2.

_COMMITMENT TO REGIONAL 
INTEGRATION 

_SOUTH ASIAN ASSOCIATION 
FOR REGIONAL COOPERA-
TION

At the regional scale, the eight 
South Asian countries created the 
South Asian Association for Regio-
nal Cooperation (SAARC) in 1985 
to promote cooperation between 
member states and drive economic 
development. 
This regional organisation has per-
manent links with the United Na-
tions as an observer. It has also 
developed ties with other regio-
nal organisations such as the Eu-
ropean Union. In 2006, SAARC 
created the South Asian Free Trade 
Area (SAFTA) encompassing 1.6 bil-
lion people. 
At the local level, cooperation pro-
jects are emerging. In 2015, the gas 
pipeline project linking four South 
Asian countries, namely Turkme-
nistan, Afghanistan, Pakistan and 
India, was born. This project, which 
allows the countries to achieve 
greater energy autonomy, stren-
gthens the ties between the South 
Asian states.
These various cooperation projects, 
aimed at better regional integration 
and economic development, are 
also intended to give the countries 
in the region greater autonomy with 
respect to neighbouring powers. 
The region is surrounded by China 
to the north and east and by Iran 
to the west. It should also be noted 
that Russia, further north, has a 
historic influence in the region. This 
influence has been achieved by cy-
berthreat actors suspected of being 
sponsored by these neighbouring 
powers. 
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Geographical zones

A COMPLEX SINO-INDIAN RELA-
TIONSHIP, SOURCE OF POLITI-
CAL TENSIONS AND CYBER OPE-
RATIONS
China and India are states that share 
many similarities. Formerly under 
colonial rule, both countries have 
experienced exceptional economic 
and demographic growth that has 
allowed them to assert themselves 
as major powers at the regional and 
global levels. The two governments 
maintain close relations, particular-
ly at the economic level, marked by 
bilateral partnerships and their lea-
ding role in the Shanghai Coopera-
tion Organization (SCO). In spite of 
this collaboration, tensions remain 
between the two political regimes 
as they clash over their common 
frontier as well as over the trade 
routes developed in recent years.

CONFLICT AROUND THE SI-
NO-INDIAN BORDER ZONE
June 15, 2020 is an important 
date in the evolution of the border 
conflict between the two coun-
tries. For the first time in 45 years, 
the frontier zone was the scene of 
violent clashes leading to the death 

Conclusion
South Asia is a geographic re-
gion that tends to move towar-
ds closer unity despite the dis-
sensions and diversities.
It is physically permeated by 
contradictory geopolitical is-
sues, culturally shaped by be-
liefs, which are hard to re-
concile, and historically marked 
by a heritage of conflict. Ten-
sions between India and Pa-
kistan, the instability of Afgha-
nistan and the great difference 
in development and wealth 
between the countries make 
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of Indian and Chinese soldiers in 
the mountainous Galwan River val-
ley. This historic conflict is based 
on divergent views between the 
two regimes, with India conside-
ring the frontier region to be near-
ly 3500 km long, compared to an 
estimate repeated by the Chinese 
media of around 2000 km. While 
the likelihood of an open conflict 
between India and China remains 
low, the intensification of tensions 
related to the frontier regions could 
lead both sides to resort more fre-
quently to the cyber tool.

SILK ROAD AND FREEDOM 
ROAD: A SYMBOL OF SINO-IN-
DIAN RIVALRY
In 2013, Xi Jinping gave a speech 
in Astana in which he unveiled the 
comprehensive project to build in-
frastructure along the ancient Silk 
Roads. This project called «The New 
Silk Roads» shows the Chinese he-
gemonic ambition to create a new 
strategic paradigm along land and 
sea routes. In order to compete 
with this ambition, India and Japan 
have developed an infrastructure 
and transport project that is sup-

posed to revitalize the trade routes 
between the Asian and African 
continents: the «Freedom Road». 
The rivalry between both projects 
tends to intensify tensions between 
Beijing and New Delhi. The port of 
Gwadar, a symbol of the «New Silk 
Roads», has to face competition 
from the port of Chabahar, inau-
gurated in 2017 by an Indo-Iranian 
alliance wishing to challenge the 
grip of Chinese influence in Central 
Asia.

THE RISE IN SINO-INDIAN TEN-
SIONS HAS LED TO A SHARP 
INCREASE IN CYBER ESPIONAGE 
ACTIVITIES BY CHINESE-BASED 
ATTACKER GROUPS ON INDIAN 
TERRITORY
The energy sector has been parti-
cularly affected, as have port facili-
ties. TTPs analysis seems to corre-
late these actions to the activity of 
Chinese attacker groups, including 
APT41, Tonto Team or even Re-
dEcho.  
In 2013, India announced its desire to 
compete with the «New Silk Roads.» 
That same year, a group known as 
Wet Panda, operating since 2010 

regional integration unlikely. 
This is reflected in the many 
cyberattacks between groups 
in these countries. 
However, the states in question 
are trying to overcome the dif-
ficulties through development 
projects, bilateral and multila-
teral cooperation and the crea-
tion of a free trade area. 
These challenging attempts are 
motivated by an awareness of 
a broader contextual dimen-
sion. Regional integration, al-
beit imperfect, should help the 

countries in the region protect 
from neighbouring influences 
and gain significance on the 
international stage in an auto-
nomous manner. 
As we have seen, cyberattacks 
from neighbouring countries 
occur regularly and often fo-
cus on destabilisation and es-
pionage by exploiting these 
historic, cultural and physical 
animosities. 

launched massive campaigns against 
the country. The government, the 
Indian Informatic Centre, the de-
fence industry, telecom providers 
and even NGOs were targeted. An IP 
address of one of the attackers was 
associated with a university based in 
Chengdu, China. The same targets 
were attacked in 2018 by operations 
attributed to ATK2 (Wicked Panda). 
This campaign appears to be re-
lated to the inauguration of the port 
of Chabahar, Iran, a competitor to 
Gwadar, a few months earlier.

SEVERAL GROUPS POTENTIAL-
LY SUPPORTED BY CHINA HAVE 
TARGETED THE REGION. They in-
clude ATK2 (APT17), ATK13 (Turla), 
ATK23 (Icefog), ATK34 (APT30) and 
ATK41 (APT10). 
Among the groups suspected of 
being linked to Russia are ATK5 
(APT28) and ATK116 (CloudAtlas). 
Lastly, groups believed to be of 
Iranian origin, such as ATK19 
(RocketKitten), ATK51 (MuddyWa-
ter) and ATK229 (APT-C-50), have 
also targeted countries in the re-
gion.
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Zone Oceania_

Geographical zones

Melanesia  
(Solomon Islands, Fiji, Vanuatu)
Micronesia  
(Mariana Islands, Marshall Islands, Caroline 
Islands, Nauru and Guam) 
Islands of Polynesia (Hawaii, Easter Island)
New Zealand and Australia

10 ATKS (Attackers) 
targeted the aera

_Adversary Type

_Terrorists _State-Sponsored _Cyber Criminal
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Geographical zones

Contextual analysis of Oceania and geocyber risks
Oceania extends over a vast 
area of the Pacific Ocean, and 
encompasses different sub-re-
gions made up of island states 
and island groups, including 
Melanesia (the Solomon Islands, 
Fiji and Vanuatu), Micronesia 
(Mariana Islands, Marshall Is-
lands, Caroline Islands, Nauru 
and Guam), and the islands of 
Polynesia (Hawaii and Easter 
Island). It also includes New 
Zealand and Australia, larger 
countries which are more eco-
nomically developed than the is-
land states. 

The region’s dynamics play out 
at Pacific-wide, sub-regional, 
and island levels. While Austra-

lia and New Zealand stand out 
as key countries thanks to their 
demographic and economic im-
portance, the island states of 
Oceania are still over-dependent 
on other countries, leading 
to the development of a “nor-
th-south” divide in the region. 
 
Largely ignored in the history of 
international relations, Oceania 
has emerged as a zone of signi-
ficant strategic interest in the 
post-war period. Australia and 
New Zealand are seeking exten-
sive US engagement in Oceania, 
while affirming their position as 
regional powers. 

The decolonisation process has 
also focused attention on the 
challenges and vulnerabilities of 
small states in the region. The 
economic and political emer-
gence of Asian powers has 
driven the development of clo-
ser links with Asia, and a stron-
ger sense of belonging to the 
Asia-Pacific region.

While retaining ties with the 
UK and with their European 
heritage, Australia and New 
Zealand are also turning to the 
United States as a key security 
ally, evidenced notably in the 
AUKUS alliance in 2021, asso-
ciated with the nuclear subma-
rines scandal.

_AUSTRALIA AND NEW ZEA-
LAND EXPERIENCE INCREA-
SING TENSION IN RELATIONS 
WITH CHINA

_TENSIONS BETWEEN CHINA 
AND AUSTRALIA

Australia and China have adopted 
a more confrontational approach to 
each other. 
In 2018, bilateral relations between 
Australia and China appeared to 
be at their lowest ebb for a decade 
when Australia ruled out Chinese 
telecom giant Huawei from building 
its 5G network on national secu-
rity grounds. Over the year 2020, 
however, the relationship between 
the two countries has deteriorated 
even further, at a critical time for 
the region. 
The ongoing degradation of rela-
tions between Canberra and Bei-
jing throughout 2020 had unpre-
cedented consequences for trade 

and economic links. On April 19, 
2020, Scott Morrison’s govern-
ment upped the stakes even fur-
ther with its proposal for a global 
inquiry into China’s handling of the 
Covid-19 epidemic in Wuhan, the-
reby suggesting that China might 
be responsible for the global pan-
demic, and leading to an immediate 
response from the Chinese govern-
ment.
Australia and China subsequent-
ly became embroiled in an esca-
lation of trade disputes. Starting 
in May 2020, for example, China 
introduced a series of commercial 
sanctions against Australian pro-
ducts. The sanctions resulted in 
higher tariffs and stricter quotas 
being imposed on Australian pro-
ducts such as wine or barley.  
In parallel with these commer-
cial tensions, diplomatic disputes 
between the two countries also 
intensified. In May 2020, the Mor-
rison government used its veto 
power to cancel Chinese invest-
ments that were to expand the 

New Silk Roads to the Oceanic 
continent, in the state of Victoria. 
In July 2020, Canberra promise to 
offer a safe haven to residents of 
Hong Kong after China rolled out 
its national security law to the city. 
The Chinese embassy in Australia 
responded by accusing Canberra of 
political interference in China’s in-
ternal affairs. 
In November 2020, Chinese Fo-
reign Ministry spokesperson Zhao 
Lijian tweeted – via his official 
Twitter account – a controversial 
fake image depicting an Australian 
soldier holding a bloodied knife over 
the throat of an Afghan child. Can-
berra requested that China apolo-
gise for this attack on the conduct 
of Australian soldiers in Afghanis-
tan, but received no reply. 
This series of diplomatic incidents 
between the two countries must be 
viewed within the context of Aus-
tralia’s broader security concerns 
about Chinese growth presenting a 
threat to the Asia-Pacific region. In 
response to the issue, Australia has 

consolidated its collaboration with 
allies and regional partners, such 
as the United States, the United 
Kingdom, Canada, New Zealand, 
Japan and India.

_ESCALATING ECONOMIC 
AND DIPLOMATIC TENSIONS 
IN 2020 BETWEEN CHINA 
AND AUSTRALIA HAVE EN-
COURAGED OFFENSIVES BY 
CHINESE ATTACK GROUPS 
AGAINST AUSTRALIAN TAR-
GETS, NOTABLY NATIONAL 
UTILITIES AND HOSPITALS

In June 2020, the Australian go-
vernment issued an advisory on 
increased cyber activity by a state 
actor against networks belonging to 
its agencies and companies in the 
country.
According to the Australian’s go-
vernment, the attack was operated 
by a state-sponsored actor that re-
lied on an exploit code which had 
been slightly modified for past vulne-
rabilities. Unofficially, China was bla-

med. The actor targeted public-fa-
cing infrastructure through the use 
of remote code execution vulnerabi-
lities. This was the fourth warning in 
a year from the Australian Cyber Se-
curity Centre (ACSC) about threat 
actors exploiting critical vulnerabili-
ties in Telerik UI (CVE-2019-18935, 
CVE-2017-9248, CVE-2017-11317, 
CVE-2017-11357). Exploit code had 
been publicly available for a while. If 
they failed to gain initial access by 
leveraging these flaws, the attacker 
turned to spear phishing to harvest 
credentials, deliver malware, and 
steal Office 365 OAuth tokens.
A link to China is provided by the 
threat actor’s use of malware – 
such as PlugX – that has been asso-
ciated with Chinese hacker groups, 
some believed to work on behalf of 
the government. Several actors, all 
connected to China and engaged in 
espionage activities, have PlugX in 
their toolset (ATK2, ATK37, ATK220, 
ATK41, and ATK15). 

_NEW ZEALAND’S POSITION 
IN THE OCEANIA REGION

The intensification of tensions 
between China and Australia 
raises questions about New Zea-
land’s strategic positioning in this 
new context. On the one hand, 
the country is a historical ally of 
Australia and the trans-Tasman 
relationship was built around a 
common British colonial heritage. 
The two countries are part of the 
Commonwealth of Nations, the 
Five Eyes for strategic intelligence 
sharing, and have developed eco-
nomic collaboration around the 
Closer Economic Relations (CER) 
free trade agreement. On the other 
hand, China accounts for near-
ly 30% of Australia’s exports and 
maintaining a peaceful bilateral re-
lationship is critical to the sale of 
Australian dairy products overseas.  
In May 2020, the Five Eyes alliance 
(Canada, the United States, the 
United Kingdom, Australia and New 
Zealand) decided to broaden its pre-
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Beijing’s military expansion, debt di-
plomacy and cyber-intimidation.

_THE AUKUS ALLIANCE GOES 
WELL BEYOND JUST SUBMA-
RINES

Attention has focused on French 
and Australian diesel/nuclear sub-
marines, and military hardware is 
certainly a key component, in view 
of the geopolitical issues at stake. 
However, the agreement also covers 
other forms of conflict. The AUKUS 
alliance attaches particular impor-
tance to cyberspace.
At the press conference announ-
cing the agreement, US president 
Joe Biden said that a cybersecurity 
component would be included, in 

rogatives to allow for the display of 
a unique posture on issues related 
to democracy and fundamental hu-
man rights. In November 2020, 
this new role took shape when the 
alliance condemned China’s inter-
vention in Hong Kong and called for 
the reinstatement of the members 
of the Legislative Council who had 
been suspended by Beijing. This de-
claration also denounced the treat-
ment of the Uighur population.  
While New Zealand Prime Minis-
ter Jacinda Ardern spoke of the 
difficulty of «reconciling» differences 
between the two countries, Forei-
gn Minister Nanaia Mahuta refused 
to join the Five Eyes alliance’s 
condemnation of the treatment of 
the Uighur minority in Xinjiang pro-
vince.  
This statement, in addition to jeo-
pardizing the alliance’s political 
project, shows the fragility of New 
Zealand’s diplomatic position, torn 
between preserving its relationship 
with Australia and its economic 

well-being. The progressive militari-
zation in the South China Sea and 
Chinese interference in Hong Kong 
could lead New Zealand to adopt 
a clearer strategic line in the fu-
ture. Depending on the positioning 
chosen, New Zealand could beco-
me a breeding ground for offensive 
activity by Chinese cyber attackers.   

_AUSTRALIA AND THE NEW 
AUKUS ALLIANCE IN THE IN-
DO-PACIFIC REGION

AUKUS (an acronym based on the 
country names Australia, United 
Kingdom and United States) is a 
new trilateral strategic defence al-
liance. It was initially created for 
the purpose of constructing a class 
of nuclear-powered submarines, 
collaborating in the Indo-Pacific 
region (where the rise of China is 
viewed as a growing threat), and 
developing more advanced tech-

Geographical zones

nologies. The agreement led Aus-
tralia to terminate the contract 
awarded to France in 2016 for the 
construction of 12 diesel-electric 
submarines to replace its ageing 
fleet of Collins-class submarines. 
Australia decided in November 
2021 to engage alongside its Ame-
rican and British allies.
Aside from the United Kingdom, 
this is the first time that the 
United States has shared nuclear 
propulsion technology with an ally. 
Consequently, many observers 
believe that Australia, the United 
Kingdom and the United States 
have entered into a historic nuclear 
defence and security agreement 
which will have consequences in 
the Indo-Pacific region for decades 
to come. The agreement will en-
able Australia to build a fleet of at 
least eight nuclear attack subma-
rines in order to counter Chinese 
influence.
However, it is also interesting to 
note that the AUKUS agreement 

will include artificial intelligence as 
well as other technologies, such 
as cybersecurity. AUKUS could 
therefore be one of the most im-
portant defence and cooperation 
alliances for decades. 
According to the associated press 
release, the partnership is a his-
toric opportunity for the three 
nations to protect their shared 
values, and contribute to the stabi-
lity and prosperity of the Indo-Pa-
cific region, together with friends 
and partners who share the same 
ideas.
 
The decision to involve Austra-
lia in the longstanding cooperation 
between the US and the UK reflects 
the West’s growing concern about 

addition to submarine technology. 
Although President Biden did not 
specify this during the press confe-
rence, it  appears probable that the 
United States and the UK would 
support Australia in the deployment 
of cyber-defence, and potentially also 
cyber-attack, capabilities. 
In recent years, Australia has been 
the target of several major cyber-at-
tacks, one of the most striking of 
which took place in June 2020. 
Australian Prime Minister Scott 
Morrison went on the record to of-
ficially state that the country had 
been the subject of a sophisticated 
state-sponsored cyber-attack.
Suspecting that China was res-
ponsible, Mr Morrison said that he 
had talked to British Prime Minister 
Boris Johnson about the incident, 
although it is uncertain whether the 
United Kingdom had provided cy-
ber-expertise to Australia.
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of the PLA Staff Department of 
the Central Military Commission. 
The information gathered through 
these espionage campaigns there-
fore has an undeniable strategic 
dimension for the Chinese military 
administration.

_USED MALWARES

- Catchamas
- Elise
- Emissary
- Hannotog
- Mimikatz
- Rikamanu
- Sagerunex
- Spedear
- Syndicasec

_USED TOOLS

- Living off the Land
- PsExec
- gpresult

USED VULNERABILITIES

- CVE-2009-0927
- CVE-2012-0158
- CVE-2014-4114
- CVE-2014-6332
- CVE-2017-11882

Threat Actor_ Targeted Areas_

China

Alias_

Targeted Sectors_

Motivations_

Suspected origin of the attacker_

ATK1

Lotus Blossom, Spring
Dragon, DragonFish is a state
sponsored (China) first seen in 2012.
_Type of attacker: State Sponsored

_DragonFish
_Lotus Blossom
_ST Group
_Spring Dragon

NORTH AMERICA 

Canada
United States Of America

WESTERN EUROPE

France

_Universities
_Telecommunication
_ Satellites  
and Telecommunications

_Military
_High-Tech
_ Government  
and administration agencies

_Financial Services
_Education
_Communication

_Information theft
_Espionage

_DESCRIPTION

ATK1 aka - The group focuses 
mainly on the territories bordering 
its country of origin (South China 
Sea); The group primarily targets 
government institutions and poli-
tical parties; Educational establish-
ments such as universities, as well 
as companies in the telecommuni-
cations sector are not spared.
They notably used the Elise 
malware, it was intended to spy on 
many government organizations, 
mainly in Southeast Asia. We can 
think that this campaign was in-
tended to support the Silk Roads 
project by securing the maritime 
side of the latter. 
At the end of 2015, its “Emissary” 
malware received numerous up-
dates, probably to avoid being de-
tected by security products. After 
a very active period, the group re-
mained discreet until the beginning 
of 2017.
Other campaigns were carried out 
sporadically until 2018, still using 
Elise as the main attack vector, 
and sometimes using new exploits, 
such as CVE-2017-11882. ATK1 is 
capable of performing very large 
operations over a long period of 
time, while developing its specific 
arsenal.
These targets are extremely pre-
cise and the group rarely deviates 
from them.
Examination of the group targets 
reveals that they correspond to the 
preferred geographic areas followed 
by offices 2 and 6 (units 61398 
and 61726), which are the United 
States / Canada and South Asia / 
Taiwan areas, respectively. These 
offices are part of the Network 
System Department (NSD), which 
reports directly to the Strategic 
Support Force (SSF), which is part 

_ATTACKS HAPPENED ON

> Attack against military  
and governement targets  
in Vietnam - Philippines - Hong 
Kong - Taiwan and Indonesia
Happened on: 2012-01-08

>  Phishing campaign using 
a PDF document containing 
an invitation to a defence 
event
Happened on: 2012-09-08

> Attack against Taiwan United 
States - Canada and some 
other countries
Happened on: 2013-07-08

> Emissary Malware used 
against French Ministry  
of Foreign Affairs
Happened on: 2015-01-08

> Elise campaign against 
its traditionnal targets  
in Southeast Asia
Happened on: 2017-01-08

SOUTH EAST ASIA

Vietnam
Thailand
Singapore
Philippines
Myanmar
Malaysia
Indonesia
Cambodia
Lao People’s Democratic 
Republic

EASTERN ASIA

Japan
Hong Kong
Taiwan

2012-09-08
Phishing campaign 
using a PDF document 
containing an invitation 
to a defence event

2013-07-08
Attack against 
Taiwan United States 
- Canada and some 
other countries

2012-01-08
Attack against military and 
governement targets in 
Vietnam - Philippines - Hong 
Kong - Taiwan and Indonesia

2015-01-08
Emissary Malware used 
against French Ministry  
of Foreign Affairs

2017-01-08
Elise campaign against its 
traditionnal targets 
in Southeast Asia
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Attackers group
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T1007 -  System Service Discovery
T1010 -  Application Window Discovery
T1016 -  System Network Configuration Discovery
T1027 -  Obfuscated Files or Information
T1027.001 -  Binary Padding
T1027.002 - Software Packing
T1036 -  Masquerading
T1571 -  Non-Standart Port
T1046 -  Network Service Scanning
T1055 -  Process Injection
T1055.001 -  Dynamic-link Library Injection
T1056 -  Input Capture
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1059.003 - Windows Command Shell
T1069 -  Permission Groups Discovery
T1069.001 -  Local Groups
T1070.004 - File Deletion

T1070.006 -  Timestomp
T1071 -  Application Layer Protocol
T1074 -  Data Staged
T1082 -  System Information Discovery
T1087 -  Account Discovery
T1095 -  Non-Application Layer Protocol
T1098 -  Account Manipulation
T1105 -  Ingress Tool Transfer
T1112 -  Modify Registry
T1113 -  Screen Capture
T1115 -  Clipboard Data
T1132 -  Data Encoding
T1135 -  Network Share Discovery
T1136 -  Create Account
T1140 -  Deobfuscate/Decode Files or Information
T1189 -  Drive-by Compromise
T1218.011 -  Rundll32
T1497 -  Virtualization/Sandbox Evasion

INITIAL 
ACCESS

RECONNAIS-
SANCE

EXECUTIONRESOURCE 
DEVELOPMENT 

PERSISTENCE PRIVILEGE 
ESCALATION

DEFENSE 
EVASION

CREDENTIAL 
ACCESS

DISCOVERY LATERAL 
MOVEMENT

COLLECTION EXFILTRATION IMPACT COMMAND 
AND CONTROL 

T1543.003 -  Windows Service
T1547.001 -  Registry Run Keys / Startup Folder
T1560 -  Archive Collected Data
T1566.001 -  Spearphishing Attachment
T1569.002 -  Service Execution
T1573 -  Encrypted Channel
T1573.001 -  Symmetric Cryptography

_MITRE ATT&CK® TECHNIQUES  
USED BY THIS ATTACKERS GROUP

_CYBER ATTACK PHASES



-  However, this relationship is not 
limited to ATK104. We know 
that the ATK86 group (Silence 
group), which specializes in 
targeting large banks and their 
ATMs, and the ATK88 group 
(FIN6), which specializes in 
attacking points of sale and 
stealing credit card data, have 
already used the FlawdAmmyy 
remote administration tool 
developed by ATK103 (TA505).

_USED MALWARES

- Amadey
- Clop Ransomware
- FlawedAmmyy
- FlawedGrace
- Get2
- GlobeImposter
- MINEBRIDGE
- SDBbot
- ServHelper
- SnatchLoader
- TinyMet

_USED TOOLS

- Living off the Land
- Necurs
- TinyMet

_ATTACKS HAPPENED ON

> TrickBot spread by Necurs 
Botnet adds Nordic Countries  
to its Targets
Happened on: 2017-06-09

> Locky campaign New invoice
Happened on: 2017-08-28

> Globeimposter Ransomware 
Campaign
Happened on: 2017-11-30

> TA505 targets the US retail 
industry with personalized 
attachments
Happened on: 2018-12-06

Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Motivations_

Languages_

ATK103

This threat actor is active since at 
least 2014, responsible of the largest
malicious spam campaigns.
_Type of attacker: Cyber Criminal 

_Gold Tahoe
_Graceful Spider
_Hive0065
_SectorJ04
_SectorJ04 Group
_TA505

NORTH AMERICA 

Canada
United States Of America

CENTRAL AMERICA

Mexico

SOUTH AMERICA

Chile

NORTHERN EUROPE

Sweden
Netherlands

_Media
_Manufacturing
_Healthcare
_Financial Services
_Energy
_Education

_Financial Gain

_Russian

_DESCRIPTION

ATK103 - (aka: TA505). It is a 
significant part of the email threat 
landscape and is responsible 
for the largest malicious spam 
campaigns Proofpoint have ever 
observed, distributing instances of 
the Dridex banking trojan, Locky 
ransomware, Jaff ransomware, the 
Trick banking trojan, and several 
others in very high volumes. 
ATK103 use Necurs botnet to drive 
massive spam campaigns. ATK103 
seems to be motivated by financial 
gains. It is hightly adaptable, 
often changes its malwares and 
techniques, uses off-the-shelf 
malwares and operates on a 
massive scale. It doesn’t seem to 
be trying to stay stealthy. Since 
March 2018, ATK103 was observed 
using FlawedAmmyy RAT, a 
variant of the leaked AmmyyAdmin 
3 (Remote Administration Tool). 
The use of these tools can make 
us think that this actor wants to 
switch from big spam campaigns 
to more targeted attacks. In July 
2018, ATK103 has been seen 
using the SettingContent-ms files 
in their decoy documents. This 
technique has been described by 
Matt N. and in early June 2018, 
MSRC responded with a note that 
the severity of the issue is below 
the bar for servicing and that 
the case will be closed. Some of 
these malwares were signed with 
a COMODO SECURE certificate. 
ATK103 seems to be a Russian 
speaking group.

ATK103 (TA505) AS KEY 
PLAYER IN THE CYBERCRIME 
ECOSYSTEM
-  As mentioned in ATK104’s 
description, ATK103 has a more 
or less tenuous relationship with 
ATK104, as shown by the identical 
nature of certain functions 
developed in the Emotet and 
Trickbot download software 
(which is an adaptation of the 
original TrickBot malware created 
by ATK82 (Wizard Spider). 

> New campaign of the Russian 
group TA505 directed to Chile 
and Argentina
Happened on: 2019-04-22

> Malicious documents spreading 
Ransomware
Happened on: 2019-05-29

> TA505 is Expanding its 
Operations
Happened on: 2019-05-29

> Breaking Down TA505 Groups 
Use of HTML and RATs
Happened on: 2019-06-12

> TA05 using new malware 
Gelup and Flowerpipi
Happened on: 2019-07-04

> TA505 impersonates Airlines
Happened on: 2019-07-25

> TA505 Using Get2 Downloader 
to deploy FlawedGrace, 
FlawedAmmy, Snatch and SDBot
Happened on: 2019-10-16

> Maastricht University 
ransomware attack
Happened on: 2019-12-23
 
> October 5, 2020 - October 31, 
2020 : Software AG was hit by 
Cl0p ransomware
Happened on: 2020-10-05

> Explosive New MirrorBlast 
Campaign Targets Financial 
Companies
The Morphisec Labs team tracked 
a MirrorBlast campaign that 
started in early September 2021. 
This campaign uses phishing 
emails as its entry point, 
containing malicious links leading 
to a malicious Excel document. 
This document has a near-0 
detection rate on VirusTotal due 
to its lightweight and obfuscated 
macro.
Happened on: 2021-09

WESTERN EUROPE

Italy

EASTERN EUROPE

Lithuania
Greece

MIDDLE EAST/ 
WESTERN ASIA

United Arab Emirates
Georgia

SOUTH EAST ASIA

Singapore

EASTERN ASIA

China
Korea
Taiwan

2019-06-12
Breaking Down 
TA505 Groups 
Use of HTML 
and RATs

2019-05-29
Malicious 
documents 
spreading 
Ransomware

2019-05-29
TA505 is 
Expanding its 
Operations

2019-04-22
New campaign of 
the Russian group 
TA505 directed 
to Chile and 
Argentina

2018-12-06
TA505 targets 
the US retail 
industry with 
personalized 
attachments

2017-11-30
Globeimposter 
Ransomware 
Campaign

2017-08-28
Locky 
campaign 
New invoice

2017-06-09
TrickBot spread by 
Necurs Botnet adds 
Nordic Countries to 
its Targets

2019-10-16
TA505 Using Get2 
Downloader to 
deploy FlawedGrace, 
FlawedAmmy, 
Snatch and SDBo

2019-12-23
Maastricht 
University 
ransomware 
attack

2020-10-05
Software AG 
was hit by Cl0p 
ransomware
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2019-07-25
TA505 
impersonates 
Airlines

2019-07-04
TA05 using 
new malware 
Gelup and 
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T1012 -  Query Registry
T1020 -  Automated Exfiltration
T1021 -  Remote Services
T1021.001 -  Remote Desktop Protocol
T1027 -  Obfuscated Files or Information
T1036 -  Masquerading
T1041 -  Exfiltration Over C2 Channel
T1571 -  Non-Standart Port
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1070.004 - File Deletion
T1071 -  Application Layer Protocol
T1082 -  System Information Discovery
T1083 -  File and Directory Discovery
T1087 -  Account Discovery
T1090 -  Proxy
T1105 -  Ingress Tool Transfer

T1112 -  Modify Registry
T1119 -  Automated Collection
T1123 -  Audio Capture
T1140 -  Deobfuscate/Decode Files or Information
T1204 -  User Execution
T1218 -  Signed Binary Proxy Execution
T1218.011 -  Rundll32
T1222 -  File and Directory Permissions Modification
T1486 -  Data Encrypted for Impact
T1546.011 -  Application Shimming
T1552.001 -  Credentials In Files
T1553.002 - Code Signing
T1559.002 - Dynamic Data Exchange
T1560 -  Archive Collected Data
T1566.001 -  Spearphishing Attachment
T1566.002 - Spearphishing Link

INITIAL 
ACCESS

RECONNAIS-
SANCE

EXECUTIONRESOURCE 
DEVELOPMENT 

PERSISTENCE PRIVILEGE 
ESCALATION

DEFENSE 
EVASION

CREDENTIAL 
ACCESS

DISCOVERY LATERAL 
MOVEMENT

COLLECTION EXFILTRATION IMPACT COMMAND 
AND CONTROL 

_MITRE ATT&CK® TECHNIQUES  
USED BY THIS ATTACKERS GROUP 

_CYBER ATTACK PHASES
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Threat Actor_ Targeted Areas_

Ukraine

Alias_

Targeted Sectors_

Motivations_

Suspected origin of the attacker_

ATK104

(aka: Mummy Spider) is a
criminal entity linked to the core
development of the malware most
commonly known as Emotet or Geodo.
_Type of attacker: Cyber Criminal

_Mummy Spider
_Mealybug
_TA542

_Cyber-security

_Financial Gain

_DESCRIPTION

ATK104 - First observed in mid-
2014, this malware shared code 
with the Bugat (aka Feodo) banking 
Trojan. However, Mummy Spider 
swiftly developed the malware ca-
pabilities to include an RSA key ex-
change for command and control 
communication and a modular ar-
chitecture.
Mummy Spider does not follow ty-
pical criminal behavioral patterns. 
In particular, Mummy Spider 
usually conducts attacks for a few 
months before ceasing operations 
for a period of between three and 
12 months, before returning with 
a new variant or version. After 
a 10 month hiatus, Mummy Spi-
der returned Emotet to operation 
in December 2016 but the latest 
variant is not deploying a banking 
Trojan module with web injects, it 
is currently acting as a loader de-
livering other malware packages. 
The primary modules perform re-
connaissance on victim machines, 
drop freeware tools for credential 
collection from web browsers and 
mail clients and a spam plugin for 
self-propagation. The malware is 
also issuing commands to down-
load and execute other malware fa-
milies such as the banking Trojans 
Dridex and Qakbot.
Mummy Spider advertised Emotet 
on underground forums until 2015, 
at which time it became private. 
Therefore, it is highly likely that 
Emotet is operated solely for use 
by Mummy Spider or with a small 
trusted group of customers.
The group is composed of com-
petent personnel, and Emotet is 
regularly considered as one of the 
most threatening malware for bu-
sinesses.

The group seems to have an in-
teresting interaction with the 
ATK103 (TA505). TA505 is a fi-
nancially motivated group that is 
active since 2014, seemingly of 
Russian origin. It is a significant 
part of the email threat landscape 
and is responsible of large mali-
cious spam campaigns, mostly to 
distribute the Dridex and Trick-
bot banking trojan, the Locky and 
Jaff ransomwares, among others. 
TA505 use Necurs botnet to drive 
these campaigns. It is highly adap-
table, often change its malwares 
and techniques, regularly use off-
the-shelf malwares and operate on 
a massive scale.
Since March 2018, ATK103 was ob-
served using FlawedAmmyy RAT, a 
variant of the leaked AmmyyAdmin 
3 (Remote Administration Tool). 
The use of these tools can make 
us think that this actor is willing to 
switch from big spam campaigns 
to more targeted attacks.
First, TrickBot is probably the 
most distributed malware by Emo-
tet, and has been distributed near-
ly every day since September 2018. 
The links were rather tenuous 
however, and TrickBot was just 
another malware dropped by Emo-
tet until September 2019. In the 
beginning of June 2019, the group 
took a break until September 16, 
2019. The group, as previously 
mentioned, came back with a new 
infrastructure zone (Epoch 3).
Since this day, every time that a 
TrickBot malware is deployed via 
Emotet (currently, nearly every 
day) its tag (an identifier that is 
added to every build of TrickBot) 
follows a specific pattern, while 
previous distribution tags were 
seemingly random. This hints to 
a bigger cooperation between the 
ATK103 group and Emotet. Mo-
reover, on September 18, 2019 the 
group introduced a new loader. This 
loader, that is bigger, shares some 
code with the TrickBot loader.
This might mean that the group 

used the summer break they took 
to strengthen their relationships 
with ATK103. Indeed, deploying the 
group malware in a privileged way 
is one thing, but potentially sha-
ring code is another.
On 27 January 2021 Europol an-
nounced that the infrastructure 
of the Emotet network had been 
neutralised through a multilateral 
police operation.

_USED MALWARES : 
- Emotet

_ATTACKS HAPPENED ON

> Emotet long-running 
campaigns
Happened on: 2014-05-01

> October 2019 - External SOCs 
used as lures by Emotet
Happened on: 2019-10-14

> 2021 - Delta Variant Malspam 
Campaign
Proofpoint researchers observed 
an increase in COVID-19 related 
threats since late June 2021. As 
TA542 first began using COVID-19 
in email threats in January 2020, 
some of this activity might be 
related to this group.
Happened on: 2021-06

2014-05-01
Emotet long-
running campaigns

2019-10-14
External SOCs 
used as lures by 
Emotet

2021-06
Delta Variant 
Malspam 
Campaign
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T1003 -  OS Credential Dumping
T1021.002 -  SMB/Windows Admin Shares
T1027 -  Obfuscated Files or Information
T1027.002 -  Software Packing
T1040 -  Network Sniffing
T1041 -  Exfiltration Over C2 Channel
T1047 -  Windows Management 

Instrumentation
T1053 -  Scheduled Task/Job
T1055 -  Process Injection
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1078 -  Valid Accounts
T1095 -  Non-Application Layer Protocol
T1110 -  Brute Force

T1114 -  Email Collection
T1203 -  Exploitation for Client Execution
T1204 -  User Execution
T1210 -  Exploitation of Remote Services
T1498 -  Network Denial of Service
T1543.003 - Windows Service
T1547.001 -  Registry Run Keys / Startup Folder
T1547.009 -  Shortcut Modification
T1552.001 -  Credentials In Files
T1560 -  Archive Collected Data
T1566.001 -  Spearphishing Attachment
T1566.002 - Spearphishing Link
T1571 -  Non-Standard Port
T1573 -  Encrypted Channel
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EVASION
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ACCESS
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- QuasarRAT
- SocksBot
- Tinytyphon
- Taskhost Stealer
- Unkown Logger Public
- Wintel Stealer

_USED TOOLS

- BITSAdmin
- QuasarRAT
- schtasks

_USED VULNERABILITIES 

- CVE-2012-0158
- CVE-2012-0422
- CVE-2012-1856
- CVE-2012-4792
- CVE-2014-1761
- CVE-2014-4114
- CVE-2014-6352
- CVE-2015-1641
- CVE-2015-2545
- CVE-2016-0034
- CVE-2016-4171
- CVE-2017-0199
- CVE-2017-0261
- CVE-2017-11882
- CVE-2017-12824
- CVE-2017-8570

_DESCRIPTION

ATK11 - It started by the Operation 
Hangover which goal seemed to be 
the surveillance of targets of na-
tional security interests for India 
such as Pakistan or the Nagaland 
movement. This group was invol-
ved in the Monsoon campaign tar-
geting multiple Indian neighbours 
in various sectors.
Patchwork used actuality/sector 
related themes in lure documents 
exploiting known vulnerabilities in 
Microsoft Office software send via 
email with links to websites custo-
mized for the intended target. The 
group is continuously adding new 
exploit in their arsenal.
Patchwork uses different web 
services as C2 channel like RSS 
feeds, Github, forums, blogs or dy-
namic DNS hosts. These channels 
can be difficult to detect in legiti-
mate traffic.
Some RTF files used by this group 
were linked with C2 servers which 
were compromised and defanced 
by Cyber Gangsters which is an 
anti-Pakistan group. By following 
the alias Fortinet managed to get 
his identity in their article of April 
2017. Nevertheless, Fortinet says if 
it is really linked to the Badnews 
malware or if it is a coincidence.
Multiple articles showed similari-
ties between Patchwork behaviors 
and other Confucius, Bahamut, 
Donot Team or Bitter Apt, but 
there is no definitive conclusion as 
to whether these groups are the 
same or not.

_USED MALWARES

- Badnews
- Backconfig
- Enfourks
- NDiskMonitor

_ATTACKS HAPPENED ON

> 2010: Operation Hangover
Happened on: 2010-01-01

> March - May 2015: Targeted 
Campaign Against Pakistan 
Government
Happened on: 2015-03-01

> December 2015 - July 2016: 
Patchwork/MONSOON campaign
Happened on: 2015-12-01

> 2016 - 2017: Spearphishing 
campaign spreading BADNEWS
Happened on: 2016-01-01

> March - April 2018: 
Spearphishing campaign against 
US think tanks
Happened on: 2018-03-01

> February - May 2020: ATK11 
espionage campaign against 
military and government 
organisations in South East Asia
Happened on: 2020-02-01

Attackers group
Threat Actor_ Targeted Areas_

India

Alias_

Targeted Sectors_

Motivations_

Suspected origin of the attacker_

ATK11

(aka: Patchwork) is a cyber
espionage group active since at
least 2010. One of its specificity is
the use of code copy-pasted from
multiple online forums combined
with high quality social engineering.
_Type of attacker: State Sponsored

_APT-C-09
_Chinastrats
_Dropping Elephant
_Monsoon
_Operation Hangover
_Patchwork
_Quilted Tiger
_Sarit

NORTH AMERICA 

United States Of America

WESTERN EUROPE

United Kingdom Of Great Britain 
and Northern Ireland

MIDDLE EAST/ WESTERN ASIA

Israel

SOUTHERN ASIA

Sri Lanka
Pakistan
Bangladesh

EASTERN ASIA

Korea
Japan
China

_Information theft
_Espionage

_Software
_Public Services
_Political Organizations
_ Pharmacy and  
drug manufacturing

_Non-governmental organizations
_Military
_ Government  
and administration agencies

_Financial services
_Energy
_Embassies
_Aviation

Languages_
_ English

2010-01-01
Operation Hangover

2015-03-01
Targeted Campaign 
Against Pakistan 
Government

2015-12-01
Patchwork/
MONSOON 
campaign

2016-01-01
Spearphishing 
campaign spreading 
BADNEWS

2018-03-01
Spearphishing 
campaign against 
US think tanks

2020-02-01
ATK11 espionage campaign against 
military and government organisations 
in South East Asia
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T1003 -  OS Credential Dumping
T1005 -  Data from Local System
T1010 -  Application Window Discovery
T1020 -  Automated Exfiltration
T1021.001 -  Remote Desktop Protocol
T1025 -  Data from Removable Media
T1027 -  Obfuscated Files or Information
T1027.001 -  Binary Padding
T1027.002 -  Software Packing
T1027.005 -  Indicator Removal from Tools
T1033 -  System Owner/User Discovery
T1036 -  Masquerading
T1039 -  Data from Network Shared Drive
T1041 -  Exfiltration Over C2 Channel
T1571 -  Non-Standart Port
T1053 -  Scheduled Task/Job
T1055.012 -  Process Hollowing
T1056 -  Input Capture
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell

T1070.004 -  File Deletion
T1071 -  Application Layer Protocol
T1074 -  Data Staged
T1082 -  System Information Discovery
T1083 -  File and Directory Discovery
T1102 -  Web Service
T1105 -  Ingress Tool Transfer
T1112 -  Modify Registry
T1113 -  Screen Capture
T1114 -  Email Collection
T1119 -  Automated Collection
T1132 -  Data Encoding
T1140 -  Deobfuscate/Decode Files or Information
T1189 -  Drive-by Compromise
T1203 -  Exploitation for Client Execution
T1204 -  User Execution
T1497 -  Virtualization/Sandbox Evasion
T1518.001 -  Security Software Discovery
T1547.001 -  Registry Run Keys / Startup Folder
T1548.002 -  Bypass User Account Control
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ACCESS
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DEVELOPMENT 
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ESCALATION

DEFENSE 
EVASION

CREDENTIAL 
ACCESS

DISCOVERY LATERAL 
MOVEMENT

COLLECTION EXFILTRATION IMPACT COMMAND 
AND CONTROL 

T1553.002 - Code Signing
T1559.002 -  Dynamic Data Exchange
T1560 -  Archive Collected Data
T1564.001 -  Hidden Files and Directories
T1566.001 -  Spearphishing Attachment
T1566.002 -  Spearphishing Link
T1573 -  Encrypted Channel
T1574.002 -  DLL Side-Loading
T1587.001 -  Malware
T1588.001 -  Malware
T1588.002 -  Tool

_MITRE ATT&CK® TECHNIQUES  
USED BY THIS ATTACKERS GROUP 

_CYBER ATTACK PHASES
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Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Motivations_

ATK112

(aka: ZooPark by Kaspersky)
is a group that mostly uses
an Android Malware, “UnitMM”,
which saw multiple iterations.
_Type of attacker: State Sponsored

_APT-C-38
_ZooPark

AFRICA 

Morocco
Egypt

MIDDLE EAST/WESTERN ASIA

Lebanon
Kuwait
Jordan
Iraq
Iran

_Political Organizations
_Media
_International Organizations

_Information theft
_Espionage

_DESCRIPTION

ATK112 - This group was first no-
ticed in June 2015, and is still ac-
tive to 2018.

The group mostly focuses on es-
pionage, and has seen technical 
progresses since its debuts: While 
it first used forked commercial sof-
tware in order to accomplish its 
deeds, the group extended it and 
brought it to a fully-fledged espio-
nage platform.
According to 360 Beaconlab howe-
ver, the group purchases its mali-
cious software from a commercial 
development group, nicknamed 
“Apasec”.

Hackers mainly used waterhole 
attacks as infection vector, the 
experts discovered several news 
websites that have been com-
promised to redirect visitors to a 
downloading site that delivered the 
final malware.

The group deploys its tools through 
multiple main vectors: Telegram 
channels and watering holes.
Indeed, it regularly uses compro-
mised websites in order to gain ac-
cess its targets.

The group also started using an 
exclusive Windows malware, nick-
named “SpecialSaber”.

_USED MALWARES

- SpecialSaber
- UnitMM

_ATTACKS HAPPENED ON

> APT-C-38 targets Middle East 
since 2015
Happened on: 2015-01-08

 

Attackers group

2015-01-08
APT-C-38 targets Middle East since 2015
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T1003 -  OS Credential Dumping
T1041 -  Exfiltration Over C2 Channel
T1571 -  Non-Standart Port
T1056 -  Input Capture
T1057 -  Process Discovery
T1074 -  Data Staged
T1083 -  File and Directory Discovery
T1113 -  Screen Capture
T1114 -  Email Collection
T1560 -  Archive Collected Data
T1562.001 -  Disable or Modify Tools
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SANCE
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ESCALATION

DEFENSE 
EVASION
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ACCESS
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MOVEMENT
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AND CONTROL 
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_DESCRIPTION

ATK113 - The actor had previously 
conducted several tailored spear-
phishing campaigns using the 
downloader PUNCHBUGGY and 
POS malware PUNCHTRACK.

_USED MALWARES

- BADHATCH
- PUNCHBUGGY
- PUNCHTRACK
- PoSlurp
- Sardonic

_USED TOOLS

- Net
- dsquery

_USED VULNERABILITIES

- CVE-2016-0167

_ATTACKS HAPPENED ON

> ATK113 (FIN8) targets retail 
- restaurant and hospility 
industries in North America
Happened on: 2016-03-01 

> ATK113 targets Retail  
Point-Of-Sale (PoS)
Happened on: 2017-06-01 

> ATK113 targets hotel-
entertainment industry 
Happened on: 2019-03-01 

> 2020 - BADHATCH v2.12 to 
v2.14 campaigns
The BitDefender team observed 
the evolution of the BADHATCH 
toolkit used by FIN8 between April 
29 and March 10, tracking its 
evolution. The latest version, v2.14, 
was still in use at the time of the 
whitepaper publication.
Happened on: 2020-04-29

Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Motivations_

ATK113

(aka: FIN8) is a financially
motivated group targeting the retail,
hospitality and entertainment
industries.
_Type of attacker: Cyber Criminal

_FIN8

NORTH AMERICA 

United States Of America 
Canada

SOUTH AMERICA 

Panama

WESTERN EUROPE

Italy

AFRICA

South Africa 

_Retail
_Hospitality
_Healthcare
_Food and Agriculture
_Entertainment
_Banking

_Financial Gain

Attackers group

2016-03-01
ATK113 (FIN8) targets 
retail - restaurant and 
hospility industries in 
North America

2017-06-01
ATK113 targets Retail 
Point-Of-Sale (PoS)

2019-03-01
ATK113 targets 
hotel-entertainment 
industry

2020-03-10 /
2020-04-29
BADHATCH v2.12  
to v2.14 campaigns
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T1003 -  OS Credential Dumping
T1003.001 -  LSASS Memory
T1018 -  Remote System Discovery
T1021.001 -  Remote Desktop Protocol
T1021.002 -  SMB/Windows Admin Shares
T1027 -  Obfuscated Files or Information
T1571 -  Non-Standart Port
T1047 -  Windows Management Instrumentation
T1048 -  Exfiltration Over Alternative Protocol
T1048.003 -  Exfiltration Over Unencrypted/Obfuscated Non-C2 Protocol
T1053 -  Scheduled Task/Job
T1053.005 - Scheduled Task
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1059.003 - Windows Command Shell
T1068 -  Exploitation for Privilege Escalation
T1070 -  Indicator Removal on Host
T1070.001 -  Clear Windows Event Logs

T1070.004 -  File Deletion
T1074 -  Data Staged
T1074.002 -  Remote Data Staging
T1078 -  Valid Accounts
T1105 -  Ingress Tool Transfer
T1112 -  Modify Registry
T1204 -  User Execution
T1204.001 -  Malicious Link
T1204.002 -  Malicious File
T1518.001 -  Security Software Discovery
T1560 -  Archive Collected Data
T1560.001 -  Archive via Utility
T1566.001 -  Spearphishing Attachment
T1566.002 -  Spearphishing Link
T1573 -  Encrypted Channel
T1573.002 -  Asymmetric Cryptography
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Nagorno-Karabakh with an espio-
nage campaign based on the use 
of a decoy article entitled: Arme-
nia transfers YPG/PKK terrorists 
to occupied area to train militias 
against Azerbaijan.

_USED MALWARES

- Inception framework
- POWERSHOWER
- VBShower

_USED VULNERABILITIES

- CVE-2009-3129
- CVE-2010-3333
- CVE-2011-3544
- CVE-2012-0158
- CVE-2012-1856
- CVE-2014-1761
- CVE-2017-11882
- CVE-2018-0802

_ATTACKS HAPPENED ON

> 2007 - 2013: Operation Red 
October
Happened on: 2007-01-01  

> 2014 - 2017: Re-emergence  
of the Inception Group
Happened on: 2014-01-01

> October 2018: Attack against 
European targets
Happened on: 2018-10-01 

> October 2020: A new 
espionage campaign in the 
context of the Azeri-Armenian 
conflict.
Happened on: 2020-10-01  

Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Languages_

Motivations_

ATK116

A cyber espionage group
active since at least 2007, focusing
on governmental agencies around
the world.

_Cloud Atlas
_Inception group

_Research
_Military
_ Government  
and administration agencies

_Energy
_Aerospace

NORTH AMERICA 

United States Of America 

WESTERN EUROPE

Italy
France
Belgium
United Kingdom  
Of Great Britain And Northern 
Ireland

EASTERN EUROPE

Ukraine
Slovenia
Belarus
Greece

AFRICA

Morocco
Uganda

MIDDLE EAST/ 
WESTERN ASIA

Azerbaijan
Armenia
Iran
Saudi Arabia
Turkey
United Arab Emirates
Iran

CENTRAL ASIA 

Kazakhstan
Turkmenistan

SOUTHERN ASIA

India
Pakistan
Afghanistan

SOUTH EAST ASIA

Vietnam

RUSSIA 

Russian Federation

 

_Russian

_Espionage

_DESCRIPTION

ATK116 - This group is known for 
the Operation Red October targe-
ting governmantal agencies (em-
bassies), research, energy, aeros-
pace and military in a wide range of 
countries, mostly in Russia, Wes-
tern and Eastern Europe, Central 
Asia, South America and Africa. 
This group seems to have Rus-
sian-speaking origins.

This group used a large CnC 
network of infected machines and 
dozens of domain names working 
as a chain of proxies to hide the 
attacker’s location. Cloud Atlas 
is able to target mobile devices, 
network equipment and removable 
disk drives increasing the quan-
tity of sensitive data accessible. 
They use multiples exploits but not 
0-days which can be interpreted as 
a lack of ressources.

Cloud Atlas created the Incep-
tion framework. A sophisticated 
framework able to launch multi-
ple modules allowing the group to 
adapt to its target. This framework 
is still used in 2019.

After the Kaspersky disclosure in 
2013, the group hid and then reap-
peared in 2014 with the  Cloud At-
las malware. This behaviour will be 
repeated thereafter in 2014 after 
the publication of Symantec. The 
group improved its C2 infrastruc-
ture in 2014 by using cloud services 
which have the advantage of not 
being blacklisted and use encryp-
ted communication protocols. They 
can also use compromised router 
as proxies to hide their origin.

According to DomainTools the 
ATK116 group (Inception, Cloud 
Atlas) was active in October-No-
vember 2020 in the conflict 
between Azerbaijan and Armenia in 

Attackers group

2007-01-01
Operation Red 
October

2014-01-01
Re-emergence  
of the Inception 
Group

2018-10-01
Attack against 
European targets

2020-10-01 
A new ATK116 espionage campaign in the 
context of the Azeri-Armenian conflict.
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T1003 -  OS Credential Dumping
T1025 -  Data from Removable Media
T1046 -  Network Service Scanning
T1056 -  Input Capture
T1059.001 -  PowerShell
T1070.004 -  File Deletion
T1071 -  Application Layer Protocol
T1082 -  System Information Discovery
T1090.003 - Multi-hop Proxy
T1091 -  Replication Through Removable Media
T1112 -  Modify Registry
T1113 -  Screen Capture
T1114 -  mail Collection
T1140 -  Deobfuscate/Decode Files or Information

T1547.001 -  Registry Run Keys / Startup Folder
T1552.002 - Credentials in Registry
T1560 -  Archive Collected Data
T1566.001 -  Spearphishing Attachment
T1566.002 - Spearphishing Link
T1571 -  Non-Standard Port
T1573 -  Encrypted Channel
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goal. FireEye estimates that they 
stay in a victim network approxi-
mately 155 days.
Since 2018 the group has gone 
from stealthy to noisy using the 
destructive KillDisk malware as 
a distraction tactic while they are 
targeting the SWIFT network to 
initiate malicious transactions.
We suspect the Unit 180 to be 
source of the WannaCry ran-
somware in 2017.
The report from the UN Security 
Council said that North Korea is 
carrying out “widespread and in-
creasingly sophisticated” cybe-
rattacks and estimates that Nor-
th Korea has generated $2 billon. 

_USED MALWARES

- DYEPACK
- DarkComet
- HERMES
- HOTWAX
- JspSpy
- KEYLIME
- KillDisk
- MAPMAKER
- NACHOCHEESE
- NESTEGG
- QUICKCAFE
- QUICKRIDE
- RATANKBAPOS
- RAWHIDE
- REDSHAWL
- SCRUBBRUSH
- SHADYCAT
- SLIMDOWN
- SMOOTHRIDE
- SORRYBRUTE
- WHITEOUT
- WORMHOLE
- WannaCry

_USED TOOLS

- Net
- Sysmon

Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Motivations_

Suspected origin of the attacker_

ATK117

Apparently a North Korean 
state-sponsored cyberthreat actor 
with prerogatives similar to those of 
Unit 180 of the North Korean
Army’s General Reconnaissance
Bureau.
_Type of attacker: State Sponsored

_APT 38
_APT38
_Bluenoroff
_Stardust Chollima
_Subgroup: Bluenoroff

Media
Manufacturing
Healthcare
Financial Services
Energy
Aerospace

_Financial Gain

_DESCRIPTION

ATK117 - This North Korean 
state-sponsored cyberthreat actor 
has similar prerogatives to those 
of Unit 180 of the North Korean 
Army’s General Reconnaissance 
Bureau. The Unit 180 is the North 
Korean Unit in charge of obtaining 
funds for the cyber activity and 
for the Noth Korean regime. This 
activity exists since at least 2014 
and seems to have been increa-
sing since North Korea has been 
subject to severe financial sanc-
tions due to the development of 
new weapons. The economic pres-
sure on Pyongyang leads the Nor-
th Korean government to find new 
ways to obtain funding.

APT38 is a North Korean financially 
motivated threat group who deve-
loped multiple ways to steal money 
from the targeted attacks on banks 
and cryptocurrency exchanges to 
the spreading of ransomwares. 
This group seems to be learning 
about financial transaction in 2014 
and developed a SWIFT malware 
in 2015. From 2014 to 2017 they 
mostly targeted organizations from 
Southeast Asia and expand to Sou-
th America and Africa in mid-2016. 
They also targeted Europe and Nor-
th America from October 2016 to 
October 2017.

APT38 has a complete arsenal of 
malwares and tools using defense 
evasion techniques and false flags 
(use of some poorly translated 
Russian language in some malwar-
es, re-useage of known malwares). 
It is possible that these malwares 
were developed by another Unit 
(such as Unit 31), these techniques 
could be used by other North 
Korean groups. Despite this arse-
nal, APT38 uses Live-of-the-Land 
tools when it is possible. They put 
an effort into discovert the targeted 
environment and maintain access 
as long as possible while staying 
undetected unitil they reach their 

Attackers group

_USED VULNERABILITIES

- CVE-2015-8651
- CVE-2016-1019
- CVE-2016-4119

_ATTACKS HAPPENED ON

> February 2014: Attack  
of the Southeast Asian bank  
Happened on: 2014-02-01  

> December 2015: Attempted 
heist at TPBank 
Happened on: 2015-12-01 

> January 2016: Multiple 
international bank heist
Happened on: 2016-01-01  

> February 2016: Bangladesh 
bank heist
Happened on: 2016-02-01

> October 2016: Watering hole 
attacks on government and 
media sites
Happened on: 2016-10-01

> May 2017: WannaCry
Happened on: 2017-05-12

> October 2017: Far Eastern 
International Bank heist
Happened on: 2017-10-01

> January 2018: Attempted heist 
at Bancomext
Happened on: 2018-01-01

> Arpil 2018: Attack on  
three Mexico banks
Happened on: 2018-04-01
 
> May 2018: Heist at Banco de Chile
Happened on: 2018-05-01
  
> June - August 2019:  
«Movie Coin» campaign focuses 
on Korean Bitcoin traders
Happened on: 2019-06-01

>TraderTraitor: North Korean 
State-Sponsored APT Targets 
Blockchain Companies
 Happened on: 2022

North Korea

NORTH AMERICA 

United States Of America 

CENTRAL AMERICA 

Mexico

SOUTH AMERICA 

Uruguay
Chile
Brazil

EASTERN EUROPE

Poland

MIDDLE EAST/ 
WESTERN ASIA

Turkey

SOUTHERN ASIA

Bangladesh

SOUTH EAST ASIA

Vietnam
Philippines
Malaysia

EASTERN ASIA

Taiwan

RUSSIA 

Russian Federation

 

2014-02-01
Attack  
of the Southeast 
Asian bank

2015-12-01
Attempted heist 
at TPBank 

2016-01-01 
Multiple 
international 
bank heist

2016-02-01
Bangladesh  
bank heist

2016-10-01
Watering hole 
attacks on 
government and 
media sites

2017-05-12
WannaCry

2017-10-01
Far Eastern 
International 
Bank heist

2018-04-01
Attack on three 
Mexico banks

2018-05-01
Heist at Banco 
de Chile

2018-01-01
Attempted heist 
at Bancomext

2019-06-01
Movie Coin» campaign 
focuses on Korean Bitcoin 
traders
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T1003 -  OS Credential Dumping
T1021.001 -  Remote Desktop Protocol
T1027 -  Obfuscated Files or Information
T1027.002 -  Software Packing
T1036 -  Masquerading
T1046 -  Network Service Scanning
T1055 -  Process Injection
T1056 -  Input Capture
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1070 -  Indicator Removal on Host
T1070.004 -  File Deletion
T1070.006 -  Timestomp
T1071 -  Application Layer Protocol
T1078 -  Valid Accounts
T1082 -  System Information Discovery
T1083 -  File and Directory Discovery
T1087 -  Account Discovery
T1090 -  Proxy
T1105 -  Ingress Tool Transfer
T1112 -  Modify Registry

T1115 -  Clipboard Data
T1123 -  Audio Capture
T1135 -  Network Share Discovery
T1140 -  Deobfuscate/Decode Files or Information
T1189 -  Drive-by Compromise
T1190 -  Exploit Public-Facing Application
T1204 -  User Execution
T1485 -  Data Destruction
T1486 -  Data Encrypted for Impact
T1518.001 -  Security Software Discovery
T1543.003 - Windows Service
T1547.001 -  Registry Run Keys / Startup Folder
T1547.010 -  Port Monitors
T1561.002 -  Disk Structure Wipe
T1565.001 -  Stored Data Manipulation
T1565.002 -  Transmitted Data Manipulation
T1565.003 -  Runtime Data Manipulation
T1566.001 -  Spearphishing Attachment
T1571 -  Non-Standard Port
T1573 -  Encrypted Channel
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Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Motivations_

Suspected origin of the attacker_

ATK120

(aka: Lyceum, Hexane)
This threat group targets 
organizations in sectors of strategic  
national importance, including 
oil and gas and possibly 
telecommunications.

_Cobalt Lyceum
_HEXANE

_Energy
AFRICA 

South Africa

MIDDLE EAST/ 
WESTERN ASIA

Kuwait

_Sabotage

_DESCRIPTION

ATK120 - LYCEUM may have been 
active as early as April 2018. Do-
main registrations suggest that a 
campaign in mid 2018 focused on 
South African targets has been 
conducted by ATK120. In May 2019, 
the threat group launched a cam-
paign against oil and gas organi-
zations in the Middle East. This 
campaign followed a sharp uptick 
in development and testing of their 
toolkit against a public multi-ven-
dor malware scanning service in 
February 2019. Its target core is 
very similar to that of the APT Xe-
notime (ATK91), and some similari-
ties can be found with Magnallium 
and Chrysene. No definitive links 
can be established. 

_USED MALWARES

- DanBot
- DanDrop

_USED TOOLS

- Decrypt-RDCMan.ps1
- Get-LAPSP.ps1
- kl.ps1

_ATTACKS HAPPENED ON

> ATK120 (Lyceum - Haxane) 
targets energy sector in South 
Africa
Happened on: 2018-04-01   
 
> ATK120 (Lyceum - Hexane) 
targets oil and gas companies  
in the Middle East.  
Happened on: 2019-08-26  
 

Attackers group

Unknown

2018-04-01
ATK120 (Lyceum - 
Haxane) targets energy 
sector in South Africa

2019-08-26 
ATK120 (Lyceum - 
Hexane) targets oil 
and gas companies in 
the Middle East. 104
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T1021.001 -  Remote Desktop Protocol
T1571 -  Non-Standart Port
T1053 -  Scheduled Task/Job
T1056 -  Input Capture
T1059.001 -  PowerShell
T1071 -  Application Layer Protocol
T1078 -  Valid Accounts
T1087 -  Account Discovery
T1110 -  Brute Force
T1140 -  Deobfuscate/Decode Files or Information
T1552.001 -  Credentials In Files
T1566.001 -  Spearphishing Attachment
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On January 22, 2020, the group 
started to target social medias ac-
count (Twitter, Facebook, Instagram) 
which combined have tens of mil-
lions of followers. they published the 
message “Hi, we’re OurMine group. 
We are here for 2 things: 1) An-
nounce that we are back 2) Show 
people that everything is hackable. 
To improve your accounts security 
contact us: contact@ourmine.org”.

_ATTACKS HAPPENED ON

> June-2016 Twitter accounts 
hack
Happened on: 2016-06-01   

> July 2016 HSBC bank DDoS 
attack
Happened on: 2016-07-01 
 
> August 2016 - Jimmy Wales 
Twitter account hack   
Happened on: 2016-08-01  
 
> October 2016 BuzzFeed hack   
Happened on: 2016-10-01  

> 21 December 2016 - NFL, 
Netflix and Marvel’s Twitter 
accounts hack    
Happened on: 2016-12-21   

> July 2017 - Pokemon Go DDoS 
attack
Happened on: 2017-07-01 
 
> July 2017 - TechCrunch Hack
Happened on: 2017-07-01  
 
> August 2017 - WikiLeaks Hack
Happened on: 2017-08-01  

> August 2017 - Game of 
Thrones Twitter account hack
Happened on: 2017-08-01
September 2017 VEVO Data 
Leak
Happened on: 2017-09-01
 
> January 2020 - OurMine is 
back hacking Twitter, Facebook 
and Instagram accounts
Happened on: 2020-01-22
 

Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Languages_

Motivations_

Suspected origin of the attacker_

ATK128

(aka: OurMine) is a hacking
group active since mid 2016 that has
been identified for being from Saudi
Arabia.
_Type of attacker: Hacktivist,  
Cyber Criminal

_OurMine

_High-Tech
_Communication
_Casino & Gaming

NORTH AMERICA 

United States Of America 

WESTERN EUROPE

United Kingdom  
Of Great Britain And Northern 
Ireland

_English

_Revenge
_Personal Satisfaction
_Financial Gain
_Dominance
_Coercion

_DESCRIPTION

ATK128 is mostly known for taking 
over Twitter accounts of high ran-
ked personnel such as CEOs of large 
cooperations and more, and Twitter 
accounts of organizations themsel-
ves. In most cases they claimed that 
they took over the account to show 
its owner its low level of security, 
while requesting them to contact the 
group directly to solve this problem. 
This shows that the group presents 
itself as a kind of a grey-hat group 
who looks for vulnerabilities and se-
curity issues in order to receive mo-
ney from the companies in which 
these issues were found. This was 
also the case with the two DDoS at-
tacks they launched against HSBC 
bank and Pokemon Go (in 2016 and 
2017 respectively), allegedly to en-
hance the level of security of those 
companies. However, even though 
OurMine tried to show themselves 
as a group that enhances cyber se-
curity of companies, some of their 
attacks were done as a revenge. For 
example, they took over a media we-
bsite after publishing an article that 
allegedly revealed the real identity of 
the threat actor behind the group, 
a teen from Saudi Arabia. Another 
example was when they leaked in-
formation of a company that did not 
contact them about security issues 
they found in its servers. Further-
more, in some cases they tried to 
brag about their capabilities when 
they were challenged to hack the 
website of WikiLeaks in 2017. Ove-
rall, the group did not launch very 
sophisticated attacks, and all the 
attacks were detected very quickly. 
Of note, since mid 2017, the group is 
not active, and their website seems 
to be under maintenance.

Attackers group

 

Saudi Arabia

2016-06-01 
Twitter 
accounts hack

2016-07-01
HSBC bank 
DDoS attack

2017-09-01
EVO Data Leak

2020-01-22 OurMine is 
back hacking Twitter, 
Facebook and Instagram 
accounts
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T1003 -  OS Credential Dumping
T1078 -  Valid Accounts
T1491 -  Defacement
T1496 -  Resource Hijacking
T1498 -  Network Denial of Service
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supported by the former US Pre-
sident. It seems that the change in 
American diplomatic line since the 
election of Donald Trump has not 
diverted Saudi Arabia from this al-
liance. This rapprochement of inte-
rests is denounced by Iran, most 
recently at the OPEC meeting in 
Vienna in July 2019. The reason 
for the tension is also economic 
as both countries are positioning 
themselves to address the Euro-
pean gas market. 

_USED MALWARES

- Agent.btz
- Carbon
- ComRAT
- Crutch
- Epic
- Gazer
- Kazuar
- KopiLuwak
- Mimikatz
- Mosquito
- Neptun
- Tinyturla
- Turla Outlook backdoor
- Uroburos

_USED TOOLS

- Arp
- Empire
- Living off the Land
- Meterpreter
- Mimikatz
- Net
- Reg
- Systeminfo
- Tasklist
- gpresult
- nbtstat
- netstat

_USED VULNERABILITIES

- CVE-2009-3129
- CVE-2012-1723

Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Motivations_

Suspected origin of the attacker_

ATK13

(aka: Turla, Uroburos, Waterbug,
Venomous Bear) is a cyber
espionage threat actor active since
at least 2008, when it breached
the US Department of Defense.
_Type of attacker: State Sponsored

_Group 88
_Hippo Team
_Iron Hunter
_KRYPTON
_MAKERSMARK
_Pacifier APT
_Pfinet
_Popeye
_SIG23
_Snake
_TAG_0530
_Turla
_Turla Group
_Turla Team
_Uroburos
_VENOMOUS Bear
_WRAITH
_Waterbug
_WhiteBear

_Research
_Political Organizations
_Military
_International Organizations
_High-Tech
_ Government  
and administration agencies

_Education
_Defence
_Aerospace

NORTH AMERICA 

United States Of America 

NORTHERN EUROPE

Finland
Netherlands

WESTERN EUROPE

Italy
France
Belgium
United Kingdom  
Of Great Britain And Northern 
Ireland
Germany

EASTERN EUROPE

Poland
Romania
Belarus

MIDDLE EAST/ 
WESTERN ASIA

Saudi Arabia
Jordan 
Iran
Iraq

CENTRAL ASIA

Uzbekistan 
Tajikistan
Kazakhstan

SOUTHERN ASIA

India

RUSSIA 

Russian Federation

 

_Espionage

_DESCRIPTION

ATK13 is a Russian-speaking group 
widely believed to be a Russian 
state-sponsored organization.

In 2015, Kaspersky described 
ATK13 as one of the “several elite 
APT groups that have been using 
— and abusing — satellite links to 
manage their operations — most 
often, their Command & Control 
(C&C) infrastructure”. Indeed, while 
APT C&C servers are regularly 
taken down by authorities, satellite 
connections hides the exact loca-
tion of the servers. Satellite-based 
Internet receivers can be located 
anywhere within the area covered 
by a satellite, and this is generally 
quite large. To do that, the attacker 
needs to pay an expensive connec-
tions  (full duplex satellite links can 
be very expensive: a simple duplex 
1Mbit up/down satellite link may 
cost up to $7000 per week) or hi-
jack the network traffic between 
the victim and the satellite opera-
tor that requires either exploitation 
of the satellite provider itself, or of 
another ISP on the way. The oldest 
sample found by Kaspersky that 
used a satellite connections has 
been compiled in November 2007.

During 2018 and 2019, ATK13 conti-
nued to target governments and 
international organizations in mul-
tiple waves of attacks and conti-
nued to improve its tools. The most 
recent attack targeted an Iranian 
APT group called OilRig.

Turla’s attack on one of Iran’s most 
successful groups combines oppor-
tunism and international interests. 
It should be recalled that since 2014 
and the annexation of the Crimea, 
Western pressures and the fall of 
the oil price have plunged Russia 
into recession. For this reason, 
Russia has moved closer to Sau-
di Arabia, whose alliance with the 
United States had weakened un-
der the Obama era in the alder 
of the Iranian nuclear agreement, 

Attackers group

- CVE-2012-4681
- CVE-2013-2729
- CVE-2013-3346
- CVE-2013-5065

_ATTACKS HAPPENED ON

> 2005 - 2014 : The Snake 
campaign
Happened on: 2005-01-01

> November 2008: 
Cyber-attack on US Defense 
Department computers
Happened on: 2008-11-21
  
> Turla has targeted government 
institutions - military - 
education - research and 
pharmaceutical companies  
in more than 45 countries
Happened on: 2011-01-08

> Governments and Defense 
contractors compromised
Happened on: 2013-01-08
 
> Turla attacks a Swiss company
Happened on: 2014-01-08
 
> Turla conducted a watering 
hole campaigns by targeting 
embassy websites
Happened on: 2014-01-08
  
> Turla used a designed Adobe 
Flash fake installer and used  
a web app hosted on Google 
Apps Script as a CnC server
Happened on: 2018-01-08 
  
> Turla attacked OilRig
Happened on: 2018-01-08
 
> 2021 since 2020 - ATK13’s new 
discreet but effective malware - 
TinyTurla
Happened on: 2020-03-28

> 2020  — Attacks on Armenian 
websites
Happened on: 2021-09-13

 

Russia

2008-11-21
Cyber-attack 
on US Defense 
Department 
computers

2005-01-01
The Snake 
campaign

2011-01-08 
Turla has targeted  
government institutions - 
military - education - research 
and pharmaceutical companies 
in more than 45 countries

2014-01-08
Turla attacks a 
Swiss company

2014-01-08
Turla conducted 
a watering hole 
campaigns by 
targeting embassy 
websites

2018-01-08
Turla used a designed 
Adobe Flash fake installer 
and used a web app 
hosted on Google Apps 
Script as a CnC server

2013-01-08
Governments 
and Defense 
contractors 
compromised

2018-01-08
Turla attacked 
OilRig

2021-09-13
Attacks on 
Armenian websites

2020-03-28
2021 since 2020 - 
ATK13’s new discreet 
but effective malware - 
TinyTurla112
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T1005 -  Data from Local System
T1007 -  System Service Discovery
T1011 -  Exfiltration Over Other Network Medium
T1012 -  Query Registry
T1016 -  System Network Configuration 

Discovery
T1016.001 -  Internet Connection Discovery
T1018 -  Remote System Discovery
T1021.002 -  SMB/Windows Admin Shares
T1025 -  Data from Removable Media
T1027 -  Obfuscated Files or Information
T1027.005 -  Indicator Removal from Tools
T1049 -  System Network Connections Discovery
T1055 -  Process Injection
T1055.001 -  Dynamic-link Library Injection
T1057 -  Process Discovery
T1059.001 -  PowerShell
T1059.003 -  Windows Command Shell
T1059.005 -  Visual Basic
T1059.006 -  Python

T1059.007 -  JavaScript
T1068 -  Exploitation for Privilege Escalation
T1069.001 -  Local Groups
T1069.002 -  Domain Groups
T1071 -  Application Layer Protocol
T1071.001 -  Web Protocols
T1071.003 -  Mail Protocols
T1078.003 -  Local Accounts
T1082 -  System Information Discovery
T1083 -  File and Directory Discovery
T1087.001 -  Local Account
T1087.002 -  Domain Account
T1090 -  Proxy
T1102 -  Web Service
T1102.002 -  Bidirectional Communication
T1105 -  Ingress Tool Transfer
T1106 -  Native API
T1110 -  Brute Force
T1112 -  Modify Registry
T1120 -  Peripheral Device Discovery

T1124 -  System Time Discovery
T1134.002 -  Create Process with Token
T1140 -  Deobfuscate/Decode Files or Information
T1189 -  Drive-by Compromise
T1201 -  Password Policy Discovery
T1204 -  User Execution
T1204.001 -  Malicious Link
T1213 -  Data from Information Repositories
T1518.001 -  Security Software Discovery
T1546.003 -  Windows Management Instrumentation Event Subscription
T1546.013 -  PowerShell Profile
T1547.001 -  Registry Run Keys / Startup Folder
T1547.004 -  Winlogon Helper DLL
T1553.006 - Code Signing Policy Modification
T1555.004 -  Windows Credential Manager
T1560.001 -  Archive via Utility

T1562.001 -  Disable or Modify Tools
T1566.001 -  Spearphishing Attachment
T1566.002 - Spearphishing Link
T1567.002 -  Exfiltration to Cloud Storage
T1570 -  Lateral Tool Transfer
T1583.006 -  Web Services
T1584.003 -  Virtual Private Server
T1584.004 -  Server
T1584.006 -  Web Services
T1587.001 -  Malware
T1588.001 -  Malware
T1588.002 -  Tool
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According to 360 Core Security, 
the group features two distinct 
branches, tracked as Golden Rat 
(ATK80) and  Pat Bear (ATK85).

_USED MALWARES

- SilverHawk

_ATTACKS HAPPENED ON

> July 2013 - Tango  
and Viber attack
Happened on: 2013-07-01
 
> End of 2013 - 2015 - 
Phishing attacks against  
the Syrian opposition
Happened on: 2013-11-01
 
> February 2014 - Changing 
Facebook’s WHOIS information
Happened on: 2014-02-01

> April 2014 - 
Reuters attack
Happened on: 2014-04-01
 
> July 2014 - BlackWorm 
campaign
Happened on: 2014-07-01
 
> November 2014 - 
British and American media  
outlets attacks
Happened on: 2014-11-01
 
> January 2015 - 
Le Monde hack
Happened on: 2015-01-01

> July 2015 US  
Army website hack
Happened on: 2015-07-01
 
> August 2015 -  
Washington Post hack
Happened on: 2015-08-01
 
> 2016 - 2018 Silverhwak 
campaign
Happened on: 2016-01-01

Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Languages_

Motivations_

Suspected origin of the attacker_

ATK132

(aka Syrian Electronic
Army) is a hacking group active
since the beginning of the Syrian
Civil War in 2011.
_Type of attacker: Cyber Terrorist

_Deadeye Jackal
_SEA
_Syria Malware Team
_Syrian Electronic Army

_Retail
_Political Organizations
_Military
_Media
_High-Tech
_ Government  
and administration agencies

_Defence
_Communication

NORTH AMERICA 

United States Of America
Canada 

WESTERN EUROPE

France
United Kingdom  
Of Great Britain And Northern 
Ireland

_English
_Arabic

_Revenge
_Organizational Gain
_Notoriety
_Ideology
_Dominance
_Coercion

_DESCRIPTION

ATK132 - (aka: Syrian Electronic 
Army) is a hacking group active 
since the beginning of the Syrian 
Civil War in 2011. The group sup-
ports the current regime of Bashar 
Al-Assad, and according to several 
reports, it is actually part of it. In 
the hight of the civil war, the group 
launched many cyber-attacks, 
usually against online platforms of 
media outlets, in order to deface 
them and spread their pro-Syrian 
regime agenda. The attacks and 
defacements were not just against 
the official websites of the media 
outlets, but also against their so-
cial media accounts and even their 
registrar. In addition, the group is 
known to use different types of 
malware, usually against groups 
and individuals that oppose Al-As-
sad’s regime. These malware are 
of various types and usually have 
advanced capabilities. In addtion, 
they usually used spear-phishing as 
their attack vector, but also other 
techniques such as watering holes. 
All of this indicates on the high pro-
fessional level of its members and 
their capabilities. Their attacks were 
occasionally launched by affiliated 
groups and hackers of the SEA, 
such as Syrian Malware team, who 
share infrastructure and personnel 
with the SEA. Of note, in recent 
years, cyber-attacks affiliated with 
the group have become more and 
more rare.
In October 2021, Facebook’s threat 
disruption team took action against 
hackers in Pakistan and Syria. They 
specifically removed 3 Syrian hac-
kers networks from the platform, 
namely the SEA (APT-C-27, aka. 
ATK132), APT-C-37 (aka. ATK85) 
and a government-backed group 
that targeted minority groups, ac-
tivists, opposition, Kurdish jour-
nalists, activists, members of the 
People’s Protection Units (YPG), 
Syria Civil Defense and the White 
Helmets. Note: SEA’s activity was 
linked by Facebook to Syria’s Air 
Force Intelligence in their latest 
campaign.

Syria

Attackers group

2013-07-01
Tango and  
Viber attack

2013-11-01
Phishing attacks 
against the Syrian 
opposition

2014-02-01
Changing Facebook’s 
WHOIS information

2014-04-01
Reuters attack

2014-07-01
BlackWorm 
campaign

2014-11-01
British and 
American media 
outlets attacks

2015-01-01
Le Monde hack

2015-07-01
US Army 
website hack

2015-08-01
Washington 
Post hack

2016-01-01
Silverhwak campaign

116

2013 2014 20162015

Cyber Threat Handbook | 117



Cyber Threat Handbook | 119118

Attackers group

T1018 -  Remote System Discovery
T1021 -  Remote Services
T1072 -  Software Deployment Tools
T1095 -  Non-Application Layer Protocol
T1112 -  Modify Registry
T1123 -  Audio Capture
T1176 -  Browser Extensions
T1189 -  Drive-by Compromise
T1489 -  Service Stop
T1498 -  Network Denial of Service
T1505.003 - Web Shell
T1548.002 - Bypass User Account Control
T1562.001 -  Disable ora Modify Tools
T1566.001 -  Spearphishing Attachment
T1566.002 -  Spearphishing Link

118
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attacks by this group for almost 
two years, it is worth noting that 
members of the group may have 
reoriented themselves to new ope-
rations in other terrorist groups fol-
lowing the movements of ISIS.

_USED TOOLS

- Ancalog Exploit Builder
- Caliphate Cannon
- Multy BruteForce Facebook
- Telegram
- WhatsApp

_ATTACKS HAPPENED ON

> January 2015 The Albuquerque 
Journal and Maryland’s WBOC 
Hacking
Happened on: 2015-01-01
 
> January 2015 - Malaysia 
Airlines Website Attack
Happened on: 2015-01-01
 
> February 2015 - Newsweek 
magazine Twitter account 
hijacked
Happened on: 2015-02-01
 
> September 2015 - UK 
Government Email Hacking
Happened on: 2015-09-01

> April 2016 - Australian 
Websites Hacking
Happened on: 2016-04-01
 
> April 2017 - 8K Kill List 
Release
Happened on: 2017-04-01
 
> October 2018 - ISIS Launch 
Cracking Software
Happened on : 2018-10-01

Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Motivations_
Suspected origin of the attacker_

ATK133

Member of the United Cyber Ca-
liphate (UCC) or Islamic State 
Hacking Division, the name of an 
umbrella for several hacking groups 
working for the Islamic State of Iraq 
and Levant (ISIS or ISIL) terrorist 
organization.
_Type of attacker: Cyber Terrorist

_UCC
_United Cyber Caliphate

_Political Organizations
_Naval
_Military
_Media
_ Government  
and administration agencies

_Education
_Defence
_Aviation

NORTH AMERICA 

United States Of America 

WESTERN EUROPE

France
United Kingdom  
Of Great Britain And Northern 
Ireland

AFRICA

Egypt
 

SOUTH EAST ASIA

Malaysia

OCEANIA

Australia

_Revenge
_Organizational Gain
_Notoriety

Worldwide

Attackers group

_DESCRIPTION

ATK133 - The organization emerged 
in April 2016. Mostly known for its 
campaign against US military and 
governmental personal.

On April 4, 2016, the Cyber Cali-
phate Army (CCA), the principal 
ISIS hacking unit, and other pro-
ISIS groups like the Sons Cali-
phate Army (SCA) and Kalacnikov.
TN (KTN) merged and formed The 
United Cyber Caliphate (UCC). 
UCC groups include the: - Cyber 
Caliphate, or Cyber Caliphate Army 
(CCA) was established shortly af-
ter the establishment of the Isla-
mic State. The Key person behind 
the group was Junaid Hussain (Abu 
Hussain al Britani), or TriCK.

The most important cyber-terrorist 
attack of the CCA occurred on Ja-
nuary 2015 when the Twitter and 
YouTube accounts of U.S Central 
Command and later on the Twitter 
accounts of the magazine News-
week were hacked. The Sons Cali-
phate Army (SCA) was established 
in 2016, as a sub group of Cyber 
Caliphate.

Mostly known for disrupting social 
media traffic on Facebook and Twit-
ter. SCA Claimed to have hacked 
10,000 Facebook accounts, more 
than 150 Facebook groups and over 
5,000 Twitter profiles. Kalashnikov 
E-Security Team was established in 
2016. This group is focused on tech 
security advisory for ISIS Jihadists. 
It also uploaded ISIS-related jihadi 
literature, sharing posts from cyber 
jihadi groups, reporting successful 
attacks on websites and Facebook 
pages and publishing various web-
hacking techniques. Gradually, the 
hackers started to conduct or as-
sist in defacing hacks.
Although we have not seen any 

Languages_
_English
_Arabic

2015-01-01
The Albuquerque Journal 
and Maryland’s WBOC 
Hacking

2015-01-01
Malaysia Airlines 
Website Attack

2015-02-01
Newsweek magazine 
Twitter account 
hijacked

2015-09-01
UK Government Email 
Hacking

2016-04-01
Australian Websites 
Hacking

2017-04-01 
8K Kill List Release

2018-10-01
ISIS Launch Cracking 
Software
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T1003 -  OS Credential Dumping
T1072 -  Software Deployment Tools
T1110 -  Brute Force
T1114 -  Email Collection
T1491 -  Defacement
T1499 -  Endpoint Denial of Service
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_DESCRIPTION

ATK14 - (aka BlackEnergy, Sand-
worm) is a group of attackers of 
Russian origin, active since at least 
2008. This attacker is extremely 
active and skilled, and is well known 
for the BlackEnergy campaign as 
well as the NotPetya campaign. 
This group appears to correspond 
to unit 74455 (Main Center for 
Special Technologies).
In early 2022, the group appears 
to be responsible for the attack at-
tempt against a Ukrainian energy 
provider using Industroyer2.

ORIGINS OF THE GROUP
The malware BlackEnergy is a 
malware, allegedly created in 2006-
2007. This malware was used to 
launch DDoS attacks against ma-
chines. It was used against Geor-
gia and Estonia in large campaigns, 
taking down governmental and 
banking websites. The attacker re-
portedly sold the source code for 
$700. Several actors did use this 
malware, continuing DDoS attacks 
against Georgia. Around 2014, a 
group created SCADA and ICS plu-
gins for BlackEnergy, in order to 
target manufacturing and the en-
ergy sector worldwide. This is the 
group named ATK14.

_ORIGINS OF THE GROUP

The malware BlackEnergy is a 
malware, allegedly created in 
2006-2007. This malware was 
used to launch DDoS attacks 
against machines. It was used 
against Georgia and Estonia in 
large campaigns, taking down 
governmental and banking we-
bsites. The attacker reportedly 

Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Motivations_

ATK14

(aka: BlackEnergy, Sandworm)
is an attacker group of Russian
origins, active since at least
2008.

_Black Energy
_BlackEnergy
_ELECTRUM
_GreyEnergy
_Iron Viking
_Quedagh
_Sandworm
_Sandworm Team
_TEMP.Noble
_TeleBots
_Voodoo Bear

_Transportation
_Media
_ Government  
and administration agencies

_Energy

WESTERN EUROPE

France

EASTERN EUROPE

Estonia
Ukraine
Poland

MIDDLE EAST/ 
WESTERN ASIA

Georgia

RUSSIA 

Russian Federation

_Sabotage
_Espionage

Attackers group

sold the source code for $700. 
Several actors did use this malware, 
continuing DDoS attacks against 
Georgia. Around 2014, a group 
created SCADA and ICS plugins for 
BlackEnergy, in order to target ma-
nufacturing and the energy sector 
worldwide. This is the group named 
ATK14.

_USED MALWARES

- BCS-Server
- BlackEnergy
- GCat
- GreyEnergy
- Mimikatz
- Potao
- Telebot
- WSO
- c99shell

_USED TOOLS

- 3proxy
- Dante
- Dropbear SSH
- Living off the Land
- Nmap
- Plink
- PsExec

_USED VULNERABILITIES

- CVE-2010-3333
- CVE-2014-1761
- CVE-2017-0143
- CVE-2017-0144
- CVE-2017-0146
- CVE-2017-0147

Suspected origin of the attacker_
Russia

_ATTACKS HAPPENED ON

> 2011 - 2015 Operation Potao
Happened on: 2011-01-01

> 2013 - 2014: BlackEnergy Lite
Happened on: 2013-01-01

> 2015: Evolution of BlackEnergy 
- KillDisk
Happened on: 2015-01-01
 
> December 2015:  
Power outage in Ukraine
Happened on: 2015-12-23

> 2016: Continuing interest  
in energy and renewal of the 
group arsenal
Happened on: 2016-01-01

> December 2016: Second attack 
against Ukraine power grid
Happened on: 2016-12-17

> June 2017: NotPetya outbreak
Happened on: 2017-06-27

> October 2017: BadRabbit
Happened on: 2017-10-01
 
> October 2018: GreyEnergy
Happened on: 2018-10-01

> 2018 - 2019: Continuation  
of campains and links with other 
groups
Happened on: 2018-11-01
 
> 2021 March - Attacks 
impacting some Centreon 
facilities in France
Happened on: 2021-03-03

> 2021 July - Ukrainian 
government phishing attack 
spreads to Georgia
Happened on: 2021-07-15

2011-01-01
Operation 
Potao

2013-01-01
BlackEnergy 
Lite

2015-01-01
Evolution of 
BlackEnergy - 
KillDisk

2015-12-23
Power outage 
in Ukraine

2016-01-01
Continuing interest 
in energy and 
renewal of the group 
arsenal

2016-12-17
Second 
attack against 
Ukraine power 
grid

2017-06-27
NotPetya 
outbreak

2017-10-01
BadRabbit

2018-10-01
GreyEnergy

2018-11-01
Continuation of 
campains and 
links with other 
groups

2021-03-03
Attacks impacting 
some Centreon 
facilities in France

2021-07-15
Ukrainian government 
phishing attack spreads  
to Georgia
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T1008 -  Fallback Channels
T1016 -  System Network Configuration Discovery
T1020 -  Automated Exfiltration
T1021.002 -  SMB/Windows Admin Shares
T1571 -  Non-Standart Port
T1046 -  Network Service Scanning
T1047 -  Windows Management Instrumentation
T1049 -  System Network Connections Discovery
T1055 -  Process Injection
T1056 -  Input Capture
T1057 -  Process Discovery
T1070 - Indicator Removal on Host
T1071 -  Application Layer Protocol
T1082 -  System Information Discovery
T1083 -  File and Directory Discovery
T1087 -  Account Discovery
T1113 -  Screen Capture
T1119 -  Automated Collection
T1120 -  Peripheral Device Discovery
T1195 -  Supply Chain Compromise

T1203 -  Exploitation for Client Execution
T1485 -  Data Destruction
T1486 -  Data Encrypted for Impact
T1495 -  Firmware Corruption
T1498 -  Network Denial of Service
T1499 -  Endpoint Denial of Service
T1542.003 -  Bootkit
T1543.003 - Windows Service
T1547.001 -  Registry Run Keys / Startup Folder
T1547.009 -  Shortcut Modification
T1548.002 -  Bypass User Account Control
T1552.001 -  Credentials In Files
T1552.004 -  Private Keys
T1561.001 -  Disk Content Wipe
T1561.002 -  Disk Structure Wipe
T1566.001 -  Spearphishing Attachment
T1566.002 -  Spearphishing Link
T1573 -  Encrypted Channel
T1574.010 -  Services File Permissions Weakness
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_DESCRIPTION

ATK15 - The group has a preference 
for leveraging strategic web com-
promise (SWC) and scan-and-ex-
ploit techniques to compromise tar-
get systems.
The cyber-spies also used proprie-
tary remote access tools in at-
tacks observed since 2016, inclu-
ding SysUpdate and HyperBro. A 
multi-stage malware, SysUpdate is 
used exclusively by the group, being 
delivered via multiple methods, in-
cluding malicious Word documents 
leveraging Dynamic Data Exchange 
(DDE), manual deployment via sto-
len credentials, or via a redirect 
from a strategic web compromise 
(SWC).
Access to government resources 
are abused to conduct their cam-
paign attacks. The tools HyperBro 
and shikata_ga_nai compressor 
have been used in their recent cam-
paigns. This group is known for their 
strategic web compromises, relying 
on whitelist to deliver payloads. The 
group also has tendency to compro-
mise Microsoft exchange servers.

_MALWARE & TOOLS

Tools used by multiple threat groups:
- PlugX
- HttpBrowser
- ChinaChopper web shell
- Hunter
- Wrapikatz
Tools that appear to be exclusive 
to ATK15:
- OwaAuth web shell
- ASPXTool
- Rcmd
Publicly available tools:
-  Windows Credential Editor (WCE): 
obtains passwords from memory

- gsecdump: obtains passwords from 
memory

Threat Actor_

Alias_

Targeted Sectors_

Motivations_

ATK15

(Aka Emissary Panda) is a
cyber espionage group active since
at least 2009 (first spearphishing
spotted by TrendMicro on November
25, 2009), likely based in the Republic 
of China.

_APT 27
_APT27
_Bronze Union
_Emissary Panda
_Group 35
_HIPPOTeam
_Iron Tiger
_Iron Tiger APT
_Lucky Mouse
_LuckyMouse
_Operation Iron Tiger
_TEMP.Hippo
_TG-3390
_Threat Group 3390
_Threat Group-3390
_ZipToken

_Political Organizations
_Naval
_Manufacturing
_High-Tech
_ Government  
and administration agencies

_Education
_Defence
_Communication
_Aerospace

_Espionage

Attackers group

-  winrar compresses data for exfil-
tration

- Nbtscan: scans NetBIOS name 
servers
-  Netview: host-enumeration tool 
that presents details about IP 
addresses, network shares, remote 
sessions, and logged-on users

-  Kekeo: toolset to manipulate the 
Kerberos authentication protocol

- Metasploit
- BeEF

_USED MALWARES

- ASPXSpy
- Antak
- HTTPBrowser
- OwaAuth
- ZXShell

_USED TOOLS

- Living off the Land
- Windows Credential Editor
- gsecdump

_USED VULNERABILITIES

- CVE-2017-11882

_ATTACKS HAPPENED ON

> APT27 Spear Phishing
Happened on: 2009-11-25
 
> Iron Tiger operation
Happened on: 2010-08-08
 
> APT27 Spear Phishing with 
corrupted documents related  
to Taiwan
Happened on: 2013-04-23

> New spear phishing campaign 
from APT27
Happened on: 2014-05-09
Spear-phishing on 
telecommunication  
an technology companies
Happened on: 2014-09-05

> APT27 conducted a strategic 
web compromise (SWC)
Happened on: 2016-01-08

> Operation PZChao
Happened on: 2017-01-08

> APT27 targets a national data 
center in the Central Asia
Happened on: 2017-10-08
 
> ATK15 (UNC215) espionage 
campaign against Israeli 
companies
Happened on: 2019-01-01

Suspected origin of the attacker_
China

NORTH AMERICA 

United States Of America 

WESTERN EUROPE

United Kingdom  
Of Great Britain And Northern 
Ireland
Spain

MIDDLE EAST/ 
WESTERN ASIA

Turkey

SOUTH EAST ASIA

Philippines

EASTERN ASIA

China
Hong-Kong

Targeted Areas_

2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

2009-11-25
APT27 Spear 
Phishing

2013-04-23 
Spear Phishing with 
corrupted documents 
related to Taiwan

2014-05-09 
New spear 
phishing 
campaign from 
APT27

2014-09-05 
Spear-phishing on 
telecommunication an 
technology companies

2010-08-08
Iron Tiger operation

2016-01-08
APT27 conducted 
a strategic web 
compromise (SWC)

2017-01-08
Operation 
PZChao

2017-10-08
APT27 targets a 
national data center  
in the Central Asia

2019-01-01
ATK15 (UNC215) espionage 
campaign against Israeli 
companies
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T1003 -  OS Credential Dumping
T1003.001 -  LSASS Memory
T1003.002 - Security Account Manager
T1003.004 - LSA Secrets
T1005 -  Data from Local System
T1012 -  Query Registry
T1016 -  System Network Configuration 

Discovery
T1018 -  Remote System Discovery
T1021.006 - Windows Remote Management
T1027 -  Obfuscated Files or Information
T1030 -  Data Transfer Size Limits
T1571 -  Non-Standart Portt
T1046 -  Network Service Scanning
T1047 -  Windows Management Instrumentation
T1049 -  System Network Connections Discovery

T1053 -  Scheduled Task/Job
T1053.002 -  At (Windows)
T1055 -  Process Injection
T1055.012 -  Process Hollowing
T1056 -  Input Capture
T1056.001 -  Keylogging
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1059.003 -  Windows Command Shell
T1068 -  Exploitation for Privilege Escalation
T1070.004 - File Deletion
T1070.005 - Network Share Connection Removal
T1071 -  Application Layer Protocol
T1071.001 -  Web Protocols
T1074 -  Data Staged
T1074.001 -  Local Data Staging

T1074.002 -  Remote Data Staging
T1078 -  Valid Accounts
T1087 -  Account Discovery
T1087.001 -  Local Account
T1105 -  Ingress Tool Transfer
T1136 -  Create Account
T1112 -  Modify Registry
T1119 -  Automated Collection
T1133 -  External Remote Services
T1140 -  Deobfuscate/Decode Files or Information
T1189 -  Drive-by Compromise
T1210 -  Exploitation of Remote Services
T1505.003 - Web Shell
T1543.003 - Windows Service
T1547.001 -  Registry Run Keys / Startup Folder
T1547.009 -  Shortcut Modification

T1548.002 -  Bypass User Account Control
T1560 -  Archive Collected Data
T1560.002 - Archive via Library
T1562.001 -  Disable or Modify Tools
T1562.002 -  Disable Windows Event Logging
T1574.001 -  DLL Search Order Hijacking
T1574.002 -  DLL Side-Loading
T1588.002 -  Tool
T1608.002 -  Upload Tool
T1608.004 - Drive-by Target
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Threat Actor_

Alias_

Targeted Sectors_

Motivations_

ATK168

(aka Pinchy Spider by Crowdstrike, 
Sodinokibi, Revil Ramsomware Gang 
or Gold Southfield by Mitre Att&ck) is 
motivated by financial gains.
_Type of attacker: Cyber Criminal

_PINCHY SPIDER
_REvil Ransomware Gang

_Telecommunication
_Pharmacy 
_Drug manufacturing
_High-Tech
_ Computers  
and software development

_Financial Gain

Attackers group

_DESCRIPTION

ATK168 - The group behind the 
GandCrab ransomware was sel-
ling access for use in a program 
partnership with a limited number 
of accounts. In May 2019, the group 
announced their retirement, which 
coincided with the first appearance 
of Revil / Sodinokibi in April of the 
same year.

Revil is a Ransomware as a ser-
vice  ; (RaaS). In 2020, it is the 
ransomware most often involved 
in attacks. These not only consist 
of encrypting the data that the vic-
tim can only recover for a ransom, 
but in addition, the cybercriminals 
blackmail the distribution of this 
data.

The main infection vector is a 
phishing email that invites you to 
download a compressed file, but 
other techniques have been used 
(such as in June 2021 a software 
vulnerability of the company Ka-
seya). Several elements indicate a 
Russian origin of this malware: the 
program is instructed to suspend 
its activity if it detects that the sys-
tem language is Russian, and it is 
for sale on Russian-speaking fo-
rums.

On 13 July 2021, REvil websites and 
other infrastructure vanished from 
the internet.

This group has been the source of 
tensions between the newly elected 
US President Joe Biden and Vladi-
mir Putin, following the numerous 
attacks suffered by the US from 
Russia. Following the closure of the 
group’s infrastructure, senior offi-
cials do not rule out the possibility 
that the Russian government put 
pressure on the group.

NORTH AMERICA 

United States Of America 

WESTERN EUROPE

France

SOUTH EAST ASIA

Taiwan

Targeted Areas_
_USED MALWARES

- GandCrab
- Sodinokibi

_USED VULNERABILITIES

- CVE-2019-11510

_ATTACKS HAPPENED ON

> Continuous campaign using  
the Sodinokibi ransomware 
espionage campaign against 
Israeli companies
Happened on: 2020-04-01

2020-04-01
Continuous campaign using the 
Sodinokibi ransomwareespionage 
campaign against Israeli 
companies132

2020
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Attackers group
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T1027 -  Obfuscated Files or Information
T1059.001 -  PowerShell
T1113 -  Screen Capture
T1133 -  External Remote Services
T1190 -  Exploit Public-Facing Application
T1195.002 -  Compromise Software Supply Chain
T1199 -  Trusted Relationship
T1219 -  Remote Access Software
T1566 -  Phishing
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Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Motivations_

Suspected origin of the attacker_

ATK17

(aka: APT32, SeaLotus,
OceanLotus, APT-C-00) is a  
Vietnamese group that leverages  
a nearly continuous espionage campaign
against various but well-defined
targets while maintaining a developed
arsenal of tools.
_Type of attacker: State Sponsored

_APT 32
_APT-32
_APT-C-00
_APT32
_Cobalt Kitty
_Ocean Buffalo
_Ocean Lotus
_OceanLotus
_OceanLotus Group
_POND LOACH
_Sea Lotus
_SeaLotus
_SectorF01
_TIN WOODLAWN

_Transportation
_Research
_Naval
_Military
_Media
_Manufacturing
_Legal Services
_International Organizations
_High-Tech
_ Government  
and administration agencies

_ Financial Services
_ Education
_ Dissidents
_ Defence
_ Communication

NORTH AMERICA 

United States Of America 

WESTERN EUROPE

Germany

SOUTH EAST ASIA

Vietnam
Philippines

EASTERN ASIA

China 

OCEANIA

Australia

_Espionage

Vietnam

Attackers group

_DESCRIPTION

ATK17 - This group is known for 
the diversity of the lures that it 
uses in order to target its victims. 
ATK17 is targeting foreign corpo-
rations with a vested interest in 
Vietnam manufacturing, consumer 
products, and hospitality sectors. 
Furthermore, there are indications 
that ATK17 actors are targeting pe-
ripheral network security and tech-
nology infrastructure corporations. 
Furthermore to focused targeting 
of the private sector with ties to 
Vietnam, ATK17 has also targeted 
foreign governments, as well as 
Vietnamese dissidents and journa-
lists since at least 2013. For ins-
tance, in 2017, social engineering 
content in lures used by the actor 
provided evidence that they were 
likely used to target members of 
the Vietnam diaspora in Australia 
as well as government employees 
in the Philippines.

It is an active group, with diverse 
tools on multiple platforms (Win-
dows and MacOS). This group is 
dangerous because of its unusual 
adaptablability even when discove-
red and has used multiple CVEs in 
order to reach its goals.

_USED MALWARES

- Custom ATK17 netcat
- Denis
- Goopy
- Horsum
- JEShell
- KOMPROGO
- METALJACK
- MacOS Trojan
- PHOREAL
- ROLAND
- Rizzo
- SOUNDBITE
- Unnamed Outlook Backdoor
- WINDSHIELD
- rastls

_USED TOOLS

- CamCapture Plugin
- Cobalt Strike
- Custom IP check tool
-  Customized Outlook Creden-

tials Dumper
-  Customized Windows Creden-

tials Dumper
- Don’t-Kill-My-Cat
- GetPassword_x64
- HookPasswordChange
- KerrDown
- Mimikatz
- PowerShell
- Remy
- Splinter

_USED VULNERABILITIES

- CVE-2016-7255
- CVE-2017-0144
- CVE-2017-11882
- CVE-2018-20250
- CVE-2020-0688

_ATTACKS HAPPENED ON

> 2010: First mention 
of APT32
Happened at: 2010-01-09
 
> 2013 - 2014 Evolution of the 
group to an Advanced Persistent 
Threat (APT) group.
Happened at: 2013-09-09

> 2014-2017: Widening  
of APT32’s scope.
Happened at: 2014-01-09

> 2014: APT32 targets 
manufacturing sector  
in Germany
Happened on: 2014-08-29
 
> 2014: APT32 targets dissidents 
in Vietnamese Southeast Asian 
diaspora
Happened on: 2014-08-29

> 2014: APT32 targets Network 
Security in Vietnam
Happened on: 2014-08-29

> 2015: APT32 targets China
Happened on: 2015-08-29

> 2015: APT32 targets 
Vietnamese media
Happened on: 2015-08-29

> 2016 - 2017: New techniques  
for selecting APT32 victims.

Happened at: 2016-01-09
 
> 2016: APT32 targets consumer 
products sector in Philippines
Happened on: 2016-08-29
 
> 2016: APT32 targets IT sector 
in Philippines
Happened on: 2016-08-29

> 2016: APT32 targets consumer 
products sector in the USA
Happened on: 2016-08-29

> 2016: APT32 targets banking 
sector of Vietnam
Happened on: 2016-08-29
 
> 2016: APT32 targets media 
sector of Vietnam
Happened on: 2016-08-29

> 2017 - Operation  
Cobalt Kitty
Happened on: 2017-01-01

> 2017: APT32 targets dissidents 
in Vietnamese Australian 
diaspora
Happened on: 2017-08-29
 
> 2017: APT32 targets 
government employees  
of Philippines
Happened on: 2017-08-29

 > 2018 - APT32 changes  
its delivery method.
Happened at: 2018-01-09

> 2019 - Massive campaign  
in the Indochinese Peninsula
Happened at: 2018-01-09

> 2019 - OceanLotus Campaigns 
against car manufacturers
Happened on: 2019-03-24

2019 202020182014 2015 2016 2017

2018-01-09
Massive campaign 
in the Indochinese 
Peninsula

2019-03-24
OceanLotus 
Campaigns against 
car manufacturers

2020-01-01
ATK17 campaigns against 
Wuhan and the Chinese 
Ministry of Emergency 
Management

2020-06-01
New APT32 attack campaign’s 
in the aim to target Cambodian 
Government

2014-08-29
APT32 targets 
manufacturing sector 
in Germany

2014-08-29
APT32 targets 
Network Security 
in Vietnam

2015-08-29
APT32 targets China

2016-08-29
APT32 targets 
consumer products 
sector in the USA
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> 2020 - ATK17 campaigns 
against Wuhan and the 
Chinese Ministry of Emergency 
Management
Happened on: 2020-01-01

> 2020 - New APT32 attack 
campaign’s in the aim to target 
Cambodian Government
Happened on: 2020-06-01

T1001 -  Data Obfuscation
T1003 -  OS Credential Dumping
T1003.001 -  LSASS Memory
T1005 -  Data from Local System
T1007 -  System Service Discovery
T1008 -  Fallback Channels
T1012 -  Query Registry
T1016 -  System Network Configuration Discovery
T1018 -  Remote System Discovery
T1021 -  Remote Services
T1021.002 -  SMB/Windows Admin Shares
T1027 -  Obfuscated Files or Information
T1027.001 -  Binary Padding
T1033 -  System Owner/User Discovery
T1036 -  Masquerading
T1036.003 - Rename System Utilities
T1036.004 - Masquerade Task or Service
T1036.005 - Match Legitimate Name or Location
T1040 -  Network Sniffing
T1041 -  Exfiltration Over C2 Channel
T1046 -  Network Service Scanning
T1047 -  Windows Management Instrumentation
T1048 -  Exfiltration Over Alternative Protocol
T1048.003 - Exfiltration Over Unencrypted/Obfuscated Non-C2 Protocol
T1049 -  System Network Connections Discovery
T1053.005 - Scheduled Task
T1055 -  Process Injection
T1056 -  Input Capture
T1056.001 -  Keylogging
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1059.003 -  Windows Command Shell
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T1059.005 -  Visual Basic
T1059.007 - JavaScript
T1068 -  Exploitation for Privilege Escalation
T1069 -  Permission Groups Discovery
T1070 -  Indicator Removal on Host
T1070.001 -  Clear Windows Event Logs
T1070.004 -  File Deletion
T1070.006 -  Timestomp
T1071.001 -  Web Protocols
T1071.003 -  Mail Protocols
T1072 -  Software Deployment Tools
T1078 -  Valid Accounts
T1082 -  System Information Discovery
T1083 -  File and Directory Discovery
T1087 -  Account Discovery
T1087.001 -  Local Account
T1102 -  Web Service
T1104 -  Multi-Stage Channels
T1105 -  Ingress Tool Transfer
T1136 -  Redundant Access
T1110 -  Brute Force
T1112 -  Modify Registry
T1113 -  Screen Capture
T1119 -  Automated Collection
T1132 -  Data Encoding
T1133 -  External Remote Services
T1135 -  Network Share Discovery
T1137 -  Office Application Startup
T1140 -  Deobfuscate/Decode Files or Information
T1185 -  Man in the Browser
T1189 -  Drive-by Compromise
T1190 -  Exploit Public-Facing Application
T1201 -  Password Policy Discovery

T1203 -  Exploitation for Client Execution
T1204 -  User Execution
T1210 -  Exploitation of Remote Services
T1216 -  Signed Script Proxy Execution
T1216.001 -  PubPrn
T1218.005 -  Mshta
T1218.010 -  Regsvr32
T1218.011 -  Rundll32
T1221 -  Template Injection
T1497 -  Virtualization/Sandbox Evasion
T1505.003 - Web Shell
T1543.003 -  Windows Service
T1547.001 -  Registry Run Keys / Startup Folder
T1560 -  Archive Collected Data
T1564.001 -  Hidden Files and Directories
T1564.003 -  Hidden Window
T1564.004 -  NTFS File Attributes
T1566.001 -  Spearphishing Attachment
T1566.002 -  Spearphishing Link
T1570 -  Lateral Tool Transfer
T1571 -  Non-Standard Port
T1574.002 -  DLL Side-Loading
T1583.001 -  Domains
T1583.006 - Web Services
T1585.001 -  Social Media Accounts
T1588.002 -  Tool
T1589 -  Gather Victim Identity Information
T1589.002 -  Email Addresses
T1598.003 -  Spearphishing Link
T1608.001 -  Upload Malware
T1608.004 -  Drive-by Target

138

_MITRE ATT&CK® TECHNIQUES  
USED BY THIS ATTACKERS GROUP 

_CYBER ATTACK PHASES
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king into some of the best-pro-
tected organizations in the world. 
With a zero-day attack already un-
der their belt in 2013, they continue 
to operate at the leading edge of 
targeted attacks.

Between January and March 
2020, APT41 launched a large scan 
attempting to exploit vulnerabili-
ties in Citrix NetScaler/ADC, Cisco 
routers, and Zoho ManageEngine 
Desktop Central on a large number 
of companies in many sectors and 
countries. During these exploitation 
attempt, APT41 only used publi-
cly available malware such as Co-
balt Strike and Meterpreter. These 
tools were propably used as recon-
naissance step before useing more 
advanced custom malwares. This 
campaign shows that the group is 
ressourceful and can quickly leve-
rage newly disclosed vulnerabilities.

_USED MALWARES

- BLACKCOFFEE
- Briba
- CrossWark
- Darkmoon
- Derusbi
- Hydraq
- Linfo
- Naid
- Nerex
- Pasam
- PoisonIvy
- Vasport
- Wiarp
- ZXShell
- gh0st RAT
- StealthVector
- StealthMutant
- ScrambleCross

_USED TOOLS

- Living off the Land
- Meterpreter

Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Motivations_

Suspected origin of the attacker_

ATK2

(aka: Aurora Panda) group
has been in operation since at least
2009 and is most likely a professional
organization that offers a “hackers
for hire” service.
_Type of attacker: State Sponsored

_APT 17
_APT 41
_APT17
_APT41
_Aurora Panda
_Axiom
_BRONZE ATLAS
_ BRONZE  
EXPORT

_Barium
_Blackfly
_Deputy Dog
_DeputyDog
_Dogfish
_Group 72
_Group 8
_Group72
_Hidden Lynx

_Transportation
_Media
_Manufacturing / industry
_High-Tech
_Healthcare
_ Government  
and administration agencies

_Financial Services
_Education
_Defence
_Aerospace

NORTH AMERICA 

United States Of America
Canada 

WESTERN EUROPE

France
United Kingdom  
Of Great Britain And Northern 
Ireland
Germany

SOUTHERN ASIA

India

SOUTH EAST ASIA

Singapore

EASTERN ASIA

Taiwan
Korea
Japan
Hong-Kong
China

RUSSIA 

Russian Federation

OCEANIA 

Australia

 

_Espionage

_DESCRIPTION

ATK2 - They have the capability 
to attack many organizations with 
concurrently running campaigns. 
They operate efficiently and move 
quickly and methodically. Based 
on these factors, the group would 
need to be a sizeable organization 
made up of between 50 and 100 
individuals.

The members of this group are ex-
perts at breaching systems. They 
engage in a two-pronged strategy 
of mass exploitation and pay-to-or-
der targeted attacks for intellectual 
property using two Trojans de-
signed specifically for each purpose:

_Team Moudoor distributes 
Backdoor. Moudoor, a customized 
version of “Gh0st RAT”, for large-
scale campaigns across several in-
dustries. The distribution of Mou-
door requires a sizeable number of 
people to both breach targets and 
retrieve the information from the 
compromised networks.
_Team Naid distributes Trojan.
Naid, the Trojan found during the 
Bit9 incident, which appears to be 
reserved for more limited attacks 
against high value targets. This Tro-
jan was leveraged for a special ope-
ration during the VOHO campaign 
and is probably used by a specific 
team of highly skilled attackers wit-
hin the group. This Trojan was also 
found as part of “Operation Aurora” 
in 2009.

Much of the attack infrastructure 
and tools used during these cam-
paigns originate from network in-
frastructure in China. The ATK2 
group makes regular use of ze-
ro-day exploits and has the ability 
to rework and customize exploits 
quickly. They are methodical in their 
approach and they display a skillset 
far in advance of some other attack 
groups also operating in that re-
gion, such as the Comment Crew 
(also known as APT1). The ATK2 
group is an advanced persistent 
threat that has been in operation 
for at least four years and is brea-

Attackers group

_USED VULNERABILITIES

- CVE-2010-0249
- CVE-2011-0609
- CVE-2011-0611
- CVE-2011-2110
- CVE-2012-0779
- CVE-2012-1535
- CVE-2012-1875
- CVE-2012-1889
- CVE-2012-4792
- CVE-2013-1347
- CVE-2013-1493
- CVE-2013-3893
- CVE-2014-0322
- CVE-2018-0802

_ATTACKS HAPPENED ON

> June to December 2009 -  
Operation Aurora
Happened on: 2010-01-01

> November 2011 - EASYUPDATE 
campaign
Happened on: 2011-11-02

> June to July 2012 - VOHO  
Campaign
Happened on: 2012-06-02

> February to March 2013 
- FINSHO Campaign
Happened on: 2013-02-02

> May 2013 - Sunshop 
Campaign
Happened on: 2013-05-02

> August 2013 - Operation 
DeputyDog
Happened on: 2013-08-01
 
> November 2013 - Operation 
Ephemeral Hydra
Happened on: 2013-11-01
 
> Beginning of 2014 -  
Campaign against French 
Aerospace targets
Happened on: 2014-02-25
 
> 2016 - 9002 Campaign
Happened on: 2016-10-02

China

_Lead
_Ragebeast
_Suckfly
_Tailgater
_ Tailgater 
Team

_ Wicked  
Panda

_ Wicked 
Spider

_WinNTI
_ Winnti 
Group

_ Winnti 
Umbrella

2010 2011 2012 2013 2014 2015 2016 2017

2010-01-01
Operation Aurora

2011-11-02 
EASYUPDATE 
campaign

2013-08-01
Operation 
DeputyDog

2013-11-01
Operation 
Ephemeral Hydra

2013-02-02
FINSHO 
Campaign

2013-05-02
Sunshop 
Campaign

2012-06-02
VOHO  
Campaign

2014-02-25
Campaign against 
French Aerospace 
targets

2016-10-02 
9002 Campaign

2017-10-02 
RAT Cook Operation
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T1001 -  Data Obfuscation
T1003 -  OS Credential Dumping
T1014 -  Rootkit
T1021.001 -  Remote Desktop Protocol
T1571-  Non-Standard Port
T1057 -  Process Discovery
T1071 -  Application Layer Protocol
T1095 -  Non-Application Layer Protocol
T1132 -  Data Encoding
T1140 -  Deobfuscate/Decode Files or Information
T1189 -  Drive-by Compromise
T1190 -  Exploit Public-Facing Application
T1195 -  Supply Chain Compromise
T1546.008 -  Accessibility Features
T1547.001 -  Registry Run Keys / Startup Folder
T1553.002 - Code Signing
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ACCESS
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_MITRE ATT&CK® TECHNIQUES  
USED BY THIS ATTACKERS GROUP 

_CYBER ATTACK PHASES

> 2017 - RAT Cook Operation
Happened on: 2017-10-02

> Phishing campaign
The campaign took place between 
March 20 and March 28, 2018 
and used Google’s shortening link 
service.
Happened on: 2018-03

> APT41 Initiates Global Intrusion 
Campaign Using Multiple Exploits
Happened on: 2021

Attackers group

> 2021 - ColumnTK campaign (SITA 
Breach)»
Happened on: 2021

> Earth Baku Returns
Happened on: 2021-08-24

> 2021 - APT41 U.S. State 
Governments campaign
Happened on: 2021
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nearly a year of silence, new va-
riants of the ICEFOG (ICEFOG-M 
and ICEFOF-P) have been found, 
used during campaign which tar-
gets do not match with previously 
seen campaign.

NB: According to the researcher 
Chi-en Shen from FireEye, the new 
variants of the ICEFOG backdoor 
are used by multiple Chinese groups 
(APT9, APT15, Goblin Panda and 
another group name Temp Group 
A  which can actually be the ori-
ginal Icefog group). The conclusion 
is that the ICEFOG backdoor cannot 
be used to attribute a campaign.

_USED MALWARES

- 8.t Dropper
- ICEFOG
- JavaFog
- MacFog

_USED TOOLS

- CABARC
- WinRAR

_USED VULNERABILITIES

- CVE-2012-0158
- CVE-2012-1723
- CVE-2012-1856
- CVE-2013-0422

_ATTACKS HAPPENED ON

> Ice Fog campaign against 
Japan, South Korea and Taiwan 
between 2011 to 2013
Happened on: 2011-01-01 

Threat Actor_ Targeted Areas_

Alias_

Targeted Sectors_

Motivations_ 
_Espionage

Languages_
_Chinese

Suspected origin  
of the attacker_

ATK23

(aka: Icefog) is an Chinese
cyber espionange group active
since at least 2011.
_Type of attacker: State Sponsored

_Dagger Panda
_Ice Fog
_Icefog

_Water distribution and supply
_Naval
_Military
_Media
_Maritime Compagnies
_High-Tech
_ Government  
and administration agencies

_Energy
_Defence
_Aerospace

NORTH AMERICA 

United States Of America
Canada 

NORTHERN EUROPE

Netherlands

WESTERN EUROPE

France
United Kingdom  
Of Great Britain And Northern 
Ireland
Germany
Italy
Austria

EASTERN EUROPE

Belarus

MIDDLE EAST/ 
WESTERN ASIA

Turkey

CENTRAL ASIA 

Kazakhstan
Uzbekistan 
Tajikistan

SOUTHERN ASIA

India
Sri Lanka
Pakistan

SOUTH EAST ASIA

Singapore
Philippines
Malaysia

EASTERN ASIA

Taiwan
Korea
Japan
Hong-Kong
China
Mongolia

OCEANIA 

Australia

RUSSIA 

Russian Federation

_DESCRIPTION

ATK23 - This group is described 
as a group having a relative lack 
of complexity  but they sucessfully 
compromised their targets which 
are mostly the defence contractors, 
industrial campanies, shipbuil-
ding companies, telecommunica-
tion operators and medias in Ja-
pan, Taiwan and South Korea. This 
group used spearphishing emails 
exploiting CVE-2012-0158 and CVE-
2012-1856 or contains a web link 
to Oracle Java exploits CVE-2013-
0422 and CVE-2012-1723. It uses 
already known and patched vulne-
rabilities. Its lure Word documents 
contains pictures of a woman or 
are related to political actuality. 
This group also used HLP files abu-
sing Windows features to drop its 
malwares.

After the initial access, the group 
list folder on the disk, IP configura-
tion and information about the vic-
tim network. If the victim is interes-
ting it deploys additional softwares 
such as backdoor and lateral move-
ment tools to dump password from 
Windows, IE or Outlook and a le-
gitimage RAR compressing tool. It 
also try tool steal Windows address 
books (.WAB files) and XSL, DOC 
or HWP documents. The stolen 
document are compressed and split 
into multiple parts using WinRAR 
or CABARC to be transfered to the 
C2 server.

The lateral movement is done using 
multiple tools to dump credential 
from browsers or Outlook.

The C2 servers are hosted on shared 
hosting plateforms and dedicated 
hosting. Their C2 infrastructure is 
very ephemeral. Icefog seems to 
use a  hit and run strategy. They 
infects their victims, steal the data 
and the C2 infrastructure expires in 
a few months. This strategy indi-
cates that they knew what they are  
looking for. They did not maintain 
a persistent presence on the com-
promised network when their goal 
is reached.

After the Kaspersky reports from 
September 2013 and January 2014, 
the group desapeared. In 2015 after 

Attackers group

China

2010

2011-01-01 
Ice Fog campaign against Japan, South 
Korea and Taiwan between 2011 to 2013
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T1005 -  Data from Local System
T1016 -  System Network Configuration Discovery
T1030 -  Data Transfer Size Limits
T1059 -  Command and Scripting Interpreter
T1071 -  Application Layer Protocol
T1083 -  File and Directory Discovery
T1140 -  Deobfuscate/Decode Files or Information
T1204 -  User Execution
T1218.001 -  Compiled HTML File
T1560 -  Archive Collected Data
T1566.001 -  Spearphishing Attachment
T1566.002 -  Spearphishing Link
T1571 -  Non-Standard Port
T1574.001 -  DLL Search Order Hijacking
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_DESCRIPTION

ATK233 - The group is suspected 
to be state sponsored and opera-
ting out of China.

According to the investigative re-
sults of Microsotf (the main infor-
mant on this group), they are based 
in China but mainly use virtual pri-
vate servers based in the United 
States.

Their target during this campaign 
will have been infectious disease 
researchers, law firms, higher edu-
cation institutions, defense entre-
preneurs, policy think tanks and 
NGOs.

In July 2021, British Foreign Se-
cretary Dominic Raab said the at-
tack was carried out by “Chinese 
state-backed groups” linked to the 
Ministry of State Security (MSS). 
The Chinese government has de-
nied responsibility for the Microsoft 
breach in 2021.

The group is described as “highly 
skilled and sophisticated”.

_USED MALWARES

- Tarrask

_USED TOOLS

- Covenant
- ProcDump

_USED VULNERABILITIES

- CVE-2021-26855
- CVE-2021-26857
- CVE-2021-26858
- CVE-2021-27065

Threat Actor_

Alias_

Targeted Sectors_

Motivations_
_Cyber Espionage

ATK233

(aka HAFNIUM by Microsoft) is the 
group designated as responsible
for the Microsoft Exchange
server data breach in 2021.  
It is mainly based in China and uses 
servers based in United States.
_Type of attacker: State Sponsored

_HAFNIUM

_Universities
_ Scientific Research  
and Consulting

_Political
_ Non-governmental  
organizations

_Healthcare
_Defence contractors

Attackers group

Targeted Areas_

Suspected origin of the attacker_

NORTH AMERICA 

United States Of America 

China

2021 2022

2021-01-01ATK233  
Exchange Vulnerability 
scanning in USA

2022 - HAFNIUM August 2021 
to February 2022 Campaign
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_ATTACKS HAPPENED ON

> 2021 JAN - ATK233  
Exchange Vulnerability scanning 
in USA
Happened on: 2021-01-01 

> 2022 - HAFNIUM August 2021 
to February 2022 Campaign
Happened on: 2022-02
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Attackers group

T1003.001 -  LSASS Memory
T1003.003 -  NTDS
T1059.001 -  PowerShell
T1071.001 -  Web Protocols
T1078.003 -  Local Accounts
T1095 -  Non-Application Layer Protocol
T1105 -  Ingress Tool Transfer
T1114.002 -  Remote Email Collection
T1136.002 -  Domain Account
T1203 -  Exploitation for Client Execution
T1218.011 -  Rundll32
T1505.003 - Web Shell
T1560.001 -  Archive via Utility
T1567.002 - Exfiltration to Cloud Storage

T1583.003 - Virtual Private Server
T1583.006 - Web Services
T1590 -  Gather Victim Network Information
T1590.005 - IP Addresses
T1592.002 -  Software
T1595.002 -  Vulnerability Scanning
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Threat Actor_

Alias_

Targeted Sectors_

ATK234

(Aka SPRIRAL) is a Chinese state 
sponsored hacker group.
_Type of attacker: State Sponsored

_SPIRAL

_Information Technology
_ Government  
and administration agencies

Attackers group

Targeted Areas_

Suspected origin of the attacker_

NORTH AMERICA 

United States Of America 

China

2021

2021-03-08
ATK234 deploys 
Supernova on Solarwinds
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_DESCRIPTION

ATK234 - Their latest SUPERNO-
VA attack was discovered at the 
same time as the Russian SUN-
BURST on SOLARWINDS ‘ORION 
platform. Although this attack is 
less sophisticated than the one of 
the Russians and went under the 
radar. It is nonetheless important. 
The Chinese group had already 
used these techniques against 
ZOHO MAIL.

_USED MALWARES

- SUPERNOVA

_ATTACKS HAPPENED ON

> 2021 march - ATK234 deploys 
Supernova on Solarwinds
Happened on: 2021-03-08
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_MITRE ATT&CK® TECHNIQUES  
USED BY THIS ATTACKERS GROUP 

T1021 -  Remote Services
T1027 -  Obfuscated Files or Information
T1036 -  Masquerading
T1056 -  Input Capture
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1071 -  Application Layer Protocol
T1078 -  Valid Accounts
T1195 -  Supply Chain Compromise
T1543.003 - Windows Service
T1553 -  Subvert Trust Controls
T1568.002 -  Domain Generation Algorithms

_CYBER ATTACK PHASES
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Threat Actor_ Targeted Areas_

Alias_

Motivations_

ATK236

(aka TA551, GOLD CABIN,
Shathak) is a financially-motivated
threat group that uses
large-scale phishing campaigns to
deliver additional malware payloads.
_Type of attacker: Cyber Criminal

_GOLD CABIN
_Shathak
_TA551

WESTERN EUROPE

Italy
Germany

EASTERN ASIA

Japan 

_Financial Gain

Attackers group

_DESCRIPTION

ATK236 - (aka: TA551, GOLD CA-
BIN, Shathak) is a financially-mo-
tivated threat group that has been 
active since at least 2018 that uses 
large-scale phishing campaigns to 
deliver additional malware payloads. 
IcedID and Valak were the predo-
minant payloads we observed with 
TA551 phishing campaigns in 2020.
The group has distributed different 
malware families over time, but 
consistently used password-pro-
tected ZIP archives containing 
macro-enabled Office documents.
The group has primarily targeted 
English, German, Italian, and Ja-
panese speakers through email-
based malware distribution cam-
paigns.
In September 2021, the group was 
observed pushing Trickbot to the 
infected hosts, which, in turns, de-
livered DarkVNC and Cobalt Strike 
beacons.

_USED MALWARES

- Gozi-Isfb
- IcedID
- QakBot
- Ursnif
- Valak
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20222019 2020 2021

2022-03
Conversation Hijacking 
Phishing Campaign 
Delivering IcedID

2019-02
TA551 Spam campaign

2019-04
TA551 Spam 
campaign

2019-07
TA551 Spam 
campaign

_ATTACKS HAPPENED ON

> TA551 Spam campaign
Happened on: 2019-02

> April 2020 to July 2020 - 
TA551 Spam campaign
Happened on: 2020-04

> July 2020 to December 2020 
- TA551 Spam campaign
Happened on: 2020-07

> Conversation Hijacking 
Phishing Campaign Delivering 
IcedID
Happened on: 2022-03 
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T1001 -  Data Obfuscation
T1005 -  Data from Local System
T1016 -  System Network Configuration Discovery
T1027 -  Obfuscated Files or Information
T1027.003 -  Steganography
T1036 -  Masquerading
T1055 -  Process Injection
T1055.012 -  Process Hollowing
T1057 -  Process Discovery
T1059.003 - Windows Command Shell
T1071.001 -  Web Protocols
T1090 -  Proxy
T1105 -  Ingress Tool Transfer
T1112 -  Modify Registry
T1119 -  Automated Collection
T1132.001 -  Standard Encoding
T1185 -  Man in the Browser
T1204 -  User Execution

T1204.002 -  Malicious File
T1218.005 -  Mshta
T1218.010 -  Regsvr32
T1218.011 -  Rundll32
T1497 -  Virtualization/Sandbox Evasion
T1552.004 - Private Keys
T1555.004 -  Windows Credential Manager
T1560 -  Archive Collected Data
T1566.001 - Spearphishing Attachment
T1568.002 -  Domain Generation Algorithms
T1589.002 -  Email Addresses
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Threat Actor_ Targeted Areas_

Alias_

Suspected origin of the attacker_

ATK237

A cyber group with a brazilian origin, 
that was oriented until 2011 against its 
compatriots before going international.
_Type of attacker: Cyber Criminal

_Grandoreiro Operator
_Guildma / Astaroth Operator
_Javali Operator
_Melcoz Operator
_TETRADE

Latin America

Brazil

Attackers group

_DESCRIPTION

ATK237 - The analysis of the 
malware that makes up this 
threat led to the name TETRADE 
4 malware families, believing that 
they are the result of a Brazilian 
banking group / operation that is 
evolving its capabilities by targeting 
banking users abroad.

New professionally executed, sca-
lable and persistent operations, 
creating various versions of the 
malware, with significant in-
frastructure improvements that 
allow cybercriminal groups from 
different countries to collaborate.

The attacks seem to focus on the 
Latin American victims although 
casualties from all over the world 
are possible, the banks being inter-
national.

Each campaign runs on its unique 
identifier, which varies according 
to the versions and Commands & 
Controls used.

Brazilian cyber crime is prolific, 
since then Android malware like 
Ghimob has appeared, directly lin-
ked to GUILDMA. The tetrades are 
just a small part of the threat from 
Latin America.

It is impossible to know or reco-
gnize who are the groups or in-
dividuals behind its malware. It is 
commonly accepted that there is a 
community which, although com-
peting, shares a lot of information 
and infrastructures.

_USED MALWARES

- Astaroth
- Ghimob
- Grandoreiro
- Guildma
- Javali
- Melcoz

Targeted Sectors_
_Financial Services

GUILDMA (aka Astaroth) 
2015 : Spread primarily through 
phishing emails disguised as legiti-
mate business communications or 
notifications. Acquisition of several 
new evasion techniques, making it 
difficult to detect.
2019 : malicious payload is hidden 
in victim’s system with the help of 
special file format.
Storage of its communication with 
the control server in an encrypted 
format on Facebook and YouTube 
pages. Therefore difficulty in de-
tecting communication traffic as 
malicious and since no antivirus is 
blocking either of these websites, it 
ensures that the controlling server 
can execute commands without in-
terruption.

GRANDEIRO
2016 : First present in Brazil, it 
extended its attacks in Latin Ame-
rica then in Europe.
Among the tetrades, it is the most 
widespread.
It focuses its efforts on evasion of 
detection using modular installers.
The malware allows attackers to 
conduct fraudulent banking tran-
sactions by using victims’ compu-
ters to bypass security measures 
used by banking institutions.

JAVALI (aka Ousaban)
2017 : Uses multistage malware 
and distributes its initial payload via 
phishing emails, as an attachment 
or link to a website. These emails 
include an MSI (Microsoft Installer) 
file with an embedded Visual Basic 
Script that downloads the final ma-
licious payload from a remote C2; it 
also uses DLL sideloading and se-
veral layers of obfuscation to hide 
its malicious activities from ana-
lysts and security solutions.

MELCOZ
2018 : Internationalization of the 
threat of this malware after having 
evolved for years in Brazil

_ATTACKS HAPPENED ON

> 2021 - ATK237 (Grandoreiro) 
campaign against France
Happened on: 2021-01-28

> 2021 - ATK237 (Javali) 
campaign against Mexico  
and Brazil
Happened on: 2021-02-17

> 2021 - ATK237 (Javali) 
campaign against Brazil
Happened on: 2021-05-06

> 2021 - ATK237 (Grandoreiro ) 
campaign against USA
Happened on: 2021-05-07

2021

2021-01-28
ATK237 (Grandoreiro) 
campaign against 
France

2021-02-17
ATK237 (Javali) 
campaign against 
Mexico and Brazil

2021-05-06
ATK237 (Javali) 
campaign against 
Brazil

2021-05-07
ATK237 (Grandoreiro ) 
campaign against USA
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T1027 -  Obfuscated Files or Information
T1036 -  Masquerading
T1055 -  Process Injection
T1057 -  Process Discovery
T1071 -  Application Layer Protocol
T1083 -  File and Directory Discovery
T1095 -  Non-Application Layer Protocol
T1102 -  Web Service
T1105 -  Ingress Tool Transfer
T1132 -  Data Encoding
T1204 -  User Execution
T1218 -  Signed Binary Proxy Execution
T1497 -  Virtualization/Sandbox Evasion
T1555 -  Credentials from Password Stores
T1566 -  Phishing
T1573 -  Encrypted Channel
T1574 -  Hijack Execution Flow
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Threat Actor_

Alias_

Motivations_

ATK241

A group using ran somware-like extor-
tion campaigns with data encryption 
to actually using a wiper to destroy 
the tar get’s data.

_Agrius

_Sabotage
_Coercion

Attackers group

_DESCRIPTION

ATK241 - It seems that the group’s 
shift in focus from mimicking a 
criminal modus operandi with ran-
somware-like extortion campaigns 
with data encryption to actually 
using a wiper to destroy the tar-
get’s data.
This tactic of near luring by pre-
tending to use one modus operandi 
rather than another is not yet ex-
plained and is not common.
In all likelihood, the attacker must 
be trying to buy time by hiding his 
original intent behind a classic ran-
somware attack to have time to 
erase all the data he wants from 
his target.

The group is suspected of origina-
ting from Iran and of being a spon-
sored group. The link to Iran is ar-
gued by SentinelLabs under four 
points:
•  Firstly, the nature of the moti-

vation and the modus operandi 
using wipers echoes behaviour 
observed in other groups sus-
pected of being sponsored by the 
Iranian state. The nature of the 
targets is also reminiscent of the 
geopolitical tension between Iran 
and Israel. Another target located 
in the United Arab Emirates had 
already been targeted by Iranian 
groups. It is a critical infrastruc-
ture facility of the Emirates.

•  Secondly, some of the webshells 
deployed by the group were modi-
fied versions of ASPXSpy. Three 
of these variants were uploaded 
to VirusTotal from Iran, the rest 
from other Middle Eastern coun-
tries.

•  Also, while the group regularly 
uses public VPN providers (e.g. 
ProtonVPN), it has used non-
VPN nodes from servers linking 
to Iranian domains in the past.

•  Finally, Agrius uses the DEAD-
WOOD wiper in its arsenal. This 
software has been linked by some 
sources to ATK35 (APT33), the 
Shamoon operator. It seems 
that Agrius and ATK35 share re-
sources in this matter. This is be-
cause the variant used by Agrius 
is an improvement of the original 
software, which implies that the 
group had access to the source 
code of the latter or at least ex-

changed with the original deve-
lopers. The use of DEADWOOD 
came shortly after an attempt 
by Agrius to use his personal wi-
per named Apostle. Apostle was 
probably not fully operational at 
the time of its deployment, which 
prompted Agrius to use an equi-
valent from an outside source.

_USED MALWARES

- Apostle Ransomware variant
- Apostle Wiper variant
- DEADWOOD
- IPsec Helper

_USED VULNERABILITIES

- CVE-2018-13379

_ATTACKS HAPPENED ON

> 2020 Dec - ATK241 extended 
its operations to Israeli targets
Happened on: 2020-12-31

Targeted Areas_

Suspected origin of the attacker_
Iran

MIDDLE EAST/ 
WESTERN ASIA

United Arab Emirates
Israel

2020

2020-12-31
ATK241 extended its operations to Israeli 
targets
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_DESCRIPTION

ATK27 - It is supposedly linked to 
the Lebanese government since its 
activity was traced to the head-
quarters of the General Directo-
rate of General Security, in Beirut 
Lebanon. Dark Caracal has been 
conducting a multi-platform APT-le-
vel surveillance operation targeting 
individuals and institutions globally.

_USED MALWARES

- Bandook
- CrossRAT
- FinFisher
- Pallas

_USED TOOLS

- Adobe Flash Player
- Orbot
- PlusMessenger
- Primo
- Psiphon VPN
- Signal
- Threema
- WhatsApp

_ATTACKS HAPPENED ON

> January 2012: Dark Caracal 
First Mobile surveillance 
Campaign
Happened on: 2012-01-01

> Name: November 2012: Dark 
Caracal Phishing Campaign
Happened on: 2012-11-01

> June 2015: Operation Manul
Happened on: 2015-06-01
 
> December 2016 - January 
2018: Dark Caracal Mobile 
Surveillance Campaign
Happened on: 2016-12-01
 
> July 2020 to November 2020 : 
New wave of campaigns using a 
variant of the Backdoor Bandook
Happened on: 2020-07-01 

Threat Actor_

Alias_

Targeted Sectors_

Motivations_
_Ideology
_Financial Gain
_Coercion

ATK27

(aka: Dark Caracal) is
an advanced persistence threat  
group in activity since January 2012, 
with a suspected origin of Lebanon.
_Type of attacker: State Sponsored

_Dark Caracal
_TAG-CT3

_Military
_Media
_Manufacturing
_Legal Services
_International Organizations
_Healthcare
_ Government  
and administration agencies

_Financial Services
_Education
_Defence

Targeted Areas_

NORTH AMERICA 

United States Of America

SOUTH AMERICA

Bolivarian Republic  
Of Venezuela

NORTHEN EUROPE

Netherlands

WESTERN EUROPE

France
Germany
Italy
Switzerland

MIDDLE EAST/ 
WESTERN ASIA

Lebanon
Saudi Arabia
Syria
Qatar
Jordan

SOUTHERN ASIA

Nepal
India
Pakistan

SOUTH EAST ASIA

Vietnam
Thailand
Philippines

EASTERN ASIA

Korea
China

RUSSIA 

Russian Federation

Suspected origin of the attacker_
Lebanon

2012 2013 2014 2015 2016 2017 2018 2019 2020

2012-01-01
Dark Caracal First 
Mobile surveillance 
Campaign

2016-12-01
January 2018: 
Dark Caracal 
Mobile Surveillance 
Campaign

2012-11-01
Dark Caracal 
Phishing 
Campaign

2015-06-01 
Operation 
Manu

2020-07-01
New wave of campaigns 
using a variant of the 
Backdoor Bandook
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T1005 -  Data from Local System
T1027 -  Obfuscated Files or Information
T1027.002 -  Software Packing
T1059 -  Command and Scripting Interpreter
T1059.003 -  Windows Command Shell
T1071 -  Application Layer Protocol
T1071.001 -  Web Protocols
T1078 -  Valid Accounts
T1083 -  File and Directory Discovery
T1106 -  Native API
T1113 -  Screen Capture
T1133 -  External Remote Services
T1189 -  Drive-by Compromise
T1195 -  Supply Chain Compromise

T1204 -  User Execution
T1204.002 -  Malicious File
T1218.001 -  Compiled HTML File
T1218.002 -  Control Panel
T1547.001 -  Registry Run Keys / Startup Folder
T1556.003 - Pluggable Authentication Modules
T1566.003 - Spearphishing via Service
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Attackers group

_DESCRIPTION

ATK29 - Known for their attacks on 
foreign maritime systems to extract 
data necessary for the development 
of Chinese navy skills, as well as for 
its geostrategic use in the context 
of the New Silk Roads project. This 
group also campaigned against the 
Cambodian government in the ge-
neral elections of 29 June 2018.
The infrastructure used in this at-
tack shares many similarities with 
that used in campaigns against the 
maritime domain. These similarities 
allow us to reinforce the conclu-
sions that link the group to these 
two different campaigns and that 
establish the Chinese origin of the 
latter.
FireEye links the two groups TEMP.
Periscope and TEMP.Jumper defini-
tively in a report published in March 
2019. Since March 2019, there has 
been a paradigm shift and a change 
in the sectors targeted by the group. 
Thus, while the group had mainly 
targeted maritime companies in or-
der to catch up with the Chinese 
Navy, it is increasingly targeting 
political organizations in Southeast 
Asia. The purpose of these spying 
actions is to support the Chinese 
Silk Roads project on freight trans-
port infrastructure projects. 
ATK29 is a group whose campaigns 
obey the Chinese needs for tech-
nological catch-up and Beijing’s 
diplomatic ambitions. The group is 
always very active, and is composed 
of competent people. Its arsenal is 
composed of many tools, which 
are regularly changed. It is quite 
reactive and has, in the past, used 
security vulnerabilities only a few 
days after their publication. Many 
of the tools used by this group are 
also used by other Chinese state 
attackers, suggesting exchanges of 
skills and tools between different 
sections. In addition, the group 
shared its infrastructure with ano-
ther group of Chinese attackers, 
Hellsing.
In January 2020, the group was 
observed targeting Malaysian Go-
vernment officials. The attack goal 
was probably data exfiltration.

_USED MALWARES

- BLACKCOFFEE
- BadFlick
- China Chopper
- Dadbod
- Derusbi
- Eviltech
- Grillmark
- HOMEFRY
- MURKYTOP
- NanHaiShu
- Orz
- PlugX
- Scanbox
- ZXShell
- gh0st RAT

_USED TOOLS

- Cobalt Strike
- Living off the Land
- LunchMoney
- Windows Credential Editor

_USED VULNERABILITIES

- CVE-2014-6352
- CVE-2017-0199
- CVE-2017-11882
- CVE-2017-8759

_ATTACKS HAPPENED ON

> Leviathan Campaign
Happened on: 2014-01-08

> NanHaiShu Campaign
Happened on: 2015-03-08

> Temp.Periscope Targets 
Cambodia
Happened on: 2018-07-08
 
> February 2020 - takes 
advantage of the crisis in 
Malaysia to target government 
officials
Happened on: 2020-02-01

Threat Actor_

Alias_

Targeted Sectors_

Motivations_
_Information theft
_Espionage

ATK29

(aka: The TEMP.Periscope or
Leviathan group, grouped together
with the TEMP.Jumper group);
is a state-owned group of
Chinese origin.
_Type of attacker: State Sponsored

_APT 40
_APT40
_BRONZE MO-
HAWK
_GADOLINIUM
_Kryptonite Panda
_Leviathan
_TEMP.Jumper
_TEMP.Periscope

_Transportation
_Research
_Naval
_Maritime transport
_International Organizations
_High-Tech
_ Government  
and administration agencies

_Education
_Engineering
_Defence
_Communication
_Chemicals
_Aerospace

Targeted Areas_

NORTH AMERICA 

United States Of America

NORTHERN EUROPE 

Norway

WESTERN EUROPE

Belgium 
Germany
United Kingdom Of Great  
Britain And Northern Ireland
Switzerland

MIDDLE EAST/ 
WESTERN ASIA

Saudi Arabia

Suspected origin of the attacker_
China

SOUTH EAST ASIA

Philippines
Malaysia
Cambodia

EASTERN ASIA

Hong Kong

2014 2015 2016 2017 2018 2019 2020

2014-01-08
Leviathan 
Campaign

2015-03-08
NanHaiShu 
Campaign

2018-07-08
Temp.Periscope 
Targets Cambodia

2020-02-01
takes advantage of the crisis in 
Malaysia to target government 
officials
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T1003 -  OS Credential Dumping
T1003.001 -  LSASS Memory
T1010 -  Application Window Discovery
T1021 -  Remote Services
T1021.001 -  Remote Desktop Protocol
T1021.004 -  SSH
T1027 -  Obfuscated Files or Information
T1027.001 -  Binary Padding
T1571 -  Non-Standard Port
T1047 -  Windows Management Instrumentation
T1048 -  Exfiltration Over Alternative Protocol
T1053 -  Scheduled Task/Job
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1059.003 -  Windows Command Shell
T1059.005 -  Visual Basic
T1074 -  Data Staged

T1074.001 -  Local Data Staging
T1078 -  Valid Accounts
T1083 -  File and Directory Discovery
T1087 -  Account Discovery
T1090.003 - Multi-hop Proxy
T1095 -  Non-Application Layer Protocol
T1098 -  Account Manipulation
T1102 -  Web Service
T1102.003 -  One-Way Communication
T1105 -  Ingress Tool Transfer
T1112 -  Modify Registry
T1119 -  Automated Collection
T1132 -  Data Encoding
T1140 -  Deobfuscate/Decode Files or Information
T1197 -  BITS Jobs
T1203 -  Exploitation for Client Execution
T1204 -  User Execution
T1204.001 -  Malicious Link
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T1204.002 -  Malicious File
T1218.010 -  Regsvr32
T1505.003 - Web Shell
T1546.003 - Windows Management Instrumentation Event Subscription
T1547.001 -  Registry Run Keys / Startup Folder
T1547.009 -  Shortcut Modification
T1553.002 - Code Signing
T1560 -  Archive Collected Data
T1566.001 -  Spearphishing Attachment
T1566.002 -  Spearphishing Link
T1567.002 -  Exfiltration to Cloud Storage
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_DESCRIPTION

The International Context as a 
Driver of the North Korean Cyber 
Strategy.

_Recent history implications

Asia’s recent geopolitics is not only 
structured by China’s economic 
and informational stranglehold, via 
new international institutions and 
vassalized digital champions, but 
also by North Korea, whose recent 
policies remain difficult to pin down. 
North Korea’s foreign policy orien-
tations are nevertheless indexed to 
the confrontation with the United 
States.

It should be recalled that in Februa-
ry 2007 relations between the two 
countries were due to be norma-
lized following a bilateral agreement 
signed in Beijing to record the clo-
sure of the Yongbyon power station. 
However, one year after the agree-
ment, North Korea announced the 
reopening of this power station be-
fore firing a Unha-2 rocket which 
was supposed to carry a commu-
nications satellite in April 2009. 
However, according to military 
security experts, it was a ballistic 
missile. Since then, relations have 
fluctuated between tension and 
calm as North Korea under embar-
go is caught by the throat. In order 
to calm its adversary, the United 
States is providing food aid in ex-
change for a restraint effort. Howe-
ver, the aid is not enough, and Nor-
th Korea has no other choice but 
to repeat its pressure or to resort 
to perilous barter. Therefore, for 
decades, North Korea has been ex-
changing arms with countries such 
as Syria, Iran, Congo, Myanmar, 
Eritrea or Yemen in exchange for 
food. The year 2018 is interesting 
from this point of view, since the 
paradigm of relations between the 
United States and North Korea has 
taken an unexpected turn.

_A new relationship with the 
United States?

After months of great tension 
between Donald J. Trump and Kin 
Jung Un, which caused the interna-
tional community to fear a nuclear 
incident, the North Korean leader 

proposed to the American President 
a meeting to discuss his country’s 
military nuclearization. Prior to the 
meeting on 12 June 2018, Kim Jung 
Un redesigned the North Korean 
army and said he wanted to main-
tain "the momentum of appease-
ment with the United States and 
its willingness to eventually give up 
its nuclear deterrent. The summit 
resulted in a joint statement: Joint 
Statement of President Donald J. 
Trump of the United States of Ame-
rica and Chairman Kim Jong Un of 
the Democratic People’s Republic 
of Korea at the Singapore Summit. 
Four main points emerged from 
this statement.

First, the United States and Nor-
th Korea are committed to establi-
shing a new relationship in accor-
dance with the desire of the people 
of both countries for peace and 
prosperity. Second, the two coun-
tries will join efforts to establish 
a lasting and stable peace regime 
on the Korean Peninsula. Thirdly, 
by reaffirming the Panmunjeom 
Declaration of 27 April 2018, Nor-
th Korea is committed to working 
towards the complete denucleari-
zation of the Korean peninsula. Fi-
nally, the two States undertake to 
recover the bodies of prisoners of 
war and missing in action, inclu-
ding the immediate repatriation of 
those already identified. The decla-
ration also mentions that D.J. Tru-
mp undertakes to provide security 
guarantees to North Korea in re-
turn.

_Cyber as a new strategic lever 
for North Korean ambitions

How can we understand this turna-
round in the geopolitical situation? 
A potential answer: a new cyber 
strategy.

North Korea is not to be outdone 
in this respect. Already in De-
cember 2017, the peninsular state 
had already distinguished itself with 
the WannaCry malware affair. In a 
quasi-joint statement, the United 
States and Great Britain stated 
that North Korea was behind this 
massive attack, which affected al-
most 300,000 computers in 150 
countries and caused billions of 
dollars in damage. While no hard 

Threat Actor_

Alias_

Targeted Sectors_

ATK3

This threat group represents the 
Bu reau 121 which is one of the eight 
Bureaus associated to the Recon-
naissance General Bureau. The Bu-
reau 121 is the primary office tas ked 
with cyber operations. 
_Type of attacker: State Sponsored

_COVELLITE
_Hidden Cobra
_Lazarus
_Lazarus Group

_Military
_Media
_Manufacturing
_Healthcare
_ Government  
and administration agencies

_Financial Services
_Energy
_Aerospace

Targeted Areas_

NORTH AMERICA 

United States Of America

SOUTH EAST ASIA

Korea

SOUTHERN ASIA

India

Suspected origin of the attacker_
North Korea

evidence was provided, Thomas 
Bossert, who is assisting the US 
President, said that Australia, Ca-
nada and New Zealand shared the 
same conclusions. The NCSC was 
more specific in its statement, 
saying that the North Korean piracy 
group Lazarus was almost certain-
ly behind the attack. In May 2017 
the contaminated computers were 
instantly locked down and users 
were asked to pay a ransom in ex-
change for the restoration of their 
data. Europol described the scale 
of the attack as «unprecedented». 
Already in 2014, North Korea had 
attacked Sony Pictures. Due to 
the scale of the damage, the U.S 
received help from Microsoft and 
Facebook to counter WannaCry. 
Microsoft in a publication confir-
med the statements of the British 
NCSC and stated that «by working 
with Facebook and other members 
of the security community, we 
have taken strong measures to 
protect our customers and the In-
ternet from ongoing attacks by an 
advanced player in the persistent 
threats known as ZINC also known 
as the Lazarus Group». The attack, 
while reaching known geopolitical 
enemies such as Britain, whose 
Health National Service (NHS) was 
hit hard, also spread to states rela-
tively close to North Korea such as 
Russia. The country’s postal ser-
vices were also severely disrupted.

_A cyber tool at the service  
of the regime’s domestic and fo-
reign policy

North Korea is using its cyber ca-
pabilities for two geopolitical pur-
poses. First, as with the Sony and 
WannaCry attacks, the country 
is very simply targeting its classic 
geopolitical enemies. In June 2018, 
for example, North Korean hackers 
targeted a South Korean think tank 
specializing in national security is-
sues. The hackers took advantage 
of a zero-day to compromise the 
organization’s website and insert a 
backdoor for code injection. Earlier 
in April 2018, Chinese state-spon-
sored hacking groups targeted Ja-
panese defence companies to ob-
tain information on Tokyo’s policy 
towards North Korea. This informa-
tion was likely shared. In May it was 
the Google Play application that 

2019 2020 2021

2019-10-01 Attack 
on the Kudankulam 
Nuclear Power Plant 
in India

2020-08
Dream Job

Spring
Dream Job

2019-09-01
Operation 
In(ter)ception
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was hacked. Compromised Android 
applications, hosted on Google Play, 
were stealing information from the 
devices and allowing the insertion 
of codes stealing photos, contact 
lists and SMS messages.

In addition to these direct attacks 
or cyber-espionage actions of geo-
political origin, North Korea uses 
cyber-espionage as a repercus-
sion of geopolitical situations. As 
we mentioned, the country has to 
use barter to support itself and to 
circumvent the Western embargo. 
Cyber-attacks have become the 
new tool of this North Korean poli-
cy of survival. In August 2018, the 
Indian bank Cosmos was robbed of 
13.5 million dollars by North Korean 
hackers who, after penetrating the 
structure’s banking system and 
making thousands of unauthorized 
ATM withdrawals, made several ille-
gal money transfers via the SWIFT 
financial network. The same tech-
nique was used, and the same 
consequences were seen in April 
2018 at a Central American online 
casino with the aim of siphoning off 
funds. Finally, although there are 
many examples, as early as March 
2018 the group of hackers in ques-
tion targeted several major Turki-
sh banks and government funding 
agencies.

_What does Lazarus really mean?

The North Korean cyber threat 
structure is unique. Several high-le-
vel groups exist with the characte-
ristic of being dedicated to a speci-
fic function. However, all of these 
groups are linked to the North 
Korean military apparatus, in par-
ticular to Bureau 121 of the Recon-
naissance General Bureau, which 
leads most sources to amalgamate 
them under a devoted name, Laza-
rus. Nevertheless, this concentra-
tion is detrimental to the analysis 
insofar as the Lazarus prism leads 
us to consider that only one group 
pursues the motivations of APT, 
cybercriminal, terrorist and hackti-
vist at the same time. We try as 
much as possible to specify the La-
zarus sub-groups for adequate in-
telligence.
AKT3 or Lazarus is not a single 
Threat Group. It represents the Bu-
reau 121 which is one of the eight 

Bureaus associated to the Recon-
naissance General Bureau. The 
Bureau 121 is the primary office tas-
ked with cyber operations. It was 
reorganized in September 2016 and 
it is now composed of:

•  Lab 110
It is the key cyber unit under the 
RGB; it applies cyberattack tech-
niques to conduct intelligence ope-
rations.

• Office 98 
Primarily collects information on 
North Korean defectors, organiza-
tions that support them, overseas 
research institutes related to North 
Korea, and university professors in 
South Korea.

•  Office 414 
Gathers information on overseas 
government agencies, public agen-
cies, and private companies.

•  Office 35 
Office concentrated on developing 
malware, researching and analyzing 
vulnerabilities, exploits, and hacking 
tools.

• Unit 180 
 Unit specialized in conducting cy-
ber operations to steal foreign mo-
ney from outside North Korea.

•  Unit 91 
 - focuses on cyberattack missions 
targeting isolated networks, parti-
cularly on South Korea  critical na-
tional infrastructure such as KHNP 
and the ROK Ministry of National 
Defense.
- stealing confidential information 
and technology to develop weapons 
of mass destruction.

• 128 and 413 Liaison Office
Responsible of hacking foreign in-
telligence websites and train cyber 
experts.

_The Bureau 121 conducted three 
main types of operations:

•  Cyber espionage: The Lazarus 
Units conducted multiple cyber 
espionage operations such as the 
Kimsuki campaign and the Ope-
ration KHNP. These espionage 
operations have different objec-
tives like the tracking of North 

Korean dissidents, the collection 
of intellectual properties helping 
the development of weapons of 
mass destruction or political es-
pionage.

•  Cyber Terrorism: in 2013 North 
Korea conducted disruptive at-
tacks on South Korean media 
and financial companies (Ope-
ration DarkSeoul) and was res-
ponsible for the Sony hack link 
to the movie «The Interview» in 
November 2014. These attacks 
occured before the 2016 reorga-
nization of the Bureau 121, that’s 
why we can’t tell which Unit is 
currently responsible of disrup-
tive operations.

•  Money theft: One of the mission 
of the Bureau 121 is the collection 
of liquidity to finance these cyber 
activities and the DPKR itself. It 
is done by spreading ransomware 
like the infamous WannaCry 
which collected $91.000 through 
bank robbery. The cyber bank 
robbery is done by infiltrating 
the banking network to steal the 
SWIFT credentials and use these 
credentials to initiate transac-
tions to an account controlled by 
the attacker. The most known is 
Bangladesh Central Bank Heist in 
February 2016 allowing the theft 
of $81m. This activity was carried 
on by the Unit 180, which has si-
milar objectives than the North 
Korean threat group APT38 aka 
Stardust Chollima or BlueNoroff.

_The Bureau 121 is supported by 
other Units from the General Staff 
Department

•  The Operation Bureau
tasked to define cyber strategies 
and plan operations.

•  The Command Automation  
Bureau

composed of three units:
-  Responsible for malware develop-
ment (seems redundant with the 
Office 35)

-  Unit 32: responsible for military 
software development

-  Unit 56: responsible for command 
and control software development

•  The Enemy Collapse Sabotage 
Bureau

tasked with information and psy-
chological warfare.

A cyber operation involves the in-
teraction of these different teams. 
For example, the Operation Bureau 
defines an objective, the Office 35 
finds a useable exploit, the Unit 31 
develops the backdoor and the lure 
documents with the help of the 
Enemy Collapse Sabotage Bureau 
to create efficient spear-phishing 
document. The Unit 56 develops 
C2 software and maintains a C2 
infrastructure which will be used 
by the Lab 110, Unit 180 or Unit 91 
to achieve the objective. Due to 
this configuration, it is expected to 
find tools and infrastructure over-
lap between the different operation 
units.

_USED MALWARES

- CRAT
- Dacls
- MATA
- TFlower
- ThreatNeedle
- Vyveva

_USED VULNERABILITIES

- CVE-2016-0034
- CVE-2017-7269

_ATTACKS HAPPENED ON

 
> Operation In(ter)ception
Happened on: 2019-09-01

> October 2019: Attack on  
the Kudankulam Nuclear Power 
Plant in India
Happened on: 2019-10-01

> Dream Job
Operation Dream Job involves 
Lazarus using fake job offers as 
a means of luring victims into 
revealing sensitive information 
about the company, or clicking 
on malicious links or opening 
malicious attachments that 
eventually lead to the installation  
of malware used for espionage
Happened on: 2020-08

> Dream Job
Happened on: Spring 2021

Attackers group
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T1003 -  OS Credential Dumping
T1005 -  Data from Local System
T1008 -  Fallback Channels
T1010 -  Application Window Discovery
T1012 -  Query Registry
T1016 -  System Network Configuration 
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T1021.001 -  Remote Desktop Protocol
T1021.002 -  SMB/Windows Admin Shares
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T1027 -  Obfuscated Files or Information
T1027.002 -  Software Packing
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T1048 -  Exfiltration Over Alternative Protocol
T1055 -  Process Injection

T1056 -  Input Capture
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1070 -  Indicator Removal on Host
T1070.004 -  File Deletion
T1070.006 -  Timestomp
T1071 -  Application Layer Protocol
T1074 -  Data Staged
T1082 -  System Information Discovery
T1083 -  File and Directory Discovery
T1090 -  Proxy
T1098 -  Account Manipulation
T1105 -  Ingress Tool Transfer
T1106 -  Native API
T1110 -  Brute Force
T1112 -  Modify Registry
T1115 -  Clipboard Data
T1124 -  System Time Discovery
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T1132 -  Data Encoding
T1134 -  Access Token Manipulation
T1140 -  Deobfuscate/Decode Files or Information
T1189 -  Drive-by Compromise
T1203 -  Exploitation for Client Execution
T1204 -  User Execution
T1218.001 -  Compiled HTML File
T1485 -  Data Destruction
T1486 -  Data Encrypted for Impact
T1489 -  Service Stop
T1496 -  Resource Hijacking
T1542.003 - Bootkit
T1543.003 - Windows Service
T1547.001 -  Registry Run Keys / Startup Folder
T1547.009 -  Shortcut Modification
T1547.010 -  Port Monitors
T1560 -  Archive Collected Data
T1560.002 - Archive via Library

T1561.001 -  Disk Content Wipe
T1561.002 -  Disk Structure Wipe
T1562.001 -  Disable or Modify Tools
T1564.001 -  Hidden Files and Directories
T1565.001 -  Stored Data Manipulation
T1565.002 -  Transmitted Data Manipulation
T1565.003 -  Runtime Data Manipulation
T1566.001 -  Spearphishing Attachment
T1569.002 -  Service Execution
T1571 -  on-Standard Port
T1573 -  Encrypted Channel
T1573.001 -  Symmetric Cryptography
T1573.002 - Asymmetric Cryptography
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Attackers group

Threat Actor_

Alias_

Targeted Sectors_

Motivations_
_Financial Gain

ATK32

is a financially motivated group  
that is active since at least 2013,  
which primarily targets the retail,  
hospitality and restaurant sectors,  
mainly in the U.S..

_FIN7
_GOLD NIAGARA
_MoneyTaker
_TAG-CR1

_Transportation
_Retail
_Media
_Hospitality
_High-Tech
_Healthcare
_ Government  
and administration agencies

_Financial Services
_Energy
_Education
_Construction
_Communication
_Casino & Gaming

Targeted Areas_

NORTH AMERICA 

United States Of America

WESTERN EUROPE

United Kingdom Of Great  
Britain And Northern Ireland
France
Malte

OCEANIA

Australia

Suspected origin of the attacker_
Ukraine Russia

201920182017

2017-03-01
FIN7 Fileless 
Malware Campaigns

2017-04-01
FIN7 uses Hidden 
Shortcut Files

2017-06-01  
Evasive Restaurant 
Campaign

2018-01-01
High Profile 
Breaches

2018-11-01
FIN7 campaigns

2019-03-01
FIN7 continues its 
activities

2017-02-01
February 2017: 
US-SEC filings

180

2017-01-01 
Carbanak

2017-10-01
FIN7 targets Banks 
and Enterprises

_DESCRIPTION

ATK32  - (aka: FIN7) is a financial-
ly motivated group that is active 
since at least 2013, which primarily 
targets the retail, hospitality and 
restaurant sectors, mainly in the 
U.S.. There are assumptions that 
this is the same group as Carba-
nak, but it appears that these are 
two separate groups using similar 
tools, and therefore are currently 
tracked separately. Its main goal 
is to steal financial assets from 
companies, such as debit cards, or 
to get access to financial data or 
computers of finance department 
employees in order to conduct wire 
transfers to offshore accounts. The 
group’s often use phishing as their 
main attack vector, including tai-
lored spear-phishing campaigns. 
In addition, the group used a front 
company dubbed «Combi Security», 
purportedly headquartered in Rus-
sia and Israel, to provide a guise of 
legitimacy and to recruit hackers to 
join the criminal enterprise.

_USED MALWARES

- Astra
- AveMaria
- BOOSTWRITE
- Bateleur
- Carbanak
- DNSbot
- GRIFFON
- HALFBAKED
- JSSLoader
- POWERSOURCE
- RDFSNIFFER
- SQLRat
- TEXTMATE
- Powerplant

_USED TOOLS

- Cobalt Strike
- Meterpreter
- TinyMe

_USED VULNERABILITIES

- CVE-2012-0158
- CVE-2013-3906
- CVE-2014-1761
- CVE-2017-11882

_ATTACKS HAPPENED ON

> 2017: Carbanak
Happened on: 2017-01-01

> February 2017: US-SEC filings
Happened on: 2017-02-01
 
> March 2017: FIN7 Fileless 
Malware Campaigns
Happened on: 2017-03-01

> April 2017: FIN7 uses Hidden 
Shortcut Files
Happened on: 2017-04-01

> June 2017: Evasive Restaurant 
Campaign
Happened on: 2017-06-01

> October 2017: FIN7 targets 
Banks and Enterprises
Happened on: 2017-10-01
 
> 2018: High Profile Breaches
Happened on: 2018-01-01

> November 2018: FIN7 
campaigns
Happened on: 2018-11-01

> March 2019: FIN7 continues  
its activities
Happened on: 2019-03-01
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> August 2021 - FIN7  hackers 
target US companies with 
BadUSB devices to install 
ransomware 
Happened on: 2021-08

> August 2021 - FIN7 Recon 
Campaign: 
Since late August, Infoblox 
has been tracking a campaign 
distributing JavaScript malware. 
The malware’s command and 
control (C&C) domain, distribution 
method, and code are consistent 
with those of ATK32 (FIN7).
Happened on: 2021-08
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T1027 -  Obfuscated Files or Information
T1036 -  Masquerading
T1571 -  Non-Standard Port
T1053 -  Scheduled Task/Job
T1056.004 - Credential API Hooking
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1070.004 -  File Deletion
T1071 -  Application Layer Protocol
T1078 -  Valid Accounts
T1102 -  Web Service
T1105 -  Ingress Tool Transfer
T1106 -  Native API
T1113 -  Screen Capture
T1125 -  Video Capture
T1129 -  Shared Modules
T1140 -  Deobfuscate/Decode Files or Information
T1204 -  User Execution

T1218.005 -  Mshta
T1218.011 -  Rundll32
T1219 - Remote Access Software
T1497 -  Virtualization/Sandbox Evasion
T1543.003 - Windows Service
T1546.011 -  Application Shimming
T1547.001 - Registry Run Keys / Startup Folder
T1547.009 -  Shortcut Modification
T1553.002 - Code Signing
T1558.003 - Kerberoasting
T1559.002 - Dynamic Data Exchange
T1560 -  Archive Collected Data
T1562.001 -  Disable or Modify Tools
T1566.001 -  Spearphishing Attachment
T1574.001 -  DLL Search Order Hijacking
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Attackers group

_DESCRIPTION

ATK33 - The attacks of this adver-
sory are different from those seen 
in untargeted or targeted attacks, 
which makes it peculiar in many 
ways. When part of the targeted 
attacks can be qualified as oppor-
tunistic: This group will prefer to 
modify their target profiles and 
geographic attack zones based on 
geopolitical events.

Thus, no target is immune in the 
world. ATK33’s objective will be to 
steal sensitive intellectual property 
related to government interests, 
The group has systematically targe-
ted specific governments organiza-
tions, defense institutes, intelligence 
agencies, diplomatic institutions 
and telecommunications providers 
in South and Southeast Asia. The 
recurrent use of spear phishing 
tactics (phishing attempts targeting 
specific individuals) and access to 
previously unknown zero-day ex-
ploits have made it a very resilient 
threat.

For initial access it uses mainly 
spear-phishing, we have also seen 
the use of nuisance attacks against 
vulnerable browser plugins. It uses 
several zero-day exploits sugges-
ting that this is a well-resourced 
group. ATK33 is less prolific in the 
field than ATK9 for example, but fo-
cuses on a small number per year 
trying to hide its infections with 
self-removing malware and using 
one-shot delivery servers. It often 
targets the private email accounts 
of its victims and uses them to ac-
cess the organization’s networks. It 
uses custom developed tools which 
are often updated to avoid detec-
tion. Its backdoors are configured 
to operate during the victim’s wor-
king hours to hide network traffic 
from legitimate traffic. Interestingly, 
there is no code shared between 
their different backdoors.

The CnC infrastructure is a mix-
ture of registered domains and free 
subdomains obtained through dy-
namic DNS providers. The group 
uses compromised infrastructure 
based in multiple countries.

Used lure documents often address 
controversial subjects to incite the 
reader to open them.

Based on Microsoft’s investiga-
tions, here is a non-exhaustive list 
of ATK33 characteristics.

•  Implementation of several cyber 
espionage campaigns since at 
least 2009.

•  Concentration on a small num-
ber of campaigns per year, which 
reduces the risk of detection and 
helps the group to remain unno-
ticed and focused longer.

•  Targeting of governments and re-
lated organizations in South and 
South East Asia. Using multiple 
unpatched vulnerabilities in ze-
ro-day exploits against its victims.

•  Main method: Spear phishing 
Hiding its traces by automatic 
removal of malicious compo-
nents or by using single mode 
server-side logic where remotely 
hosted malicious components are 
only allowed to load once.

•  Harassment of its targets via 
their unofficial or private email 
accounts, to use them as a 
springboard to the planned orga-
nization’s network.

•  Use of malicious tools that are tai-
lor-made and have the resources 
to update these applications often 
in order to avoid being detected.

•  Configuring its backdoor malware 
to restrict its activities to victims’ 
working hours, in an effort to dis-
guise post-infection network acti-
vity from normal user traffic.

•  Its espionage activity is not in-
tended to achieve direct financial 
gain, but rather uses stolen in-
formation for indirect economic 
benefits.

_USED MALWARES

- ATMsol
- Dipsind
- Hot patcher
- JPIN
- adbupd

Threat Actor_

Alias_

Targeted Sectors_

Motivations_
_Information theft

ATK33

is a cyber espionage group
active since at least 2009, with the 
objective to theft information.

_PLATINUM
_TwoForOne

_Military
_International Organizations
_ Government  
and administration agencies

_Financial Services
_Defence
_Communication

Targeted Areas_

Suspected origin of the attacker_
Unknown

_USED TOOLS

- Living off the Land

_USED VULNERABILITIES

- CVE-2013-1331
- CVE-2013-7331
- CVE-2015-2545
- CVE-2015-2546

_ATTACKS HAPPENED ON

> 2012 - 2019 «Platinum: 
EasternRoppls Campaign»
Happened on: 2012-01-19

 

SOUTH EAST ASIA

Malaysia 
Indonesia

EASTERN ASIA

China

SOUTHERN ASIA

India

2012

2012-01-19
Platinum: EasternRoppls 
Campaign»
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Attackers group

_DESCRIPTION

ATK35  - aka APT33 is an Iranian 
cyberespionage group operating 
since approximately 2013.
It is known to exploit fraudulent so-
cial media profiles to target indivi-
duals and organizations of interest 
through collecting credentials and 
infecting malware via an IRC-based 
variant of malware.

The breadth of the elaborate cha-
racters and fraudulent organiza-
tions created by ATK35 reveals 
that this adversary engages in a 
level of preparation and patience 
rarely seen with targeted intrusion 
efforts. This actor will also target 
third party service providers in or-
der to compromise the organiza-
tions of interest.

ATK35 usually tries to access 
private emails and Facebook ac-
counts, and sometimes establishes 
a foothold on victims’ computers 
as a secondary focus.

The group’s TTPs largely overlap 
with another group, ATK26 (aka 
Rocket Kitten), resulting in rela-
tionships that may not distinguish 
between the activities of the two 
groups.

_USED MALWARES

- AutoIt backdoor
- DownPaper
- Mimikatz
- NETWIRE
- Nanocore
- POWERBAND
- POWERTON
- Shamoon
- TURNEDUP

_USED TOOLS

- Living off the Land

_USED VULNERABILITIES

- CVE-2018-20250

_ATTACKS HAPPENED ON

> 2011-2014 - Operation 
Newscaster
Happened on: 2011-01-01

> 2016-2017 - Operations against 
United-States - Saudi-Arabia  
and South Korea
Happened on: 2016-01-01

> 2016 - NewsBeEF Operation
Happened on: 2016-02-20
 
> December 2018 - February 
2019 - Attacks against the Saudi 
Petrochemical sector exploiting 
CVE-2018-20250 vulnerability
Happened on: 2018-12-01

Threat Actor_

Alias_

Targeted Sectors_

Motivations_
_Espionage

ATK35 
(aka: APT33 by Fireye)
is an Iranian cyberespionage group
operating since approximately 2013.
_Type of attacker: State Sponsored

_APT 33
_APT33
_COBALT TRINITY
_Elfin
_HOLMIUM
_MAGNALLIUM
_PARISITE
_Refined Kitten

_Research
_Media
_Manufacturing
_High-Tech
_Healthcare
_ Government  
and administration agencies

_Financial Services
_Energy
_Education
_Dissident
_Defence
_Communication
_Chemicals
_Aviation
_Aerospace

Targeted Areas_

Suspected origin of the attacker_
Iran

NORTH AMERICA 

United States Of America

WESTERN EUROPE

United Kingdom Of Great  
Britain And Northern Ireland

MIDDLE EAST/ 
WESTERN ASIA

Israel
Iraq 
Iran
Saudi Arabia

EASTERN ASIA

Korea

2011-01-01
Operation 
Newscaster

2016-02-20
NewsBeEF 
Operation

2018-12-01
February 2019 - Attacks against 
the Saudi Petrochemical sector 
exploiting CVE-2018-20250 
vulnerability188

2011 2012 2013 2014 2015 2016 2017 2018

2016-01-01
Operations against 
United-States - 
Saudi-Arabia and 
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T1001 -  Data Obfuscation
T1003 -  OS Credential Dumping
T1020 -  Automated Exfiltration
T1027 -  Obfuscated Files or Information
T1040 -  Network Sniffing
T1041 -  Exfiltration Over C2 Channel
T1048 -  Exfiltration Over Alternative Protocol
T1053 -  Scheduled Task/Job
T1059.001 -  PowerShell
T1068 -  Exploitation for Privilege Escalation
T1071 -  Application Layer Protocol
T1078 -  Valid Accounts
T1105 -  Ingress Tool Transfer
T1110 -  Brute Force
T1119 -  Automated Collection

T1125 -  Video Capture
T1132 -  Data Encoding
T1203 -  Exploitation for Client Execution
T1204 -  User Execution
T1480 -  Execution Guardrails
T1547.001 -  Registry Run Keys / Startup Folder
T1553.004 -  Install Root Certificate
T1560 -  Archive Collected Data
T1566.002 - Spearphishing Link
T1571 -  Non-Standard Port
T1573 -  Encrypted Channel
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Attackers group

_DESCRIPTION

ATK4 - This group targets the pu-
blic and private sectors mainly in 
South Korea. According to FireEye, 
the group’s primary mission is to 
collect secret intelligence in support 
of North Korea’s strategic military, 
political and economic interests. 
This actor is considered competent 
and resourceful.

Focusing on South Korean targets, 
this group can be compared to Unit 
91 which has similar objectives. 
While from 2014 to 2017, ATK4 
mainly targeted the South Korean 
government, defense, its industrial 
fabric and the media sector, ATK4 
moved to more international tar-
gets with further attacks against 
the Middle East, Japan and the 
Vietnam. These new targets are all 
tied to North Korean interests.

This group uses spear phishing, 
strategic web compromises, or 
torrent file sharing as an initial in-
fection vector. From 2014 to 2017, 
their decoy ducos were written in 
Korean and related to a theme re-
lating to the Korean Peninsula. It 
uses various legitimate platforms 
like C2 and has access to several 
0-day vulnerabilities.

The group can integrate newly re-
vealed vulnerabilities into their tool-
set. This can be explained with the 
collaboration of different units wit-
hin the North Korean General Re-
connaissance Bureau.

ATK4 uses a C2 infrastructure 
made up of compromised servers, 
a messaging platform, cloud ser-
vices and social networks to com-
municate or deploy its malware and 
avoid detection.

_USED MALWARES

- CORALDECK
- DOGCALL
- Final1stSpy
- GELCAPSULE
- HAPPYWORK
- KARAE
- MILKDROP
- NavRat
- POORAIM
- RICECURRY
- ROKRAT
- RUHAPPY
- SHUTTERSPEED
- SLOWDRIFT
- SOUNDWAVE
- WINERACK
- ZUMKONG
- GoldBackdoor
- Chinotto

_USED VULNERABILITIES

- CVE-2013-0808
- CVE-2013-4979
- CVE-2014-8439
- CVE-2015-2387
- CVE-2015-2419
- CVE-2015-2545
- CVE-2015-3105
- CVE-2015-5119
- CVE-2015-5122
- CVE-2015-7645
- CVE-2016-1019
- CVE-2016-4117
- CVE-2017-0199
- CVE-2018-0802
- CVE-2018-4878

Threat Actor_

Alias_

Targeted Sectors_

Motivations_

_Espionage

Languages_
_Korean

ATK4 
A North Korean cyber
espionage group active since at
least 2012, targeting several sectors 
mainly in South Korea.
_Type of attacker: State Sponsored

_APT 37
_APT37
_Dark Seoul
_DarkSeoul
_Group 123
_Group123
_Operation Daybreak
_Operation Erebus
_Operation Erebus.
_Reaper
_Reaper Group
_Red Eyes
_Ricochet Chollima
_ScarCruft
_StarCruft
_TEMP.Reaper
_Venus 121

_Transportation
_Political Organizations
_Military
_Manufacturing
_High-Tech
_Healthcare
_ Government  
and administration agencies

_Finance
_Energy
_Defence
_Chemicals
_Automotive
_Aerospace

Targeted Areas_

Suspected origin of the attacker_
North Korea

_ATTACKS HAPPENED ON

> August 2016 - March 2017: 
Golden Time campaign
Happened on: 2016-08-01
 
> November 2016 - January 2017: 
Evil New Year campaign
Happened on: 2016-11-01

> May 2017: APT37 targets 
a Middle Eastern company 
(Freemilk campaign)
Happened on: 2017-05-01
 
> November 2017: North Korean 
Humain Rights campaign
Happened on: 2017-11-01
 
> January 2018: Evil New Year 
2018 campaign
Happened on: 2018-01-01
 
> September 2018 : ScarCruft 
target a Russian organization 
related to North Korean affairs
Happened on: 2018-09-01

> 2021 JAN - ATK4 campaign 
against the government of South 
Korea, used a Maldoc with VBA 
self-decoding technique to inject 
RokRat
Happened on: 2021-01-01

> 2021 Jul -  Spear phishing 
campaign pushing Konni Rat  
to target Russia
Happened on: 2021-07-01

> August 2021 - APT37 targets 
journalists with Chinotto 
multi-platform malware
Happened on: 2021-08

> March 2022 - North 
Korea-linked APT37 targets 
journalists with GoldBackdoor
Happened on: 2022-03-18

NORTH AMERICA 

United States Of America

WESTERN EUROPE

United Kingdom Of Great  
Britain And Northern Ireland

EASTERN EUROPE

Romania

MIDDLE EAST/ 
WESTERN ASIA

Kuwait

SOUTH EAST ASIA

Vietnam

SOUTHERN ASIA

India
Nepal

EASTERN ASIA

China
Japan
Korea
Hong-kong

RUSSIA 

Russian Federation

2016-08-01
Golden Time 
campaign

2017-05-01
APT37 targets a 
Middle Eastern 
company (Freemilk 
campaign)

2017-11-01
North Korean 
Humain Rights 
campaign

2018-01-01
Evil New Year 2018 
campaign

2018-09-01
ScarCruft target a Russian 
organization related to North 
Korean affairs

2021-01-01
ATK4 campaign against the 
government of South Korea, used 
a Maldoc with VBA self-decoding 
technique to inject RokRat

2021-07-01
Spear phishing campaign 
pushing Konni Rat to target 
Russia
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2016 2017 2018 2019 2020 2021

2016-11-01
Evil New Year 
campaign
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T1027.002 - Software Packing
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T1033 -  System Owner/User Discovery
T1036.001 -  Invalid Code Signature
T1041 -  Exfiltration Over C2 Channel
T1571 -  Non-Standart Port
T1055 -  Process Injection
T1056 -  Input Capture
T1056.001 - Keylogging
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1059.003 - Windows Command Shell
T1059.005 - Visual Basic
T1070.004 - File Deletion
T1071 -  Application Layer Protocol

T1071.001 -  Web Protocols
T1074 -  Data Staged
T1082 -  System Information Discovery
T1083 -  File and Directory Discovery
T1095 -  Non-Application Layer Protocol
T1102 -  Web Service
T1102.002 -  Bidirectional Communication
T1105 -  Ingress Tool Transfer
T1106 -  Native API
T1113 -  Screen Capture
T1120 -  Peripheral Device Discovery
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T1189 -  Drive-by Compromise
T1203 -  Exploitation for Client Execution
T1204 -  User Execution
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T1518.001 -  Security Software Discovery
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T1547.001 -  Registry Run Keys / Startup Folder
T1548.002 -  Bypass User Account Control
T1553.002 - Code Signing
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T1559.002 -  Dynamic Data Exchange
T1561.002 -  Disk Structure Wipe
T1566.001 -  Spearphishing Attachment
T1566.002 - Spearphishing Link
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Attackers group

_DESCRIPTION

ATK40 - The group targets as a 
priority the financial institutions of 
the Sunni Gulf States, but also the 
United States and Israel, traditio-
nal geopolitical opponents of the 
Republic of the Mullahs. During the 
OilRig campaign in 2016 against 
financial institutions in Saudi Ara-
bia, the group demonstrated capa-
bilities to adapt its procedures and 
to use multiple delivery methods, 
particularly through well-crafted 
spear-phishing messages relevant 
to the interests of targeted per-
sonnel and custom PowerShell im-
plants like the Helminth backdoor. 
He relies heavily on the human 
factor for the initial access. After 
the first report by FireEye and Pa-
loAlto, the group has been actively 
updating his tools and expanding 
his scope of targets (Qatar, Tur-
key, Israel and United States). The 
group continues to use communi-
cation through DNS Tunnelling to 
the command and control server to 
stay under the radar. In early 2017, 
the group demonstrated the abi-
lity to use digitally signed malware 
spread through fake websites (Uni-
versity of Oxford conference sign-
up page and a job application web-
site). PaloAlto observed an overlap 
in C&C IP address used by OilRig 
and used by Chafer for his Remexi 
backdoor C&C, suggesting that 
these groups are one entity or that 
they share resources. Furthermore, 
the similarity between the malware 
ISMAgent used by OilRig and 
ISMDoor used by GreenBug sug-
gests a link between these groups.

This actor shows high capabilities 
of adaptation, creating new custom 
delivery documents and backdoor 
and using multiple TTP to re-infect 
previous targets who took actions 
to counter their known TTP. We 
did not observe this actor using a 
zero-day exploit, but it quickly used 
the CVE-2017-0199 and CVE-2017-

11882 which are widely used to im-
prove the quality of his lure docu-
ments.

DragoS considers that ATK40 
(OilRig) and ATK59 (Greenbug) are 
the same threat group and carried 
out initial preparations and network 
intrusion in advance of the Sha-
moon event. This group test re-
gularly its samples on anti-virus 
testers like VirusTotal to determine 
what content of their malwares are 
detected. This technique helped to 
build nearly undetected samples 
but allowed researchers to follow 
the modifications. In April 2019, 
multiple OilRig tools were leaked on 
a Github repository, including BON-
DUPDATER, the TwoFace Web-
Shell and webmask, a tool linked to 
DNSpionage. This leak was followed 
in June 2019 by another about the 
tool Jason.

OilRig infrastructure is conti-
nuously growing but overlaps with 
previously used infrastructure. The 
group reuses his tools, uses the 
same attack protocols and has 
a consistent victimology which 
makes it easy to track down.

_USED MALWARES

- ALMA Communicator
- BONDUPDATER
- CANDYKING
- Clayslide
- GOLDIRONY
- Helminth
- ISMAgent
- ISMInjector
- Jason
- KEYPUNCH
- Karkoff
- LaZagne
- Mimikatz
- OopsIE

Threat Actor_

Alias_

Targeted Sectors_

Motivations_
_Espionage

ATK40 
(aka: OilRig, APT34) is an
Iranian cyber espionage threat actor
active since at least 2014, primarily
operating in the Middle East region.
_Type of attacker: State Sponsored

_APT 34
_APT34
_CHRYSENE
_Clayslide
_Crambus
_Greenbug
_Helix Kitten
_Helminth
_IRN2
_OilRig
_Twisted Kitten

_Transportation
_Hospitality
_High-Tech
_Healthcare
_ Government  
and administration agencies

_Financial Services
_Energy
_Education
_Communication
_Chemicals
_Aviation
_Aerospace

Targeted Areas_

Suspected origin of the attacker_
Iran

- POWBAT
- POWRUNER
- QUADAGENT
- RGDoor
- SEASHARPEE
- SideTwist
- TONEDEAF
- ThreeDollars
- TwoFace WebShell
- ZeroCleare

_USED TOOLS

- ConfuserEx
- Invoke-Obfuscation
- Living off the Land
- Net
- Plink
- PsExec
- Reg
- SmartAssembly .NET obfuscator
- SoftPerfect Network Scanner
- Tasklist
- netstat

_USED VULNERABILITIES 

- CVE-2017-0199
- CVE-2017-11882
- CVE-2020-0688

_ATTACKS HAPPENED ON 

> 2015 - October 2016: Wave 
of emails containing malicious 
attachments being sent to 
multiple organizations in the 
Middle East
Happened on: 2015-06-15
 
> Late 2016: OilRig set up a fake 
VPN Web Portal targeting Israeli 
organizations
Happened on: 2016-10-24

> Fox Kitten Campaign
Happened on: 2017-01-01

 

NORTH AMERICA 

United States Of America

MIDDLE EAST/ 
WESTERN ASIA

United Arab Emirates
Turkey
Saudi Arabia
Qatar
Lebanon
Kuwait
Israel
Azerbaijan

AFRICA

Mauritius

2017-04-19  
Politically motivated targeted 
campaign carried out against 
numerous Israeli organizations

2018-06-25
Attacks  
on Middle East 
entities

2018-11-01
Attack on the 
Telecommunication  
sector

2020-01-01
Oilrig campaign on USA 
organizations

2020-01-27
Karkoff campaign against 
the Lebanon government

2020-03-01
TK40 (APT34) campaign 
leveraging Microsoft 
Exchange vulnerability
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> April 2017: Politically motivated 
targeted campaign carried 
out against numerous Israeli 
organizations
Happened on: 2017-04-19

> July 2017: Targeted attacks 
delivering ISMAgent
Happened on: 2017-07-01

> August 2017: Use of ISMInjector 
to deliver ISMAgent to an 
organization within the United 
Arab Emirates government
Happened on: 2017-08-01

> January 2018: Attack against 
an insurance agency based in the 
Middle East using OopsIE and the 
ThreeDollars delivery document
Happened on:  2018-01-08

> May - June 2018: Attack using 
QUADAGENT
Happened on: 2018-05-01

> Summer 2018: Attacks  
on Middle East entities
Happened on: 2018-06-25

> November 2018: Attack  
on the Telecommunication sector
Happened on: 2018-11-01

> January 2020: Oilrig campaign 
on USA organizations
Happened on: 2020-01-01
 
> Karkoff campaign against  
the Lebanon government
Happened on: 2020-01-27

> TK40 (APT34) campaign 
leveraging Microsoft Exchange 
vulnerability
Happened on: 2020-03-01

Attackers group

198 Cyber Threat Handbook | 199



Cyber Threat Handbook | 201200

Attackers group

_DESCRIPTION

ATK41 - aka: APT10, Stone Panda, 
CVNX, MenuPass Group, Potas-
sium, Red Apollo, Hogfish, Cloud 
Hopper, DustStorm, Happyyongzi) 
is a threat group that appears to 
originate from China and has been 
active since approximately 2009. 
The group is also used to conduct 
supply chain attacks in order to 
infiltrate large groups to conduct 
industrial espionage campaigns. 
Among the preferred targets of this 
group are companies in the energy, 
high-tech and manufacturing sec-
tors.

However, some of the attackers 
have been arrested by the US FBI. 
Indeed, on 17 December 2018, a 
grand jury in the United States 
District Court for the Southern 
District of New York indicted ZHU 
HUA , a.k.a. «Afwar», a.k.a. «CVNX», 
a.k.a. «Alayos», a.k.a. «Godkiller», and 
ZHANG SHILONG , a.k.a. «Baobi-
long», a.k.a. «Zhang Jianguo», a.k.a. 
«Atreexp». The defendants worked 
for Huaying Haitai
Science and Technology Develop-
ment Company located in Tianjin, 
China, and acted in association 
with the Tianjin State Security 
Bureau of the Chinese Ministry of 
State Security. 

_USED MALWARES

- ChChes
- EvilGrab
- Mimikatz
- Mis-Type
- Misdat
- PoisonIvy

-Sodamaster
- QuasarRAT
- RedLeaves
- S-Type
- SNUGRIDE
- UPPERCUT
- ZLib

_USED TOOLS

- Impacket
- Living off the Land
- Net
- Ping
- PowerSploit
- PsExec
- QuasarRAT
- certutil
- cmd
- pwdump

_USED VULNERABILITIES 

- CVE-2020-1472

_ATTACKS HAPPENED ON

> Dust Storm
Happened on: 2010-01-01
 
> MenuPass operation: APT10  
expands its operations
Happened on: 2016-01-01

> Cloud Hopper: a targeted APT10 
campaign
Happened on: 2017-11-01
 
> APT10: Campaign against 
Japan - North-Korea and South 
American personalities
Happened on: 2018-01-01
 

Threat Actor_

Alias_

Targeted Sectors_

Motivations_
_Espionage

ATK41 
A threat group that appears to
originate from China and has been
active since approximately 2009.
_Type of attacker: State Sponsored

_APT 10
_APT10
_BRONZE RIVERSIDE
_CVNX
_Cicada
_Cloud Hopper
_DustStorm
_HOGFISH
_POTASSIUM
_Red Apollo
_Stone Panda
_happyyongzi
_menuPass
_menuPass Team

_Media
_Manufacturing
_High-Tech
_Healthcare
_ Government  
and administration agencies

_Financial Services
_Energy
_Defence
_Aerospace

Suspected origin of the attacker_
China

Targeted Areas_

NORTH AMERICA 

United States Of America

CENTRAL AMERICA

Mexico

WESTERN EUROPE

United Kingdom Of Great  
Britain And Northern Ireland
France
Germany
Belgium

MIDDLE EAST/ 
WESTERN ASIA

United Arab Emirates

SOUTH EAST ASIA

Vietnam
Thailand
Singapore
Philippines

SOUTHERN ASIA

India

EASTERN ASIA

China
Japan
Korea
Hong-kong
Taiwan

2010-01-01 
Dust Storm

2016-01-01
MenuPass operation: 
APT10 expands its 
operations

2017-11-01
Cloud Hopper: a 
targeted APT10 
campaign

2018-01-01
APT10: Campaign against 
Japan - North-Korea 
and South American 
personalities

2019-04-01
APT10 targets government 
agencies in the Philippines 
and Southeast Asia

2019-10-15
ATK41 (APT10, Stone Panda) spies 
on Japanese companies worldwide
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> APT10 targets government 
agencies in the Philippines  
and Southeast Asia 
Happened on: 2019-04-01

> ATK41 (APT10, Stone Panda) 
spies on Japanese companies 
worldwide 
Happened on: 2019-10-15

> February 2022 - APT10 
disguised intrusions behind 
credential stuffing attack on 
Taiwanese financial sector
Happened on: 2022-02

> February 2022 - APT10 
Espionage Attacks against US 
government
Happened on: 2022-02
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T1003 -  OS Credential Dumping
T1005 -  Data from Local System
T1016 -  System Network Configuration Discovery
T1018 -  Remote System Discovery
T1021 -  Remote Services
T1021.001 -  Remote Desktop Protocol
T1027 -  Obfuscated Files or Information
T1036 -  Masquerading
T1039 -  Data from Network Shared Drive
T1046 -  Network Service Scanning
T1047 -  Windows Management Instrumentation
T1049 -  System Network Connections Discovery
T1053 -  Scheduled Task/Job
T1055.012 -  Process Hollowing
T1056 -  Input Capture
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell

T1070.004 -  File Deletion
T1074 -  Data Staged
T1078 -  Valid Accounts
T1087 -  Account Discovery
T1090 -  Proxy
T1105 -  Ingress Tool Transfer
T1140 -  Deobfuscate/Decode Files or Information
T1199 -  Trusted Relationship
T1204 -  User Execution
T1560 -  Archive Collected Data
T1566.001 -  Spearphishing Attachment
T1574.001 -  DLL Search Order Hijacking
T1574.002 -  DLL Side-Loading
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Attackers group

_DESCRIPTION

ATK5 - It is a skilled team which 
has the capabilities to develop com-
plex modular malwares and exploit 
multiple zero-days. Their malwar-
es are compiled with Russian lan-
guage setting and during the Rus-
sian office working hours. Despite 
number of public disclosure from 
European governments and indict-
ments from the U.S. Department of 
Justice, this adversary continues to 
launch operations targeting the po-
litical and defense sector in Europe 
and Eurasia.

Between 2007 and 2014, ATK5 had 
three kinds of targets:

-  Georgian government agencies 
(Ministry of Internal Affairs and 
Ministry of Defense) or citizens

- Eastern European governments
- Security organisations

The attack of the Georgian Ministry 
of Defense can be a response to 
the growing U.S.-Georgian military 
relationship. In 2013, the group tar-
geted a journalist which is a way to 
monitor public opinion, spread di-
sinformations or identify dissident.

During 2015 and 2016, this group  
activity increased significantly, with 
numerous attacks against govern-
ment departments and embassies 
all over the world.

Among their most notable presu-
med targets are the American De-
mocratic National Committee, the 
German parliament and the French 
television network TV5Monde. 
ATK5 seems to have a special in-
terest in Eastern Europe, where it 
regularly targets individuals and or-
ganizations involved in geopolitics. 
They also have been implicated in 
the U.S. presidential election at-
tacks in late 2016.

The 2016 attacks were visible and 
disruptive but in 2017 the group 
operated a great change to more 
stealthy attacks to gather intelli-
gence about a range of targets.

One of the striking characteristics 
of ATK5 is its ability to come up 
with brand-new zero-day vulnera-
bilities regularly. In 2015, the group 

exploited no fewer than six zero-day 
vulnerabilities. This high number of 
zero-day exploits suggests signi-
ficant resources available, either 
because the group members have 
the skills and time to find and 
weaponize these vulnerabilities, or 
because they have the budget to 
purchase the exploits. In addition, 
APT28 tries to profile its target 
system to deploy only the needed 
tools. This prevents researchers 
from having access to their full 
arsenal.

_USED MALWARES

- ADVSTORESHELL
- Blitz backdoor
- CORESHELL
- Cannon
- DealersChoice
- Delphocy
- Downdelph
- Drovorub
- HIDEDRV
- JHUHUGIT
- Komplex
- LoJax
- OLDBAIT
- USBStealer
- X-Agent
- X-Agent for Android
- XAgentOSX
- XTunnel
- Zebrocy

_USED TOOLS

- Forfiles
- Koadic
- Living off the Land
- Mimikatz
- Responder
- Winexe
- certutil

Threat Actor_

Alias_

Targeted Sectors_

Motivations_
_Political Manipulation
_Espionage

Languages_
_Russian

ATK5 
(aka Sofacy, APT28) is a Russian
state-sponsored group of attackers
operating since 2004, whose main 
objective is to steal confidential infor-
mation from political
and military targets that benefit the
Russian government.
_Type of attacker: State Sponsored

_APT 28
_APT28
_Fancy Bear
_Group 74
_Group-4127
_IRON TWILIGHT
_Pawn Storm
_PawnStorm
_SIG40
_SNAKEMACKEREL
_STRONTIUM
_Sednit
_Sofacy
_Swallowtail
_TAG_0700
_TG-4127
_Threat Group-4127
_Tsar Team
_TsarTeam
_apt_sofacy

_Universities
_Transportation
_Think Tank
_Political Organizations
_Media
_International Organizations
_Hospitality
_High-Tech
_Healthcare
_ Government  
and administration agencies

_Energy
_Embassies
_Defence
_Defence contractors
_Cybersecurity
_Aerospace

Suspected origin 
of the attacker_

Russia

_USED VULNERABILITIES 

- CVE-2010-3333
- CVE-2012-0158
- CVE-2013-1347
- CVE-2013-3897
- CVE-2013-3906
- CVE-2014-0515
- CVE-2014-1761
- CVE-2014-1776
- CVE-2014-4076
- CVE-2015-1641
- CVE-2015-1642
- CVE-2015-1701
- CVE-2015-2387
- CVE-2015-2424
- CVE-2015-2590
- CVE-2015-3043
- CVE-2015-4902
- CVE-2015-5119
- CVE-2015-7645
- CVE-2016-7255
- CVE-2016-7855
- CVE-2017-0144
- CVE-2017-0262
- CVE-2017-0263
- CVE-2020-0688
- CVE-2020-17144

_ATTACKS HAPPENED ON

> 2008: Cyber attacks 
accompanying Georgian invasion
Happened on: 2008-01-01
 
> 2008: Compromise of the US 
Department of Defense network
Happened on: 2008-01-01

> 2011: APT28 use lure written  
in Georgian
Happened on: 2011-01-01

> October 2011: Spearphishing  
of the French Defense Ministry
Happened on: 2011-10-01

> January 2012: Spearphishing  
on the Vatican embassy in Iraq
Happened at: 2012-01-01
 
> Mid-2013: Targeting the 
Georgian Ministry of Internal 
Affairs
Happened on: 2013-01-01

Targeted Areas_

NORTH AMERICA 

United States Of America
Canada

SOUTH AMERICA

Brazil

NORTHERN EUROPE

Sweden
Netherlands

WESTERN EUROPE

United Kingdom Of Great  
Britain And Northern Ireland
France
Spain
Germany
Belgium

EASTERN EUROPE

Belarus
Bulgaria
Hungary
Latvia
Ukraine
Slovakia
Poland
Romania
Montenegro

MIDDLE EAST/ 
WESTERN ASIA

Armenia
Azerbaijan
Georgia
Iran
Turkey
Saudi Arabiaz

CENTRAL ASIA 

Kazakhstan
Tajikistan

SOUTH EAST ASIA

Malaysia

EASTERN ASIA

China 
Japan
Korea
Mongolia

SOUTHERN ASIA

Afghanistan

_Georgian

2008-01-01
Cyber attacks 
accompanying 
Georgian invasion

2008-01-01
Compromise of the 
US Department of 
Defense network

2011-10-01
Spearphishing of the 
French Defense Ministry
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> Late-2013: Targeting an 
Eastern European Ministry of 
Foreign Affairs
Happened on: 2013-07-01

> September 2013: Spearphishing 
on Military officials
Happened on: 2013-09-01
 
> January 2014: Spearphishing on 
Pakistanes military officials
Happened on: 2014-01-01

> 2014 - 2016: APT28 uses 
Android X-Agent to track 
Ukrainian artillery
Happened on: 2014-01-01
 
> August 2014: Attempt 
to compromise the Polish 
government
Happened on: 2014-08-01
 
> September 2014: Typosquatting 
of European defense exhibition
Happened on: 2014-09-01

> October 2014 - September 
2015: Operation PawnStorm
Happened on: 2014-10-01

> April-Mai 2015: Attack on the 
German Parliament
Happened on: 2015-04-01
Summer 2015: Sofacy attack 
waves
Happened on: 2015-01-01

> February - April 2015: APT28 
compromised TV5Monde
Happened on: 2015-02-01
 
> April 2015: Operation 
RussianDoll
Happened on: 2015-04-01

> May 2015: APT28 targets 
the Ukrainian Central Election 
Commission
Happened on: 2015-05-01

> August 2015: APT28 targets 
Russian rockers and dissidents 
Pussy Riot
Happened on: 2015-08-01

> September 2020: ATK5 
(APT28) targets NATO member 
governments, Middle East 
governmets adn Azerbaijan 

government with Zebrocy 
backdoor
Happened on: 2015-11-01

> Spring 2016: APT28 attacks 
the U.S. Democratic National 
Committee
Happened on: 2016-01-01
> Summer 2016: APT28 attacks 
the World Anti-Doping Agency 
(WADA)
Happened on: 2016-01-01

> March 2016: APT28 targets 
Hillary Clinton Presidential 
Campaign
Happened on: 2016-03-01

> April - May 2016: APT28 
targets the Germany’s Christian 
Democratic Union
Happened on: 2016-04-01

> May 2016: Spear-phishing 
attack against a U.S. government 
entity
Happened on: 2016-05-01
 
> November 2016: APT28 targets 
the Organization for Security and 
Co-operation in Europe (OSCE)
Happened on: 2016-11-01
 
> July 2017: APT28 targets the 
hospitality sector in Europe and 
MiddleEast
Happened on: 2017-07-01
 
> October 2017: Spearphishing 
using a new lure document 
about the Cyber Conflict U.S. 
conference
Happened on: 2017-09-01
 
> February - October 2018: 
APT28 attacks various Ministries 
of Foreign Affairs around the 
world
Happened on: 2018-02-01

> October 4, 2018 - APT28 
targets the Organization for the 
prohibition of chemical weapons
Happened on: 2018-10-04 

> Late-2013: Targeting a 
Journalist Covering the 
Caucasus
Happened on: 2019-07-01

> 2021 March - ATK5’s attack 
campaign against Kazakhstan
Happened on: 2021-02-19
 
> 2021 Jan - ATK5 Leads 
Global Brute Force Campaign 
to Compromise Enterprise and 
Cloud Environments Around the 
Globe
Happened on: 2021-08-31

> September 2021 - 14,000 Gmail 
users targeted by APT28
Happened on: 2021-09

> March 2022 - APT28 phishing 
campaigns targeting UkrNet
Happened on: 2022-03

Attackers group
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T1001 -  Data Obfuscation
T1001.001 -  Junk Data
T1003 -  OS Credential Dumping
T1003.001 -  LSASS Memory
T1003.003 - NTDS
T1005 -  Data from Local System
T1014 -  Rootkit
T1021.002 -  SMB/Windows Admin Shares
T1025 -  Data from Removable Media
T1027 -  Obfuscated Files or Information
T1036 -  Masquerading
T1036.005 - Match Legitimate Name or Location
T1037 -  Boot or Logon Initialization Scripts
T1037.001 -  Logon Script (Windows)
T1039 -  Data from Network Shared Drive
T1040 -  Network Sniffing
T1048.002 -  Exfiltration Over Asymmetric Encrypted Non-C2 Protocol
T1056 -  Input Capture
T1056.001 - Keylogging
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1059.003 -  Windows Command Shell
T1068 -  Exploitation for Privilege Escalation
T1070 -  Indicator Removal on Host

T1070.001 -  Clear Windows Event Logs
T1070.004 -  File Deletion
T1070.006 -  Timestomp
T1071 -  Application Layer Protocol
T1071.001 -  Web Protocols
T1071.003 -  Mail Protocols
T1074 -  Data Staged
T1074.001 -  Local Data Staging
T1074.002 -  Remote Data Staging
T1078 -  Valid Accounts
T1078.004 -  Cloud Accounts
T1083 -  File and Directory Discovery
T1090 -  Proxy
T1090.002 -  External Proxy
T1090.003 -  Multi-hop Proxy
T1091 -  Replication Through Removable Media
T1092 -  Communication Through Removable Media
T1098.002 -  Exchange Email Delegate Permissions
T1102.002 -  Bidirectional Communication
T1105 -  Ingress Tool Transfer
T1110 -  Brute Force
T1110.001 -  Password Guessing
T1110.003 -  Password Spraying
T1113 -  Screen Capture
T1114 -  Email Collection
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T1114.002 - Remote Email Collection
T1119 -  Automated Collection
T1120 -  Peripheral Device Discovery
T1133 -  External Remote Services
T1134 -  Access Token Manipulation
T1134.001 -  Token Impersonation/Theft
T1137 -  Office Application Startup
T1137.002 -  Office Test
T1140 -  Deobfuscate/Decode Files or Information
T1190 -  Exploit Public-Facing Application
T1199 -  Trusted Relationship
T1203 -  Exploitation for Client Execution
T1204 -  User Execution
T1204.001 -  Malicious Link
T1204.002 -  Malicious File
T1210 -  Exploitation of Remote Services
T1211 -  Exploitation for Defense Evasion
T1213 -  Data from Information Repositories
T1213.002 -  Sharepoint
T1218.011 -  Rundll32
T1221 -  Template Injection
T1498 -  Network Denial of Service
T1505.003 - Web Shell
T1528 -  Steal Application Access Token
T1542.003 - Bootkit

T1546.015 -  Component Object Model Hijacking
T1547.001 -  Registry Run Keys / Startup Folder
T1550.001 -  Application Access Token
T1550.002 - Pass the Hash
T1559.002 - Dynamic Data Exchange
T1560 -  Archive Collected Data
T1560.001 -  Archive via Utility
T1564.001 -  Hidden Files and Directories
T1564.003 - Hidden Window
T1566.001 -  Spearphishing Attachment
T1566.002 - Spearphishing Link
T1567 -  Exfiltration Over Web Service
T1573 - Encrypted Channel
T1573.001 -  Symmetric Cryptography
T1583.001 -  Domains
T1588.001 -  Malware
T1588.002 -  Tool
T1589.001 -  Credentials
T1595.002 -  Vulnerability Scanning
T1598 -  Phishing for Information

_MITRE ATT&CK® TECHNIQUES  
USED BY THIS ATTACKERS GROUP 

_CYBER ATTACK PHASES
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Attackers group

_DESCRIPTION

ATK51 - MuddyWater attacks are 
characterized by the use of a slowly 
evolving PowerShell-based first 
stage backdoor we call “POWERS-
TATS.  Despite broad scrutiny and 
reports on MuddyWater attacks, 
the activity continues with only in-
cremental changes to the tools and 
techniques.

_USED MALWARES

- Mori
- MuddyC3
- POWERSTATS
- PowGoop
 

_USED TOOLS

- CrackMapExec
- LaZagne
- Living off the Land
- Meterpreter
- Mimikatz

_USED VULNERABILITIES

- CVE-2020-1472

_ATTACKS HAPPENED ON 

> MuddyWater targets Middle 
East - USA and India
Happened on: 2017-02-20

> After MuddyWater - ATK51 led 
a new and broader campaign  
in early 2018
Happened on: 2017-05-20

> ATK51 updates its TTP in Spear 
Phishing Campaign to target Asia 
and Middle East
Happened on: 2018-02-23
 
> ATK51: Seedworm’s Powermud 
backdoor campaign
Happened on: 2018-09-20

> MuddyWater Operations  
in Lebanon and Oman
Happened on: 2018-09-20
 
> 2019 - ATK51 Attacks Kurdish 
organizations in Turkey
Happened on: 2019-04-15

> 2020: MuddyWater continues 
its attacks against Middle 
Eastern organizations
Happened on: 2020-01-01

> November 2021 - Iranian APT 
MuddyWater targets Turkish 
users
Happened on: 2021-11

> 2022 - Ongoing Attacks by 
MuddyWater APT
Happened on: 2022

Threat Actor_

Alias_

Targeted Sectors_

ATK51 
An Iranian threat group targeting
primarily Middle Eastern
nations. However, attacks against 
surrounding nations and beyond, in-
cluding targets in India and the USA, 
have also been observed.

_MERCURY
_MobhaM
_MuddyWater
_NTSTATS
_POWERSTATS
_Seedworm
_Static Kitten
_TEMP.Zagros

_Media
_International Organizations
_High-Tech
_Healthcare
_ Government  
and administration agencies

_Financial Services
_Energy
_Education
_Defence

Targeted Areas_

NORTH AMERICA 

United States Of America

AFRICA
Mali

EASTERN EUROPE

Austria

MIDDLE EAST/ 
WESTERN ASIA

Azerbaijan
Bahrain
Iraq
Israel
Georgia
Iran
Jordan
Saudi Arabia
United Arab Emirates
Turkey

Motivations_
_Espionage

Suspected origin of the attacker_
Iran

SOUTHERN ASIA

India
Pakistan

RUSSIA

Russian Federation

2017-02-20
MuddyWater targets Middle 
East - USA and India

2017-05-20
After MuddyWater - ATK51 
led a new and broader 
campaign in early 2018

2018-09-20
ATK51: Seedworm’s 
Powermud backdoor 
campaign

2018-09-20
MuddyWater 
Operations in 
Lebanon and Oman

2019-04-15
ATK51 Attacks Kurdish 
organizations in Turkey

2020-01-01
MuddyWater continues its attacks 
against Middle Eastern organizations
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2018-02-23
ATK51 updates its TTP in 
Spear Phishing Campaign 
to target Asia and Middle 
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T1003 -  OS Credential Dumping
T1016 -  System Network Configuration Discovery
T1027 -  Obfuscated Files or Information
T1027.004 - Compile After Delivery
T1033 -  System Owner/User Discovery
T1036 -  Masquerading
T1047 -  Windows Management Instrumentation
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1082 -  System Information Discovery
T1083 -  File and Directory Discovery
T1090 -  Proxy
T1104 -  Multi-Stage Channels
T1105 -  Ingress Tool Transfer
T1113 -  Screen Capture

T1140 -  Deobfuscate/Decode Files or Information
T1204 -  User Execution
T1218.003 -  CMSTP
T1218.005 -  Mshta
T1218.011 -  Rundll32
T1518.001 -  Security Software Discovery
T1547.001 -  Registry Run Keys / Startup Folder
T1548.002 - Bypass User Account Control
T1552.001 -  Credentials In Files
T1559.001 -  Component Object Model
T1559.002 -  Dynamic Data Exchange
T1560 -  Archive Collected Data
T1566.001 -  Spearphishing Attachment
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EXECUTIONRESOURCE 
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PERSISTENCE PRIVILEGE 
ESCALATION

DEFENSE 
EVASION

CREDENTIAL 
ACCESS

DISCOVERY LATERAL 
MOVEMENT

COLLECTION EXFILTRATION IMPACT COMMAND 
AND CONTROL 

_MITRE ATT&CK® TECHNIQUES  
USED BY THIS ATTACKERS GROUP 

_CYBER ATTACK PHASES
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Attackers group

_DESCRIPTION

ATK52  - This Korean speaking 
attacker is especially active in the 
Sea of Japan and the East China 
Sea. Its goal is espionage of speci-
fic individuals. The group possesses 
extended cryptographic knowledge, 
that allowed it to create fake cer-
tificates, a capacity to develop and 
use 0-days (especially around Flash 
Player). It also has access to an 
extended network infrastructure 
that is reliable, allowing the group 
to maintain long-term access to 
the system.

In January 2020, a few days af-
ter Microsoft stopped Windows 
7 support, DarkHotel used the 
DoubleStar 0day (CVE-2019-
17026?CVE-2020-067) to attack 
Chinese government-related com-
merce agencies.

_USED MALWARES

- DarkHotel
- Nemim
- Tapaoux

_USED VULNERABILITIES

- CVE-2010-0188
- CVE-2014-0497
- CVE-2015-5119
- CVE-2016-4117
- CVE-2019-17026
- CVE-2020-0674

_ATTACKS HAPPENED ON

> Since at least 2007: Precise 
attacks in hotels and wide 
spreading through P2P networks
Happened on: 2007-01-01

> Attacks in 2015
Happened on: 2015-01-01

> Attacks since 2016: New 
exploits and Overlap with ATK4
Happened on: 2016-01-01
 
> DarkHotel attacking Chinese 
foreign representatives using  
a vulnerability in SangFor VPN
Happened on: 2020-04-07

 

Threat Actor_

Alias_

Targeted Sectors_

ATK52 
While some have
attributed this attacker to North
Korea, notably due to the overlap
between the group and ATK4, there
is a consensus linking this threat
actor to South Korea instead. This
actor targets government entities,
especially in the diplomatic, defense
and law enforcement sectors.
_Type of attacker: State Sponsored

_APT-C-06
_DUBNIUM
_DarkHotel
_Fallout Team
_Karba
_Luder
_Nemim
_Nemin
_Pioneer
_SIG25
_Shadow Crane
_Tapaoux

_Transportation
_Research
_ Pharmacy  
and drug manufacturing

_Military
_Manufacturing 
_Hospitality
_ Government  
and administration agencies

_Defence

Targeted Areas_

EASTERN ASIA

Korea
Japan
China
Taiwan
 
RUSSIA

Russian Federation

Languages_
_Korean

Motivations_
_Espionage

Suspected origin of the attacker_
South Korea

2007-01-01
Precise attacks in hotels 
and wide spreading 
through P2P networks

2015-01-01 
Attacks in 2015

2016-01-01
New exploits and 
overlap with ATK4

2020-04-07
DarkHotel attacking Chinese 
foreign representatives using a 
vulnerability in SangFor VPN

214
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INITIAL 
ACCESS

RECONNAIS-
SANCE

EXECUTIONRESOURCE 
DEVELOPMENT 

PERSISTENCE PRIVILEGE 
ESCALATION

DEFENSE 
EVASION

CREDENTIAL 
ACCESS

DISCOVERY LATERAL 
MOVEMENT

COLLECTION EXFILTRATION IMPACT COMMAND 
AND CONTROL 

T1016 -  System Network Configuration Discovery
T1027 -  Obfuscated Files or Information
T1036 -  Masquerading
T1056 -  Input Capture
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1068 -  Exploitation for Privilege Escalation
T1080 -  Taint Shared Content
T1082 -  System Information Discovery
T1091 -  Replication Through Removable Media
T1140 -  Deobfuscate/Decode Files or Information
T1189 -  Drive-by Compromise
T1203 -  Exploitation for Client Execution
T1204 -  User Execution

T1218.005 -  Mshta
T1497.002 -  User Activity Based Checks
T1518.001 -  Security Software Discovery
T1547.001 -  Registry Run Keys / Startup Folder
T1547.009 -  Shortcut Modification
T1552.004 -  Private Keys
T1553.002 - Code Signing
T1566.001 -  Spearphishing Attachment

_MITRE ATT&CK® TECHNIQUES  
USED BY THIS ATTACKERS GROUP 

_CYBER ATTACK PHASES
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Attackers group

_DESCRIPTION

ATK6 - Dragonfly’s activities can 
be separated into three periods:
-  2010-2013, the beginning of its 
activities using large spam cam-
paigns

-   2013-2014, when it started to 
target the energy sector using 
spear-phishing

-  2015-2019, a re-launch of its at-
tacks after a break

The intrusions in energy facilities 
may have two objectives: steal sen-
sitive informations to known how 
these systems work (intelligence 
gathering phase) and prepare the 
nertwork for future sabotage ope-
rations.

_USED MALWARES

- CrackMapExec
- Dorshel
- Goodor
- Havex
- Karagany
- Lightsout exploit kit
- MCMD
- Mimikatz
- Oldrea

_USED TOOLS

- Angry IP Scanner
- CrackMapExec
- Inveigh
- Phishery
- PsExec

Threat Actor_

Alias_

Targeted Sectors_

ATK6 
A cyber espionage group that has been 
ac tive since at least 2010. They ini tially 
targeted defense and aviation compa-
nies but shifted to focus on the energy 
sector in early 2013. 
_Type of attacker: State Sponsored

_Crouching Yeti
_CrouchingYeti
_DYMALLOY
_Dragonfly
_Energetic Bear
_Group 24
_Havex
_Iron Liberty
_Koala Team
_TG-4192

_Energy
_Defence
_Aviation

Motivations_
_Espionage

Suspected origin of the attacker_
Russia

NORTH AMERICA 

United States Of America
Canada

NORTHERN EUROPE

Norway

WESTERN EUROPE

United Kingdom Of Great  
Britain And Northern Ireland
France
Germany
Belgium
Italy
Spain
Switzerland

EASTERN EUROPE

Greece
Poland
Serbia

MIDDLE EAST/ 
WESTERN ASIA

Turkey

2015-12-01
CASTLE campaign

2013-02-01
ATK6 (Dragonfly) targets 
the European energy 
sector and its critical 
infrastructure

2014-03-01 
ATK6 (Dragonfly) targets 
supply chain providers  
of the European energy 
sector218

20152013 2014

_ATTACKS HAPPENED ON

> 2013 - ATK6 (Dragonfly) targets 
the European energy sector  
and its critical infrastructure
Happened on: 2013-02-01

> 2014 - ATK6 (Dragonfly) targets 
supply chain providers  
of the European energy sector
Happened on: 2014-03-01

> December 2015 - 2018: CASTLE 
campaign
Happened on: 2015-12-01

 

Targeted Areas_
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T1003 -  OS Credential Dumping
T1005 -  Data from Local System
T1012 -  Query Registry
T1016 -  System Network Configuration 

Discovery
T1018 -  Remote System Discovery
T1021.001 -  Remote Desktop Protocol
T1033 -  System Owner/User Discovery
T1036 -  Masquerading
T1571 -  Non-Standart Port
T1053 -  Scheduled Task/Job
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1069 -  Permission Groups Discovery
T1070 -  Indicator Removal on Host
T1070.004 - File Deletion
T1071 -  Application Layer Protocol
T1074 -  Data Staged
T1078 -  Valid Accounts
T1083 -  File and Directory Discovery
T1087 -  Account Discovery
T1098 -  Account Manipulation

T1105 -  Ingress Tool Transfer
T1110 -  Brute Force
T1112 -  Modify Registry
T1113 -  Screen Capture
T1114 -  Email Collection
T1133 - External Remote Services
T1135 -  Network Share Discovery
T1136 -  Create Account
T1187 -  Forced Authentication
T1189 -  Drive-by Compromise
T1204 -  User Execution
T1221 -  Template Injection
T1505.003 - Web Shell
T1547.001 -  Registry Run Keys / Startup Folder
T1547.009 -  Shortcut Modification
T1560 -  Archive Collected Data
T1562.001 -  Disable or Modify Tools
T1566.001 -  Spearphishing Attachment
T1566.002 - Spearphishing Link
T1587.001 -  Malware
T1588.001 -  Malware

INITIAL 
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SANCE
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DEVELOPMENT 

PERSISTENCE PRIVILEGE 
ESCALATION

DEFENSE 
EVASION
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ACCESS
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MOVEMENT

COLLECTION EXFILTRATION IMPACT COMMAND 
AND CONTROL 

_MITRE ATT&CK® TECHNIQUES  
USED BY THIS ATTACKERS GROUP 

_CYBER ATTACK PHASES
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Attackers group

_DESCRIPTION

ATK64 - Throughout 2016, these 
actors used custom .NET down-
loaders to acquire basic system 
information and download additio-
nal payloads to infect hosts. Based 
on a generally low level of coding 
complexity, CrowdStrike assesses 
this adversary in terms of average 
technical sophistication.

“The CrowdStrike Falcon Intelli-
gence  team  tracking of this adver-
sary began in late 2016, when evi-
dence of an attack surfaced against 
a victim based in India and working 
in the hospitality sector. The attack 
used an Excel spreadsheet contai-
ning macro code that deployed the 
previously mentioned simplistic 
.NET downloader payload. The ba-
sic nature of the malicious docu-
ment and observed coding errors 
in the downloader payload are the 
basis for the assessment that this 
actor demonstrates a low level of 
technical skills.

MYTHIC LEOPARD was further ob-
served in 2017 developing methods 
for disguising custom malware im-
plants. Two binder tools used to 
disguise custom executables as le-
gitimate Microsoft implants — were 
discovered by Falcon Intelligence 
and linked to MYTHIC LEOPARD in 
July 2017.

Since April 2018, Falcon Intelli-
gence has observed ongoing tar-
geted intrusion activity using 
malicious Microsoft Office Excel 
documents likely associated with 
the MYTHIC LEOPARD adversary. 
As part of this campaign, the ad-
versary leveraged generic themes 
related to administrative, manage-
rial or supervisory matters along-
side a unique Visual Basic Script 
(VBScript) technique used for ins-
tallation. Falcon Intelligence has 
observed MYTHIC LEOPARD using 
this technique for several years 
to install multiple first-stage im-
plants and downloaders, including 
the isqlmanager and Waizsar RAT 
malware families. However, the use 
of the UPX packer and timestom-
ping techniques have not previously 
been associated with this adversary 
and likely indicates an incremental 

increase in tradecraft and sophisti-
cation.

MYTHIC LEOPARD actors have 
previously used an indigenously 
produced .NET obfuscation tool to 
hide malware implants as legitimate 
tools. The malicious files visual_
HD.exe and skypee.exe both attempt 
to impersonate a legitimate uTor-
rent executable once installed and 
running. Both malicious files use a 
previously identified MYTHIC LEO-
PARD command-and-control (C2) 
domain msupdate.servehttp[.]com. 
MYTHIC LEOPARD has previously 
reused old C2 domains across me-
dium to long periods of time, des-
pite operational security concerns.

The related decoy document in this 
attack simply displays a pay scale 
without any further identifying in-
formation. However, the filename 
(Pay Matrix Projected After 7th 
CPC (3).xls) suggests that it is re-
lated to India 7th Central Pay Com-
mission recommendations for go-
vernment salaries. As noted above, 
India is within the traditional target 
scope for this adversary.”

_USED MALWARES

- Crimson
- ObliqueRAT
- CapraRAT
 

Threat Actor_

Alias_

Targeted Sectors_

ATK64 
A Pakistan-based adversary with 
operations likely located in Karachi. 
This adversary uses social enginee-
ring and spear phishing to target 
Indian military and defense enti ties 

_APT 36
_APT36
_C-Major
_Mythic Leopard
_Operation C-Major
_Operation Transparent Tribe
_ProjectM
_TMP.Lapis
_Transparent Tribe

_Military
_Defence

Suspected origin of the attacker_
Pakistan

WESTERN EUROPE

Germany

MIDDLE EAST/ 
WESTERN ASIA

Iran

SOUTHERN ASIA

India
Pakistan
Afghanistan

222

Targeted Areas_
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_ATTACKS HAPPENED ON

> March 2020 - APT36 delivers 
CrimsonRAT with covid related 
phishing emails
Happened on: 2020-03

> March 2021 - ObliqueRAT 
targets South Asia
Happened on: 2021-03

> 2021 - TransparentTribe 
targeting India with evolving 
CrimsonRAT throughout 2021
Happened on: 2021

> Early 2022 - APT 36 Targeting 
Indian Government Officials via 
Spyware
Happened on: 2022

> 
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_DESCRIPTION

ATK66 - Reportedly, the group was 
established in 2011, but became ac-
tive starting from 2014, when the 
first attacks were detected in the 
wild. By examining the group vic-
tims and its TTPs, it is apparent 
the group mainly attacks targets 
related to the Palestinian Autho-
rity. APT-C-23 members are native 
Arabic speakers from the Middle 
East. According to Kaspersky, at its 
origins, APT-C-23 consisted of 30 
members working in three teams 
and operating mainly out of Pales-
tinian Territories, Egypt and Turkey.

_USED MALWARES

- Micropsia
- SpyC23
 

_USED TOOLS

- WinRAR

_ATTACKS HAPPENED ON

> 2020 / 2019 Jan - ATK66 
Campaign Targeting Palestinian  
Government Officials
Happened on: 2019-01-31

> October 2021 - Arid Viper APT 
targets Palestine with new wave 
of politically themed phishing 
attacks, malware 
Happened on: 2021-10

Threat Actor_

Alias_

Targeted Sectors_

ATK66 
This group is com monly consi-
dered as an APT group linked 
to the Hamas organization 
ruling the Gaza Strip. 

_APT-C-23
_Arid Viper
_AridViper
_Desert Falcon
_Gaza cybergang Group2

_Population
_Political Organizations
_ Government  
and administration agencies

Suspected origin of the attacker_
Middle East

NORTH AMERICA 

United States Of America

AFRICA

Egypt
Libya

MIDDLE EAST/ 
WESTERN ASIA

Turkey
Syria
Qatar
Palestine
Lebanon
Kuwait
Jordan
Israel
Iraq

2019-01-31
ATK66 Campaign Targeting Palestinian  
Government Officials

224

2019
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T1001 -  Data Obfuscation
T1005 -  Data from Local System
T1025 -  Data from Removable Media
T1041 -  Exfiltration Over C2 Channel
T1056 -  Input Capture
T1071 -  Application Layer Protocol
T1078 -  Valid Accounts
T1105 -  Ingress Tool Transfer
T1113 -  Screen Capture
T1119 -  Automated Collection
T1123 -  Audio Capture
T1189 -  Drive-by Compromise
T1204 -  User Execution
T1547.001 -  Registry Run Keys / Startup Folder
T1560 -  Archive Collected Data
T1566.001 -  Spearphishing Attachment
T1566.002 - Spearphishing Link
T1566.003  Spearphishing via Service

Attackers group
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Attackers group

_DESCRIPTION

ATK7 - (aka: APT29, NOBELIUM, 
UNC2452) is an attacker group 
that exists since at least 2008 
and that is believed to act for the 
Russian government. The group 
is composed of highy competent 
members that are well organized, 
allowing for complex and long-run-
ning campaigns. The group’s main 
goal is espionage and intelligence 
collection. The group therefore tar-
gets Western organizations, with a 
special focus on governmental bo-
dies, think tanks... It as also occa-
sionally expanded its reach to go-
vernments in the Middle East, Asia, 
Africa, etc. In order to reach its 
goal, the group has used multiple 
families of malware.
The group aims to act fast, albeit 
in a noisy way: Their campaigns 
are not designed in order to be 
discrete, but to be distributed to a 
large number of victims, followed 
by deployment of a malware that 
will quickly grab and exfiltrate every 
potentially interesting information. 
When a victim of interest has been 
unmasked, the group will then of-
ten switch to a different, stealthier 
malware, designed for long-term 
persistence, in order to gather in-
telligence.
In recent years, the group has been 
leading these campaigns bi-annual-
ly.
The group is suspected to be res-
ponsible for the 2015 hack of multi-
ple governmental institutions in the 
USA, including the White House, 
the Pentagon and the DoS.
The threat actor behind the at-
tacks against SolarWinds, the 
SUNBURST backdoor, TEARDROP 
malware, and related components.
They ran an election fraud themed 
phishing campaign in mid-2021 
which delivered a Cobalt Strike 
beacon.
In the same year, they’ve also been 
observed targeting an Israeli and an 
Irianian embassy, the Indian gou-
vernment with maldoc delivering 

multiple versions of the same Co-
balt Strike beacon.
In 2022, the European government 
and several diplomatic institutions 
were targeted in the same way.

_USED MALWARES

- CloudDuke
- CosmicDuke
- CozyDuke
- GeminiDuke
- GoldFinder
- GoldMax
- HammerDuke
- MiniDuke
- OnionDuke
- PinchDuke
- SUNBURST
- SUNSHUTTLE
- SeaDuke
- Sibot
- TEARDROP
- WellMess

 

_USED TOOLS

- Living off the Land

_USED VULNERABILITIES

- CVE-2010-0232
- CVE-2015-1641
- CVE-2018-13379
- CVE-2019-11510
- CVE-2019-1653
- CVE-2019-19781
- CVE-2019-2725
- CVE-2019-7609
- CVE-2019-9670
- CVE-2020-14882
- CVE-2020-4006
- CVE-2020-5902
- CVE-2021-21972

Threat Actor_

Alias_

Targeted Sectors_

ATK7 
An attacker group that exists 
since at least 2008 and that is 
believed to act for the Rus sian 
government.

_APT 29
_APT29
_Cozer
_Cozy Bear
_Cozy Duke
_CozyBear
_CozyCar
_CozyDuke
_Dukes
_EuroAPT
_Grizzly Steppe
_Group 100
_Hammer Toss
_Iron Hemlock
_Minidionis
_NOBELIUM
_Office Monkeys
_OfficeMonkeys
_SeaDuke
_The Dukes
_UNC2452
_YTTRIUM

_Military
_Media
_International Organizations
_Information Technology
_Healthcare
_ Government  
and administration agencies

_Defence

_ATTACKS HAPPENED ON 

> Campaign against Chechnya 
in 2008
Happened on: 2008-11-12

> Campaign against West 
countries in 2009
Happened on: 2009-01-01
 
> Campaign in the Caucasus 
in 2010
Happened on: 2010-01-01
 
> Dukes arsenal expansion 
campaign in 2011
Happened on: 2011-01-01

> Campaign against European 
countries in 2013
Happened on: 2013-01-01
 
> Campaign against trade 
of illegal substances in 2013
Happened on: 2013-01-01

> Campaign with large-scale 
spreading of CozyDuke in 2014
Happened on: 2014-01-01
 
> Campaign with OnionDuke 
botnet in 2014
Happened on: 2014-01-01

> Campaign with CozyDuke 
SeaDuke and HammerDuke 
in 2015
Happened on: 2015-01-01

> Campaign with CloudDuke 
in 2015
Happened on: 2015-01-01

> Campaign against Poland 
and Georgia in 2015
Happened on: 2015-01-01
 
> Campaign against the USA 
in 2015
Happened on: 2015-01-01
 
> Campain in 2018
Happened on: 2018-01-01
 
> SolarWinds supply chain attack
Happened on: 2020-03-01

Motivations_
_Information theft
_Espionage

Languages_
_Russian

Suspected origin of the attacker_
Russia

NORTH AMERICA 

United States Of America

AFRICA

Uganda

WESTERN EUROPE

Belgium
Portugal
Luxembourg
Spain 
Ireland

EASTERN EUROPE

Czechia
Ukraine
Romania
Hungary
Poland

MIDDLE EAST/ 
WESTERN ASIA

Azerbaijan
Turkey
Georgia

CENTRAL ASIA 

Kazakhstan
Kyrgyzstan
Uzbekistan

RUSSIA 

Russian Federation

2010-01-01 
Campaign in the 
Caucasus

2013-01-01
Campaign 
against 
European 
countries

2013-01-01
Campaign 
against trade 
of illegal 
substances

2015-01-01
Campaign against 
Poland 
and Georgia

2015-01-01
Campaign 
against the USA

2020-03-01
SolarWinds supply chain 
attack
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T1001 -  Data Obfuscation
T1001.002 -  Steganography
T1003.006 - DCSync
T1005 -  Data from Local System
T1007 -  System Service Discovery
T1008 -  Fallback Channels
T1010 -  Application Window Discovery
T1016 -  System Network Configuration  Discovery
T1018 -  Remote System Discovery
T1020 -  Automated Exfiltration
T1021 -  Remote Services
T1025 -  Data from Removable Media
T1027 -  Obfuscated Files or Information
T1027.002 -  Software Packing
T1029 -  Scheduled Transfer
T1030 -  Data Transfer Size Limits
T1033 -  System Owner/User Discovery
T1036 -  Masquerading
T1036.004 -  Masquerade Task or Service
T1036.005 -  Match Legitimate Name or Location
T1039 -  Data from Network Shared Drive
T1571 -  Commonly Used Port
T1046 -  Network Service Scanning
T1047 -  Windows Management Instrumentation
T1048 -  Exfiltration Over Alternative Protocol
T1048.002 -  Exfiltration Over Asymmetric Encrypted Non-C2 Protocol

T1055 -  Process Injection
T1056 -  Input Capture
T1057 -  Process Discovery
T1059.001 -  PowerShell
T1059.003 -  Windows Command Shell
T1059.005 -  Visual Basic
T1059.006 -  Python
T1068 -  Exploitation for Privilege Escalation
T1069 -  Permission Groups Discovery
T1070 -  Indicator Removal on Host
T1070.004 -  File Deletion
T1070.006 -  Timestomp
T1071.001 -  Web Protocols
T1071.004 -  DNS
T1074.002 -  Remote Data Staging
T1078 -  Valid Accounts
T1082 -  System Information Discovery
T1083 -  File and Directory Discovery
T1087 -  Account Discovery
T1090.001 -  Internal Proxy
T1090.003 - Multi-hop Proxy
T1095 -  Non-Application Layer Protocol
T1098 -  Account Manipulation
T1098.001 -  Additional Cloud Credentials
T1098.002 -  Exchange Email Delegate Permissions
T1102 -  Web Service

Attackers group

T1105 -  Ingress Tool Transfer
T1113 -  Screen Capture
T1114 -  Email Collection
T1114.002 -  Remote Email Collection
T1115 -  Clipboard Data
T1124 -  System Time Discovery
T1132 -  Data Encoding
T1133 -  External Remote Services
T1134 -  Access Token Manipulation
T1135 -  Network Share Discovery
T1140 -  Deobfuscate/Decode Files or Information
T1185 -  Man in the Browser
T1190 -  Exploit Public-Facing Application
T1195.002 -  Compromise Software Supply Chain
T1197 -  BITS Jobs
T1199 -  Trusted Relationship
T1203 -  Exploitation for Client Execution
T1204 -  User Execution
T1482 -  Domain Trust Discovery
T1484.002 -  Domain Trust Modification
T1485 -  Data Destruction
T1497 -  Virtualization/Sandbox Evasion
T1505.003 -  Web Shell
T1546.003 -  Windows Management Instrumentation Event Subscription
T1546.008 -  Accessibility Features
T1547.001 -  Registry Run Keys / Startup Folder
T1547.009 -  Shortcut Modification

T1548.002 -  Bypass User Account Control
T1552 -  Unsecured Credentials
T1552.004 -  Private Keys
T1555 -  Credentials from Password Stores
T1560.001 -  Archive via Utility
T1562.001 -  Disable or Modify Tools
T1562.002 -  Disable Windows Event Logging
T1562.004 -  Disable or Modify System Firewall
T1566.001 -  Spearphishing Attachment
T1566.002 - Spearphishing Link
T1568 -  Dynamic Resolution
T1573.002 -  Asymmetric Cryptography
T1583.001 -  Domains
T1583.006 -  Web Services
T1584.001 -  Domains
T1587.001 -  Malware
T1587.003 -  Digital Certificates
T1595.002 -  Vulnerability Scanning
T1606.001 -  Web Cookies
T1606.002 - SAML Tokens
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Attackers group

_DESCRIPTION

ATK73 - The group entered the 
public spotlight following the 2017 
hack of Larson Studios, and the 
subsequent release of an entire sea-
son of the TV show “Orange is the 
New Black”. “The Dark Overlord” 
key business model is to hack into 
low, medium and high-profile orga-
nizations, mostly in the healthcare, 
education, and media production 
sectors in the US and the UK, and 
subsequently put the stolen data up 
for sale or demand ransom from its 
victims. The Dark Overlord appears 
to primarily be a financially-driven 
threat actor, with a proven histo-
ry of success, and likely millions 
of dollars in profits. The threat ac-
tor has been prevalently active on 
Darknet marketplaces and hacking 
forums, where he tries to sell “pri-
vate” databases (databases that are 
not in the public domain yet), but 
also other goods, such as software 
source code.

Alleged Members: arrested in Sep-
tember 2016. Grant West AKA 
“Courvoisier” - alleged member ar-
rested in Kent (UK) in May 2018. 
S.S. - alleged member arrested in 
Belgrade (Serbia) on May 16, 2018.

_USED TOOLS

- TrueCrypt
- VeraCrypt

_ATTACKS HAPPENED ON 

> 2016 - Extortion of US  
Organizations
Happened on: 2016-01-01
  
> 2016 Larson Studios Hack
Happened on: 2016-01-01

> 2017 - Threats to US schools
Happened on: 2017-01-01
 
> June 2017 - Netflix Attack
Happened on: 2017-06-01
 
> January 2019 - 9/11 Papers
Happened on: 2019-01-01

Threat Actor_

Alias_

Targeted Sectors_

ATK73 
A highly-skilled cybercrime ac tor 
with possibly a well-structured cy-
bercrime syndicate, wich is active 
since at least mid 2016. 

_Professional Adversarial 
_Threat Group
_TAG-CR4
_TDO
_The Dark Overlord

_ Pharmacy  
and drug manufacturing

_Naval
_Media
_Manufacturing
_Legal Services
_High-Tech
_Healthcare
_ Government  
and administration agencies

_Financial Services
_Education
_Casino & Gaming

Languages_
_English

Motivations_
_Financial Gain

Suspected origin of the attacker_
United States

NORTH AMERICA 

United States Of America

WESTERN EUROPE

United Kingdom  
Of Great Britain And Northern 
Ireland

United Kingdom Serbia

2016-01-01
Extortion of US  
Organizations

2016-01-01
Larson Studios 
Hack

2017-01-01
Threats to US 
schools

2017-06-01 
Netflix Attack

2019-01-01 
9/11 Papers
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T1046 -  Network Service Scanning
T1133 -  External Remote Services
T1190 -  Exploit Public-Facing Application
T1485 -  Data Destruction

Attackers group
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Attackers group

_DESCRIPTION

ATK78 - This group was uncove-
red in January 2018 by Symantec 
during a campaign targeting an im-
portant telecommunication opera-
tor in Southern Asia.

The day of its publication, the ar-
ticle from Symantec described 
five custom malwares: Rikamaru, 
Catchamas, Mycicil, Spedear and 
Syndicasec. But this article has 
been modified, maybe due to a mis-
take, and nothing remains but the 
Catchamas info stealer trojan. Be-
cause of these circumstances, the 
information presented here is with 
moderate confidence.

During the last wave of attack, 
which began in 2017, Thrip had tar-
geted a satellite communications 
operator. The attack group seemed 
to be particularly interested in the 
operational side of the company, 
looking for and infecting computers 
running software that monitors 
and controls satellites. This sug-
gests to us that Thrip’s motives go 
beyond spying and may also include 
disruption.

The group uses several Live off the 
Land tools. It uses administrations 
tools available on the compromised 
machine to reach its goal. This 
technique has multiple advantages:
-  Reduced costs and development 
time of an attack.

-  The lack of custom malware 
makes the intrusion difficult to 
attribute.

-  Usage of legitimate tools and le-
gitimates protocol makes the de-
tection of the intrusion difficult to 
detect.

ATK78 uses PsExec, a legitimate 
Microsoft Sysinternal for lateral 
movement in the compromised 
network. PsExec is used to install 
the Catchamas trojan which allows 
the adversary to steal information. 
This malware is deployed on inte-
resting compromised systems.
Symantec identified three compu-
ters based in China used to launch 
the attack. Thrip targeted a tele-
communication satellite operator. 
It seemed to focus on systems exe-
cuting the software used to control 
the satellites. It is possible that the 

objective was the perturbation be-
sides the espionage. In the same 
way, when the group targeted a 
geospatial imaging organization, it 
focuses on computers executing 
the software "MapXtreme Geogra-
phic Information System", used 
to develop geospatial applications, 
Google Earth and Garmin imaging. 
The group targeted three organiza-
tions from Southeast Asia in the 
telecommunication sector and one 
in the defense sector. The nature of 
the attacks indicates that these or-
ganizations were targeted, not their 
clients.

Geographic targets and the kind 
of targeted entities indicate a cor-
relation with PRC interests in the 
context of Sino-US tensions in the 
China Sea especially with issues 
of sovereignty around Spratly and 
Paracel islands. This suggests a di-
rect link between Thrip Group and 
Chinese institutions.

The group therefore appears to act 
based on a strategic framework de-
fined by the Party, but also on im-
mediate contextual indications. The 
group’s nuisance capabilities and 
usual targets make it formidable.

We draw attention on the fact  that 
we have chosen to treat only the 
case of the Thrip group under the 
ATK78, some sources also link it to 
the aliases Lotus Blossom, Lotus 
Panda, Spring Dragon. This state 
of affairs stems from the high le-
vel of sharing that exists between 
Chinese attackers and the struc-
ture of their cyber service leading 
to confusion in their identification.

_USED MALWARES 

- Catchamas
- Hannotog
- Mimikatz
- Mycicil
- Rikamanu
- Sagerunex
- Spedear
- Syndicasec

Threat Actor_

Alias_

Targeted Sectors_

ATK78 
A Chinese cyber-espionage group 
tar geting telecommunications,  
geos patial imaging and defense  
sectors in the United States and 
Southeast Asia. 
_Type of attacker: State Sponsored

_Thrip

_ Satellites  
and Telecommunications

_Media
_High-Tech
_Education
_Defence
_Communication
_Aerospace

_USED TOOLS 

- LogMeIn
- PowerShell
- PsExec
- WinSCP

_ATTACKS HAPPENED ON 

> Thrip targets Southeast Asia
Happened on: 2018-01-01

 

Motivations_
_Information theft
_Espionage

Suspected origin of the attacker_
China

NORTH AMERICA 

United States Of America

SOUTH EAST ASIA

Vietnam
Philippines

EASTERN ASIA

Taiwan

2018-01-01
Thrip targets Southeast Asia

2018
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T1003 -  OS Credential Dumping
T1010 -  Application Window Discovery
T1016 -  System Network Configuration Discovery
T1036 -  Masquerading
T1047 -  Windows Management Instrumentation
T1048 -  Exfiltration Over Alternative Protocol
T1048.003 - Exfiltration Over Unencrypted/Obfuscated Non-C2 Protocol
T1056 -  Input Capture
T1059.001 -  PowerShell
T1074 -  Data Staged
T1098 -  Account Manipulation
T1112 -  Modify Registry
T1113 -  Screen Capture
T1115 -  Clipboard Data
T1219 -  Remote Access Software
T1543.003 - Windows Service
T1555.004 - Windows Credential Manager
T1560 -  Archive Collected Data
T1564.001 -  Hidden Files and Directories
T1588.002 -  Tool

Attackers group
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_DESCRIPTION

ATK8 - The group has been disco-
vered in March 2014 after the pu-
blication of a series of slides from 
Edward Snowden. This group is 
probably supported by a state-na-
tion, considering the fact that it 
uses advanced techniques but does 
not seem to be financially moti-
vated. Another more precise in-
dication makes it possible to link 
the group to France. For good rea-
son, the name "Babar" given to the 
group’s spyware echoes a strictly 
French fictional character. Also, 
the backdoor called "Tafacalou" has 
a name whose meaning in Occitan 
French regional language is trans-
lated as: "it’s gonna get hot".

While the group is not associated 
to any campaign in particular, the 
tool it uses have been in order to 
target various organizations, no-
tably in Syria, Iran and Malaysia.
“More broadly, the group deploys its 
campaigns on a global scale with 
some twenty countries concerned.”

The group mostly develops and 
uses espionage tools, and the way 
the malware are deployed to their 
targets is mostly unknown, though 
some documents containing ze-
ro-day exploits have been used.

_USED MALWARES 

- Babar
- Casper
- Dino
- EvilBunny
- Tafacalou

_USED VULNERABILITIES 

- CVE-2011-4369
- CVE-2014-0515

Threat Actor_

Alias_

Targeted Sectors_

ATK8 
A group of French origins known for 
its high quality malware. The group 
is active since at least 2009, and 
some of its malwares have been 
associated with samples from as far 
as 2007. 

_Animal Farm
_SNOWGLOBE

_ Military
_Media
_International Organizations

Motivations_
_Espionage

Suspected origin of the attacker_
France

NORTH AMERICA 

United States Of America

AFRICA

Algeria
Morocco
Congo

NORTHERN EUROPE

Sweden
Netherlands

WESTERN EUROPE

United Kingdom Of Great  
Britain And Northern Ireland
Germany

EASTERN EUROPE

Austria
Ukraine

MIDDLE EAST/ 
WESTERN ASIA

Israel
Iraq
Iran
Turkey
Syria

SOUTH EAST ASIA

Malaysia

EASTERN ASIA

China

RUSSIA

Russian Federation 

OCEANIA

New Zealand

240
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T1001 -  Data Obfuscation
T1008 -  Fallback Channels
T1010 -  Application Window Discovery
T1012 -  Query Registry
T1020 -  Automated Exfiltration
T1027 -  Obfuscated Files or Information
T1036 -  Masquerading
T1041 -  Exfiltration Over C2 Channel
T1571 -  Non-Standart Port
T1053 -  Scheduled Task/Job
T1055 -  Process Injection
T1055.012 -  Process Hollowing
T1056 - Input Capture
T1056.004 - Credential API Hooking
T1057 -  Process Discovery
T1059 -  Command and Scripting Interpreter
T1071 -  Application Layer Protocol

T1074 -  Data Staged
T1082 -  System Information Discovery
T1112 -  Modify Registry
T1115 -  Clipboard Data
T1119 -  Automated Collection
T1123 -  Audio Capture
T1125 -  Video Capture
T1189 -  Drive-by Compromise
T1203 -  Exploitation for Client Execution
T1497 -  Virtualization/Sandbox Evasion
T1518.001 -  Security Software Discovery
T1543.003 -  Windows Service
T1547.001 -  Registry Run Keys / Startup Folder
T1560 -  Archive Collected Data

Attackers group
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Attackers group

Threat Actor_

Alias_

ATK80 
A threat actor which is ac tive 
since at least November 2014. This 
group launched long-term at tacks 
against organizations in the Syrian 
region using Android and Windows 
malwares. Its objective is the theft 
of sensitive information. 

_APT-C-27
_Golden RAT
_Goldmouse

Suspected origin of the attacker_
Syria

MIDDLE EAST/ 
WESTERN ASIA

Syria

_DESCRIPTION

ATK80 -  Its malwares are mainly 
disguised as common chat software 
such as ChatSecure or WhatsApp 
or Telegram. It also uses the njRat, 
an open-source Remote Access 
Trojan created in 2012 and often 
used against targets in the Middle 
East.
It is supposed that this group is one 
of the branch of the Syrian Electro-
nic Army, with:

-  The initial access techniques in-
clude the conception of fake we-
bsites helped by typosquatting 
used to lead the user to down-
load the malicious messaging app. 
The group also used social media 
like Facebook to induce users to 
download the malicious softwares 
from a specified link. 360 NetLab 
reserchers assess that lure docu-
ments could be used to deliver the 
payload through spear-phishing.

-  Its Android spyware has the ability 
of recording, photographing, GPS 
positioning, uploading contacts/
call records/sms/files, executing 
cloud commands, etc. These ca-
pabilities allow the attacker to ef-
ficiently track a person. In a four 
years period, the group improved 
from using open-source malwar-
es such as njRat or Downloader 
to its own custom Android RAT, 
Windows RAT and JS backdoor. 
This developpement indicated 
that the group has ressources 
but it used a small C2 infrastruc-
ture with 9 known C2 domains 
in the same period. Furthermore 
this group on advanced phishing 
techniques than exploiting sophis-
ticated vulnerabilities.

This group attacks in waves :
-  October 2014 - July 2015 : At-
tacks against Syria using njRat 
and Downloader plus AndroRAT 
for Android devices

-  July 2015 - November 2016 : At-
tacks using DarkComet, VBS 
Backdoor, AndroRAT and multiple 
types of payloads

-  December 2016 - July 2018 : At-
tacks using a custom Android 
RAT, a custom Windows RAT, a 
JavaScript Backdoor

In March 2019, the group started 
to use the WinRAR vulnerability 
(CVE-2018-20250) to install an 
embedded njRat on a vulnerable 

computer. The language used in 
the malwares and in the lure do-
cuments is Arabic. The lure docu-
ments are about terrorist attacks, 
a sensible subject in the Middle 
East region and other theme that 
can easily lead to user curiosity.

Android RAT
The Android RAT is an application 
pretending to be «ChatSecure», 
«WordActivation», «whatsappup-
date_2017», and other common 
chat office software. It incites the 
user to activate Android Device 
Manager to protect itself from 
being easily uninstalled and hide its 
icon to run in background. After 
establishing a connection with the 
C2 he wait for command and steal 
data from WhatsApp, Viper and 
other softwares. It has the ability 
of recording, photographing, GPS 
positioning, uploading contacts/call 
records/sms/files, executing cloud 
commands in xml format, etc.

Windows RAT
This Windows RAT pretends  to be 
the Telegram chat application, using 
strong phishing techniques (well 
chosen icons, names, well made in-
terfaces) with a fake installation in-
terface to lead the user to install the 
malware and, if needed, malicious 
updates. It is created using .net and 
has common backdoor abilities like 
upload/download/create/move/de-
lete/rename/run/zip/unzip files, get 
process list and kill a process, take 
and upload a screenshot or execute 
a command.

VBS Backdoor
This group used a large number of 
VBS scripts which are obfuscated. 
These scripts have backdoor fonc-
tionalities.

JS Backdoor
A JavaScript script able to create a 
file or a script in the tmp directory 
and run it, get a specified environ-
ment variable, executing a com-
mand and update itself.

Other Mobile TTP
- Access Installed Applications
- Create File and Directory
- Uncommonly Used Port

Notable behaviors:
- Using of .scr (screen saver in 
Windows) file format for its decoy 
documents
- Theme of decoy documents titles 

adapted to Syrian targets
- Use copy of normal software’s 
update page to lead the user to 
download malicious updates
- Use of fake installation interface

_USED MALWARES 

- DarkComet
- Raddex
- njRAT

_USED VULNERABILITIES 

- CVE-2018-20250

_ATTACKS HAPPENED ON 

> October 2014 - July 2015: 
ATK80 targets Syria using njRat 
and Downloader plus AndroRAT 
for Android devices
Happened on: 2014-10-01
 
> July 2015 - November 
2016: ATK80 campaign using 
DarkComet - VBS Backdoor - 
AndroRAT and multiple types  
of payloads
Happened on: 2015-07-29

> December 2016 - July 2018: 
ATK80 campaign using a 
custom Android RAT - a custom 
Windows RAT - a JavaScript 
Backdoor
Happened on: 2016-12-01
 
> In March 2019 ATK80 group 
started to use the WinRAR 
vulnerability (CVE-2018-20250) 
to install an embedded njRat  
on a vulnerable 
Happened on: 2019-03-01

2014-10-01 
ATK80 targets Syria using 
njRat and Downloader 
plus AndroRAT for Android 
devices

2015-07-29
ATK80 campaign using 
DarkComet - VBS 
Backdoor - AndroRAT 
and multiple types of 
payloads

2016-12-01
ATK80 campaign using 
a custom Android RAT - 
a custom Windows RAT - 
a JavaScript Backdoor

2019-03-01
In March 2019 ATK80 group 
started to use the WinRAR 
vulnerability (CVE-2018-20250) 
to install a

2014 2015 2016 2017 2018 2019
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T1027 -  Obfuscated Files or Information
T1027.002 -  Software Packing
T1070.004 - File Deletion
T1071 -  Application Layer Protocol
T1102 -  Web Service
T1112 -  Modify Registry
T1113 -  Screen Capture
T1140 -  Deobfuscate/Decode Files or Information
T1204 -  User Execution
T1560 -  Archive Collected Data
T1566.001 -  Spearphishing Attachment
T1566.002 -  Spearphishing Link
T1566.003 - Spearphishing via Service
T1571 -  Non-Standard Port
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Attackers group

_DESCRIPTION

ATK86 - The group was using 
very high level of Russian in their 
phishing emails, and it was found 
that some of the commands of 
their tools were in Russian. Howe-
ver, along the years, the group has 
shifted to attack banks all over the 
world such as in East Asia, Europe 
and more.

The group is known for their so-
phisticated and profound attacks, 
in which usually they take a long 
period of time to study the po-
tential victim, to maximize the at-
tack against them. In most cases, 
Spear-phishing emails were sent 
to bank employees, while having 
a malicious file attached to them. 
This usually downloaded the Si-
lence Trojan that has many capabi-
lities of stealing data, downloading 
additional tolls, track victims and 
more. A few versions of the toll 
were found, and it has shown that 
the group is continuing to enhance 
them. Furthermore, the group uses 
malwares to attack ATMs specifi-
cally, such as Atmosphere. At the 
begenning, the tools used to tar-
get ATM were developped by other 
cyber criminals but the group is 
currently using homemade tools. 
Through this, the group was able 
to steal millions of dollars in cash 
along the years, mostly from banks 
in Russia, and Eastern Europe.

Some IP addresses used during 
theses attacks seems to be located 
in France, mostly from the OVH 
hoster.

In 2020 the group started to tar-
get Banks in Sub-Saharian Africa 
and to threaten Australian banks of 
DDoS attacks if they will not pay 
large sums in Monero cryptocur-
rency.

According to Group-IB the Silence 
group started to buy access from 

TA505 to banks which correlate 
with the diminution of spear-phi-
shing attempt from Silence. TA505 
seems to have sold at least the ac-
cess to one European bank to Si-
lence in end 2019.

_USED MALWARES 

- Atmosphere
- EDA
- Farse
- Ivoke
- Kikothac
- Perl IrcBot
- Silence Downloader (TrueBot)
- Silence.proxybot(.net)
- Smoke Bot
- SurveillanceModule (Slowroll)
- xfs-disp.exe

_USED TOOLS 

- CARDCAM
- Living off the Land
- Meterpreter
- RAdmin
- SDelete
- Winexe

_USED VULNERABILITIES 

- CVE-2017-0199
- CVE-2017-0262
- CVE-2017-11882
- CVE-2018-0802
- CVE-2018-8174

Threat Actor_

Alias_

Targeted Sectors_

ATK86 
A Cybercrime group that has been 
active since the end of 2016, and that 
has attacked mostly banks all over the 
world. The group is believed to be from 
Russia, because most of their attacks 
(at least at the beginning), were di-
rected against banks from Russia and 
former So viet Union countries. 
_Type of attacker: Cyber Criminal

_Silence
_Silence APT group
_Silence group
_WHISPER SPIDER

_ Government  
and administration agencies

_ Financial Services

_ATTACKS HAPPENED ON 

> July - August 2016:  Silence 
targets the Automated Work 
Station Client of the Russian 
Central Bank
Happened on: 2016-07-01
 
> September 2017: Silence  
targets banks
Happened on: 2017-09-01
 
> October 2017: Silence Group 
attacked ATMs
Happened on: 2017-10-01
 
> January 2018 - February 
2018: Attacks against financial 
institutions
Happened on: 2018-01-01

> February - April 2018: Attacks 
against Russian and Eastern  
European banks
Happened on: 2018-02-01
 
> May 2018 - October 2018: 
spear-phishing campaigns against 
banks in Russia
Happened on: 2018-05-01
 
> October 2018 - January 2019: 
reconnaissance campaigns 
against banks
Happened on: 2018-10-01

> March 2019 - May 2019: ATM 
attacks
Happened on: 2019-03-01

> June 2019 - July 2019: Silence 
targets banks using the EDA 
trojan
Happened on: 2019-06-01

> June 2019 - July 2019: Attack 
of the Russian IT bank
Happened on: 2019-06-01

> Attacks on major banks 
located in the sub-Saharan Africa 
(SSA) region
Happened on: 2020-01-01

 

Languages_
_Russian
_English

Motivations_
_Financial Gain

WESTERN EUROPE

Germany
United Kingdom Of  
Great Britain And Northern 
Ireland

EASTERN EUROPE

Czechia
Ukraine
Romania
Poland
Belarus
Greece
Latvia
Austria
Serbia

AFRICA

Kenya

MIDDLE EAST/ 
WESTERN ASIA

Azerbaijan
Armenia
Saudi Arabia
Turkey
Israel
Georgia
Cyprus

CENTRAL ASIA 

Kazakhstan
Uzbekistan 
Kyrgyzstan

SOUTHERN ASIA

Bangladesh

SOUTH EAST ASIA

Vietnam
Malaysia

EASTERN ASIA

Taiwan
Hong-Kong

RUSSIA 

Russian Federation

Suspected origin 
of the attacker_
Eastern Europe

248

2018-02-01
Attacks against 
Russian and Eastern  
European banks

2018-05-01 
Spear-phishing 
campaigns against 
banks in Russia

2019-03-01
ATM attacks

2019-06-01
Attack of the 
Russian IT bank

2020-01-01
Attacks on major 
banks located in the 
sub-Saharan Africa 
(SSA) region248
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T1027 -  Obfuscated Files or Information
T1571 -  Non-Standart Port
T1053 -  Scheduled Task/Job
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1070.004 -  File Deletion
T1071 -  Application Layer Protocol
T1082 -  System Information Discovery
T1105 -  Ingress Tool Transfer
T1106 -  Native API
T1113 -  Screen Capture
T1125 -  Video Capture
T1132 -  Data Encoding
T1134 -  Access Token Manipulation

T1140 -  Deobfuscate/Decode Files or Information
T1203 -  Exploitation for Client Execution
T1204 -  User Execution
T1218.001 -  Compiled HTML File
T1218.005 -  Mshta
T1219 -  Remote Access Software
T1489 -  Service Stop
T1547.001 -  Registry Run Keys / Startup Folder
T1560 -  Archive Collected Data
T1566.001 -  Spearphishing Attachment
T1569.002 -  Service Execution
T1573 -  Encrypted Channel
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Attackers group

_DESCRIPTION

ATK88 - (aka: FIN6) is a cyber-
crime group active since at least 
2015, and focuses mostly on the 
financial sector. Their claim to 
fame is in attacking Point-of-Sales 
and stealing credit card data from 
them. Millions of cards were stolen 
using this method in recent years, 
and subsequently found to be sold 
on the dark web. Furthermore, in 
some cases, if they are unable to 
steal this data, they move to tar-
get card-not-present (CNP) data. 
They usually use specifically POS 
malware, and their victims are from 
companies that have many tran-
sactions. Therefore, most of their 
activity is against victims in the US 
and Europe. Of note, since mid-
2018, it was spotted that the group 
has started to deploy ransomware 
on non Ecommerce networks.
The group may also be part of at-
tacks that deploy ransomware such 
as Ryuk, LockerGoga and Mega-
Cortex, again in likely partnership 
with banking Trojan botnets, which 
could be a further attempt to move 
into new “markets” that do not rely 
on the need to monetize credit card 
data.

_USED MALWARES 

- FlawedAmmyy
- FrameworkPOS
- GRABNEW
- GratefulPOS
- HARDTACK
- LockerGoga 
- More_eggs
- Ryuk
- SHIPBREAD
- TRINITY

_USED TOOLS 

- Adfind
- Cobalt Strike
- Living off the Land

- Metasploit
- Meterpreter
- PowerShell
- PsExec
- Query Express
- Windows Credential Editor

_USED VULNERABILITIES 

- CVE-2010-4398
- CVE-2011-2005
- CVE-2013-3660
_ATTACKS HAPPENED ON  

> 2015: FIN6 steal millions 
of credit cards
Happened on: 2015-01-01

> June 2016: FIN6 deploys 
FrameworkPOS
Happened on: 2016-06-01
 
> Since July 2018: FIN6 
deploys Ryuk and LockerGoga 
ransomwares
Happened on: 2018-07-01

> September 2018: FIN6 targets 
PoS in the USA and Europe
Happened on: 2018-09-01
 
> Late 2018: FIN6 phishing 
campaign
Happened on: 2018-09-01
 
> March 2020: Attack against 
EVRAZ
Happened on: 2020-03-05

> April 2020: FIN6 Partners With 
TrickBot Gang, Uses Anchor 
Framework
Happened on: 2020-04

Threat Actor_

Alias_

Targeted Sectors_

ATK88 
A cybercrime group active since at 
least 2015, focusing mostly on the 
financial sector. Their claim to fame 
is in at tacking Point-of-Sales and 
stealing credit card data from them. 
_Type of attacker: Cyber Criminal

_FIN6
_ITG08
_Skeleton Spider
_TAG-CR2

_ Retail
_ Manufacturing
_ Hospitality
_ Healthcare
_ Financial Services
_ Energy

Languages_
_Russian
_English

Motivations_

_Financial Gain

NORTH AMERICA 

United States Of America

Suspected origin of the attacker_
Unknown

2015-01-01 
FIN6 steal millions 
of credit cards

2016-06-01 
FIN6 deploys 
FrameworkPOS

2018-07-01
FIN6 deploys 
Ryuk and 
LockerGoga 
ransomwares

2018-09-01
FIN6 phishing 
campaign

2020-03-05
Attack against 
EVRAZ

2015 2016 2017 2018 2019 2020
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2018-09-01 
FIN6 targets 
PoS in the USA 
and Europe

Targeted Areas_
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T1204.002 -  Malicious File
T1213 -  Data from Information Repositories
T1547.001 -  Registry Run Keys / Startup Folder
T1553.002 - Code Signing
T1555 -  Credentials from Password Stores
T1555.003 - Credentials from Web Browsers
T1560 -  Archive Collected Data
T1560.003 - Archive via Custom Method
T1562.001 -  Disable or Modify Tools
T1566.001 -  Spearphishing Attachment
T1566.003 - Spearphishing via Service
T1569.002 - Service Execution
T1572 -  Protocol Tunneling
T1573 -  Encrypted Channel
T1573.002 -  Asymmetric Cryptography

T1003 -  OS Credential Dumping
T1003.001 -  LSASS Memory
T1003.003 - NTDS
T1005 -  Data from Local System
T1018 -  Remote System Discovery
T1021.001 -  Remote Desktop Protocol
T1027 -  Obfuscated Files or Information
T1036 -  Masquerading
T1036.004 - Masquerade Task or Service
T1040 -  Network Sniffing
T1046 -  Network Service Scanning
T1047 -  Windows Management Instrumentation
T1048 -  Exfiltration Over Alternative Protocol
T1048.003 - Exfiltration Over Unencrypted/

Obfuscated Non-C2 Protocol
T1053 -  Scheduled Task/Job
T1053.005 - Scheduled Task
T1055 -  Process Injection

T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1059.003 -  Windows Command Shell
T1059.007 -  JavaScript
T1068 -  Exploitation for Privilege Escalation
T1069 -  Permission Groups Discovery
T1070.004 -  File Deletion
T1071 -  Application Layer Protocol
T1074 -  Data Staged
T1074.002 -  Remote Data Staging
T1078 -  Valid Accounts
T1087 -  Account Discovery
T1087.002 - Domain Account
T1095 -  Non-Application Layer Protocol
T1102 -  Web Service
T1110.002 -  Password Cracking
T1119 -  Automated Collection
T1134 -  Access Token Manipulation

Attackers group

INITIAL 
ACCESS
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Attackers group

_DESCRIPTION

ATK89  - ATK89 (aka: Molerats, 
Gaza Cybergang) is an Arabic po-
litically motivated APT group, ac-
tive all over the world, including in 
Europe and the US, but they are 
mainly active in the Middle East 
and North Africa (MENA) and in 
Palestine in particular. The group is 
comprised of three sub-groups:

Gaza Cybergang Group 1: aka Mo-
leRATs: The group’s aim is to the 
infection of the victim in a RAT and 
it often makes use of text-sharing 
platforms, such as: PasteBin, gi-
thub.com, upload.cat and more.
Gaza Cybergang Group 2: aka De-
sert Falcons: the group makes use 
of homemade malware, tools and 
techniques. Victims are often infec-
ted by social engineering methods 
such as fake websites that promise 
political information or spear phi-
shing emails and social messaging.
Gaza Cybergang Group 3: aka Ope-
ration Parliament: The group is fo-
cused on espionage, covering on 
executive and judicial bodies all over 
the world, and focusing on MENA, 
particularly Palestine. the group 
used malware with CMD/Power-
Shell commands for its attacks. 
Each group is different in TTPs, but 
they make use of the same tools 
after gaining the initial grip on their 
victims.
ATK89 is a persistent threat to 
organizations and governments in 
the Middle East, routinely updating 
not only their malware implants, 
but also their delivery methods.

_USED MALWARES

- DHS Spyware
- DHS2015 / iRat
- DropBook
- DustySky
- Falcons’ Backdoor
- Falcons’ Downloader
- LastConn
- MoleNet
- Molerat Loader
- Pierogi

- PoisonIvy
- Scote
- SharpStage
- Spark
- TajMahal APT Framework
- XtremeRAT

_USED TOOLS

- Cobalt Strike
- Enigma Protector
- QuasarRAT
- njRAT

_USED VULNERABILITIES

- CVE-2017-0199

_ATTACKS HAPPENED ON 

> January 2012 - Defacement  
of Israeli Websites
Happened on: 2012-01-10
 
> October 2012 - Operation 
“MoleRATs”
Happened on: 2012-10-10
 
> March 2013 - 2014: 1st 
Campaign of the Falcon Desert 
Subgroup
Happened on: 2013-03-10
 
> March 2013 - 2014: 2nd 
Campaign of the Falcon Desert 
Subgroup
Happened on: 2013-03-10
 
> March 2013 - 2014: 3nd 
Campaign of the Falcon Desert 
Subgroup
Happened on: 2013-03-10
 
> June-July 2013 - Poison Ivy 
Attacks
Happened on: 2013-06-10

> 2014 - 2016 - Operation 
Moonlight
Happened on: 2014-01-10

Threat Actor_

Alias_

Targeted Sectors_

ATK89 
An Arabic politically moti vated 
APT group, active all over the 
world, including in Europe and 
the US. They are mainly active 
in the Middle East and North 
Africa (MENA) and in Palestine in 
particu lar. 
_Type of attacker: 
State Sponsored 
Cyber Terrorist

_Extreme Jackal
_Gaza Hackers Team
_Gaza cybergang
_Gaza cybergang Group1
_Molerats
_Moonlight
_Operation Molerats
_TA402

_ Media
_ High-Tech
_ Government  
and administration agencies

_ Financial Services
_ Energy
_ Defence
_ Aerospace

> April 2014 - MoleRATs Attacks 
on US and European targets
Happened on: 2014-04-10

> Summer 2014 - Attacks against 
Israeli and Palestinian Interests
Happened on: 2014-06-10
 
> September 2015 - Operation 
DustySKy
Happened on: 2015-09-10
 
> September 2016 - Operation 
DustySKy part 2
Happened on: 2016-09-01
 
> 2017 - Mobile Espionage, 
Macros and CVE-2017-0199
Happened on: 2017-01-01

> 2017 - Operation Parliament
Happened on: 2017-01-01

> The Spark campaign
Happened on: 2019-01-01

> February 2019 - Middle East 
Attack
Happened on: 2019-02-01
 
> April 2019 - “SneakyPastes” 
Campaign
Happened on: 2019-04-01
 
> April 2019 - TajMahal APT 
Framework
Happened on: 2019-04-01

> Name: The Pierogi Campaign
Happened on: 2019-12-01

> 2020 - Renewed arsenal  
and Cloud platform usage
Happened on: 2020-01-01

> 2021 to 2022 - NimbleMamba 
targeting Middle Eastern 
governments
Happened on: 2021

Motivations_
_Ideology

NORTH AMERICA 

United States Of America
Canada

SOUTH AMERICA 

Chile

NORTHERN EUROPE

Denmark

WESTERN EUROPE

Germany
United Kingdom Of  
Great Britain And Northern 
Ireland

EASTERN EUROPE

Latvia
North Macedonia
Serbia
Slovenia

AFRICA

Algeria
Egypt
Djibouti
Libya
Morocco
Somalia

MIDDLE EAST/ 
WESTERN ASIA

Iran 
Iraq
Jordan
Israel
Lebanon
Kuwait
Oman
Palestine
Qatar
Saudi Arabia
Syria
Turkey
United Arab Emirates
Yemen

SOUTHERN ASIA

India
Afghanistan

EASTERN ASIA

China
Korea

RUSSIA 

Russian Federation

OCEANIA
New Zealand

Suspected origin of the attacker_
State of Palestine
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2012-01-10
Defacement of 
Israeli Websites

2014-06-10
Attacks against Israeli 
and Palestinian Interests

2019-02-01
Middle East Attack

2020-01-01
Renewed arsenal and 
Cloud platform usage

2014-04-10
MoleRATs Attacks 
on US and 
European targets
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T1003 -  OS Credential Dumping
T1008 -  Fallback Channels
T1047 -  Windows Management Instrumentation
T1057 -  Process Discovery
T1091 -  Replication Through Removable Media
T1491 -  Defacement
T1553.002 - Code Signing
T1566.001 -  Spearphishing Attachment
T1566.002 - Spearphishing Link

Attackers group
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Attackers group

_DESCRIPTION

ATK91 - FireEye has awarded the 
development of TRITON to a Mus-
covite research institute linked to 
the Russian government. The at-
tacker’s tools and TTPs indicate 
that he has prepared to conduct 
operations that can last several 
years and require a long prepara-
tion. In the 2017 attack, the group 
compromised the target’s network 
almost a year before reaching the 
SIS (Safety Instrument System). 
During this period, priority seems 
to have been given to safety opera-
tional. His lack of curiosity during 
the operation may indicate that the 
attacker is waiting for something 
before acting visibly.

Group description

Triton is a highly sophisticated 
malware for manipulating the In-
dustrial Control Systems (ICS) of 
critical infrastructures discovered 
at the end of 2017. It is difficult to 
determine definitively the motivation 
behind this campaign. According to 
several observers, the main objec-
tive of the campaign was to test the 
tools and refine the techniques.

It should be noted that according 
to Dragos, the ATK91 (Xenotime) 
group is probably one of the most 
dangerous groups known to date, 
since it attacks industrial security 
systems almost exclusively with 
destructive intent resulting in loss 
of life. The Thales Cyber Threat In-
telligence team shares this obser-
vation. Certainly, in its report of the 
66 most dangerous attackers in 
the world, the Centre for Techni-
cal Threat Analysis ranks the group 
only 30th with a score of 59 out 
of 100. This score means above 
all that the group does not repre-
sent a global threat to date, as it 
is extremely specialized and is not 
yet operational to our knowledge. 
However, the motivation and the 
technical level reached by ATK91 
(Xenotime), to compromise indus-
trial control systems, makes it a 
formidable attacker whose attacks 
can have serious consequences 
on the security of people and in-
frastructures.

A particular international context

This initial attack on Saudi inte-
rests by a group whose origin ap-
pears to be Russian is taking place 
in an unusual international context. 
It should be recalled that since the 
end of 2017, Russia and Saudi Arabia 
have been moving closer together 
on the diplomatic front. However, if 
we look at the sector targeted, na-
mely oil, we must remember that 
since 2014 and the annexation of 
Crimea, pressure from the West 
on Russia has been added to the 
fall in world oil prices, which has 
plunged Russia into a recession. To 
stimulate investment, the Kremlin 
had to find capital and foreign ex-
change. For this reason, Russia 
has moved closer to Saudi Ara-
bia, whose alliance with the United 
States had weakened under the 
Obama era in the alder of the Ira-
nian nuclear agreement, supported 
by the former US President. On 1 
January 2017, the two countries 
decided to reduce oil production 
volumes to 1.8 million barrels/day in 
order to increase the price of black 
gold. The attack on Triton at the 
end of 2017 took place 9 months 
later, when King Salman travelled 
to Moscow (November 2017) to 
prepare for the next OPEC+ mee-
ting, which was supposed to lead 
to a further reduction in production 
after March 2018. Nevertheless, the 
last 9 months have been marked 
by two important events that have 
redefined everyone’s interests. The 
change in US position in favor of 
Saudi Arabia during the Trump era 
by denouncing the Iranian nuclear 
agreement and the Gulf crisis of 
June 2017, which increased ten-
sion between the Kingdom and its 
Shiite alter ego, weakened relations 
between Russia and the Saudis. Af-
ter the meeting of the two leaders 
and the attack on Saudi Arabia that 
paralyzed its oil company, Triton 
launched new attacks in 2018 in 
the Middle East region and against 
the United States. Good relations 
between Saudi Arabia and Russia 
were reconfirmed in the second 
week of June 2018, when Saudi 
Arabia and Russia agreed to sta-
bilize oil prices at an average level 
of 75 dollars per barrel, while King 
Ben Salman and President Putin 
were meeting in Moscow for ope-

Threat Actor_

Alias_

Targeted Sectors_

ATK91 
This group is known for the Tri-
ton malware. Triton is an attack 
framework allowing the manipula-
tion of Security Systems, In dustrial 
Control Systems (ICS) of critical in-
frastructures, discovered at the end 
of 2017 when it has caused an acci-
dental shutdown of the machines. 

_TEMP.Veles
_TRITON group
_XENOTIME

_ Energy

ning the Football World Cup, which 
took place on the 14th.

It should be noted that according 
to Dragos, the Triton group (Xe-
notime) is undoubtedly one of the 
most dangerous groups known to 
date since it attacks industrial se-
curity systems almost exclusively 
with destructive intent involving 
loss of human life.

Kill Chain

At the end of 2017, an oil and gas 
facility in Saudi Arabia experienced 
downtime due to an infection with a 
strain of malware capable of inter-
facing with the facility’s industrial 
control systems. The malware was 
targeted at Schneider’s Triconex 
instrumented security system. Ac-
cess to the system was achieved in 
the classic way with phishing and 
hacking of the ID by changing the 
telephone number to receive the 
SMS message giving the adminis-
trator password. The group then 
compromised a system administra-
tor workstation, after having late-
rally crossed the demilitarized zone 
constituting the airlock between 
the IT and OT network. The identi-
fiers were then used to access and 
compromise the SIS controllers. 
The controllers were placed in  Pro-
gram Mode during their operation, 
allowing the attackers to reprogram 
them. The attackers stayed for al-
most a year in the Triconex system 
engineering station. It was from this 
starting point that they were able 
to send a Trojan horse to infect the 
memory of the SIS controllers via 
a zero-day operation allowing a pri-
vilege upgrade. From that point on, 
the attacker had complete control 
of the plant. One year after the 
intrusion, on June 3, 2017, ATK91 
(Xenotime) went into attack mode. 
Quickly, the procedure for securing 
the petrochemical plant was trigge-
red and the temperature and pres-
sure began to drop. The machines 
stopped in emergency. Two months 
later, almost to the day, the same 
phenomenon occurred, suggesting 
a major cyber-attack.

It is believed that on the first at-
tempt the group inadvertently shut 
down the plant, as some controllers 
shut themselves down when their 

Motivations_
_Sabotage
_Espionage

MIDDLE EAST/ 
WESTERN ASIA

Saudi Arabia

Suspected origin of the attacker_
Russia

2017-01-09
Campaign leveraging 
the Triton malware

2017
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logic code failed a validation check. 
The protocol attacked by the group 
is proprietary, suggesting prior re-
verse engineering. In addition, the 
development of the tool would re-
quire access to both hardware and 
software that are difficult to acquire. 
Such an attack requires a high le-
vel of technical knowledge and, al-
though it is unlikely to be reprodu-
cible on a large scale, it shows that 
the attacker is sufficiently capable 
of attacking and potentially causing 
physical damage to plants and in-
dustrial systems. The group would 
be linked to the Central Scientific 
Research Institute of Chemistry 
and Mechanics in Moscow for the 
following reasons:
- Personal links with that Institute,
-  An IP address used by the attacker,
-  Correspondence between bu-
siness hours and working hours 
in Moscow.

This institution studies ways to 
protect critical infrastructure 
and develops weapons and mili-
tary equipment. The group has 
been using test environments to 
check the internal workings of its 
malware since at least 2013. Other 
intrusions by this attacker into the 
Middle East were carried out at 
undisclosed dates, focusing on oil 
and gas companies until the end of 
2018. It should be noted that the 
group has also begun probing en-
ergy systems in the United States 
and other countries.
Xenotime uses a dozen custom 
and public tools to carry out its 
attacks. The custom tools reimple-
ment features of the public tools 
by adding anti-detection methods. 
These tools appear to be used du-
ring critical phases of the intrusion.

Attacks on industrial systems are 
long (several months or years) 
since they require learning how to 
exploit the target’s industrial pro-
cess and developing the appropriate 
tools. The attack is therefore pre-
ceded by a discovery, learning and 
preparation phase during which 
the attacker will set up his attack 
infrastructure. The infrastructure 
uses VPS servers from interna-
tional hosting providers (OVH or 
UK-2 Limited), VPNs and Dyna-
mic DNS allowing regular changes 
of IP addresses. After penetrating 

the target’s network, the attacker 
needs to ensure persistent and 
very discreet access throughout 
the mission.

Xenotime therefore uses several 
methods to hide its activities:
-  Renaming files to make them ap-
pear legitimate (using Microsoft 
Update file naming)

-  Use of standard tools simulating 
the activity of an administrator 
(RDP, PsExec, WinRM)

-  Editing legitimate Outlook Ex-
change files to open web access,

-  Use of encrypted communication 
for sending commands and pro-
grams

-  Use of multiple subfolders rarely 
used by users or programs,

-  Regular cleaning of attack tools, 
activity logs, temporary files after 
use

-  Changes to the dates contained 
in the files (creation and modifi-
cation dates)

-  Use of VPN networks, allowing 
to hide the IP address of the at-
tacker

Malware persistence on compro-
mised machines is achieved by 
creating an Image File Execution 
Options registry key or scheduled 
tasks. After reaching the targeted 
SIS controllers, the attacker fo-
cuses on deploying TRITON by limi-
ting his activities to off-peak hours 
to avoid being discovered. TRITON 
then allows full control of these 
systems.

This modus operandi, largely based 
on a concern for non-detection, al-
lows us to draw two conclusions. 
Firstly, this line of development is 
typical of state-sponsored attac-
kers. The latter do not wish to be 
linked to offensive computer sys-
tems with a geo-strategic dimen-
sion and demand that the groups 
finance the greatest possible dis-
cretion. In the present case, the 
fact that the group is linked to a 
national research institution and 
that its modus operandi is devoted 
to destruction reinforces this hypo-
thesis. The second conclusion that 
can be drawn from this emphasis 
on concealment is that it confirms 
the non-operational nature of the 
attacker’s arsenal at the time of the 
attack. The ambition is to remain 

as long as possible in the target’s 
systems in order to increasingly 
test his tool.

The case of this group shows that 
the theory of security by darkness, 
which consists in thinking that an 
ICS/SCADA system is complex and 
therefore secure, no longer holds. 
The rise in the quality of attacker 
groups, the generalization of proto-
cols and the standardization of sys-
tems have changed the situation.

_USED MALWARES

- Cryptcat
- Mimikatz
- SecHack
- Triton/Trisis

_USED TOOLS

- Plink

_ATTACKS HAPPENED ON 

> Campaign leveraging the Triton 
malware
Happened on: 2017-01-09

Attackers group
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T1003 -  OS Credential Dumping
T1021 -  Remote Services
T1021.001 -  Remote Desktop Protocol
T1027.005 - Indicator Removal from Tools
T1036 -  Masquerading
T1048 -  Exfiltration Over Alternative Protocol
T1053 -  Scheduled Task/Job
T1059.001 -  PowerShell
T1070.004 - File Deletion
T1070.006 - Timestomp
T1074 - Data Staged
T1078 - Valid Accounts
T1087 -  Account Discovery
T1119 -  Automated Collection

T1133 -  External Remote Services
T1135 -  Network Share Discovery
T1505.003 - Web Shell
T1546.012 - Image File Execution Options Injection
T1560 -  Archive Collected Data
T1566.001 - Spearphishing Attachment
T1566.002 - Spearphishing Link
T1571 - Non-Standard Port
T1573 -  Encrypted Channel
T1583 -  Acquire Infrastructure

Attackers group
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Attackers group

_DESCRIPTION

ATK92 - (aka: Gorgon Group, or 
Aggah) is engaged both in cyber-
criminal attacks as well as tar-
geted attacks against worldwide 
governmental organizations. The 
group is active since 2017 and is 
believed to be operating from Pa-
kistan. The group’s campaigns tar-
geted government organizations in 
the United Kingdom, Spain, Russia, 
and the United States. The infec-
tion chain of their attacks usually 
starts by phishing emails contai-
ning trojanized documents, which 
will launch powershell commands 
and configure the C2.

_USED MALWARES  

- Crimson
- LokiBot
- Nanocore
- QuasarRAT
- RemcosRAT
- RevengeRAT
- njRAT

_USED TOOLS 

- Bitly
- Living off the Land
- PowerShell
- QuasarRAT

_USED VULNERABILITIES 

- CVE-2012-0158
- CVE-2017-0199

_ATTACKS HAPPENED ON 

> July 2017: Phishing campaign 
targeting a US-based government 
organization.
Happened on: 2017-07-01
 
> February 2018: Phishing 
campaign against the United 
Kingdom, Spain, Russia, 
Switzerland and the United 
States
Happened on: 2018-02-01
 
> March 2019: Aggah Campaign
Happened on: 2019-03-01

> 2020 — Aggah campaign  
continuation and new tools
Happened on : 2020-01-01

Threat Actor_

Alias_

Targeted Sectors_

ATK92 
The group is en gaged both in cy-
ber criminal attacks as well as in 
targeted attacks against worldwide 
governmental organiza tions. 

_Gorgon group
_Subaat
_TAG-CR5

_ Government  
and administration agencies

Languages_
_Urdu

Motivations_
_Financial Gain

Suspected origin of the attacker_
Pakistan

NORTH AMERICA 

United States Of America

WESTERN EUROPE

United Kingdom Of Great  
Britain And Northern Ireland
Spain

MIDDLE EAST/ 
WESTERN ASIA

Saudi Arabia

RUSSIA

Russian Federation

2017-07-01
Phishing campaign 
targeting a US-based 
government organization.

2018-02-01
Phishing campaign against 
the United Kingdom, Spain, 
Russia, Switzerland and 
the United States

2019-03-01 
Aggah Campaign

2020-01-01
Aggah campaign 
continuation and new 
tools

2017 2018 2019 2020
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T1055 -  Process Injection
T1055.012 -  Process Hollowing
T1059 -  Command and Scripting Interpreter
T1059.001 -  PowerShell
T1105 -  Ingress Tool Transfer
T1106 -  Native API
T1112 -  Modify Registry
T1140 -  Deobfuscate/Decode Files or Information
T1204 -  User Execution
T1547.001 -  Registry Run Keys / Startup Folder
T1547.009 -  Shortcut Modification
T1562.001 -  Disable or Modify Tools
T1566.001 -  Spearphishing Attachment
T1571 -  Non-Standard Port
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_Automotive 
_UNDERSTANDING 
THE CYBER THREAT

Billions are being lost due to the 
rise of cyber attacks in the auto-
motive industry. Industry experts 
argue that there are several factors 
that can cause cyber attacks to tar-
get this innovating sector. Over the 
years, cyber attacks have evolved 
and the emergence of highly au-
tonomous vehicles in the automo-
tive fleet has aroused the interest 
of attackers in the cyber domain. 
Today, if the research of vulnerabi-
lities is focusing on this industry, it 
indicates the importance and des-
tructive potential of the forthco-
ming threat to the sector. In order 
to protect vehicles from these ma-
licious behaviors, it is imperative to 
dive into  the type of threats that 
can affect a vehicle.

_THE MAIN ENTRY POINTS 
FOR ATTACKERS

•  The three most common attack 
vectors over the past decade 
were servers, keyless entry sys-
tems and mobile applications, 
with a 73% growth in server at-
tacks in 2020.  

Potential macro entry point

Timeline of the Victimology

Factory machine

3D printing

In-vehicle systems

20162015 2017 2018 2019 2020 2021

October 2015
Researchers 
demonstrated how to 
disable the airbags 
on an Audi TT

May 2017
Renault-Nissan 
experience production 
disruptions caused  
by Wanncry

December 2018
Revenge rat used 
to target italian 
automotive sector

February 2018
Attack on Porsche 
japan Server

February 2019
Attack on US 
infantry carrier 
Vehicle

December 2019
BMW and Hyundai 
networks were 
compromised by 
ATK17 (APT32)

June 2020
Honda 
was hit by 
the Snake 
ransomware

August 2020
Both Wolkswagen 
Group and Peugeot 
were hit by the Ryuk 
ransomware

February 2021
Kia suffered a 
ransomware 
attack by the 
DoppelPaymer gang

February 2016
Nissan leaf can 
be hacked via 
mobile app and 
Web browser

July 2015 
Two researchers 
were able able to 
take control of a 
Jeep 

August 2017
Vulnerability in 
cellular baseband 
chipset used by 
multiple Nissan, 
Infinity, BMW  
and Ford

May 2018
Unsecured AWS S3 
bucket lead to the 
leak of personnal 
information for over 
50 000 users of it’s 
Honda Connect App

Toyota confirmed it 
has been the victim 
of an attempted 
cyberattacks

September 2019
German car parts 
manufacturer 
Rheinmetal 
Automotive has 
caused « significant 
disruption »

January 2020
Gedia Automotive 
Group has been 
forced to shut 
down its IT systems 
due to a massive 
cyberattack

April 2020
Researchers 
discovered 
serious security 
issues in Ford 
and Wolkswagen 
cars

August 2020
A Russian threat 
actor tried to attack 
tesla’s network. 
Few months later, 
researchers  found 
several vulnerabilities 
in Tesla’s cars

Attackers known to have targeted  
the automotive sector

ATK4

ATK91

ATK104

ATK2

ATK206

ATK146
ATK103

ATK88

ATK161

ATK17

Components exposed to the cyber threat

Sensors and 
actuators for cars 

Humains 
factors

Electronic 
control 
units for 
car decision 
making

Communication 
components 
in the vehicle 
interior

Decision-making 
algorithms

Infrastructure  
and backbone 

systems for  
smart cars 

Car processing  
and decision making 

components  
In-car communication 

components

FIGURE 4

•  IIn 2020, 77.8% of all incidents 
were remote attacks and 89.9% 
of the attacks were related to 
vehicle’s communication chan-
nels

•  Threats against vehicle data and 
code account for 86.7% of all in-
cidents

•  There were 110 CVEs related to 
the automotive industry, 33 in 
2020 and 24 in 2019

•  40% of cyber activities against 
vehicles resulted in car theft, 
which makes it the category with 
the greatest impact on mobility

_THE JEEP HACK  (MILLER 
AND VALASEK)

The Jeep hack is widely regarded as 
a landmark event in the automo-
tive industry’s understanding of the 
cybersecurity challenges it faces. In 
2015, two researchers, Miller and 
Valasek exploited a vulnerability in 
the CAN (controller area network) 
bus of the Chrysler-manufactured 
vehicle. The bus corresponds to the 
car’s internal network. It oversees 
the various components within the 
vehicle such as the engine, sensors 
and transmission. Taking control 
of the CAN bus allowed them to 

send commands to the car, cut-
ting the brakes or running it off 
the road. This event is not isolated 
since in 2016, a team of Chinese 
hackers managed to take control 
of a Tesla Model S by creating a 
Wi-Fi hotspot to which the car au-
tomatically connects if it is perfor-
ming Web browsing. This allowed 
them to access the CAN bus from 
which they could send commands 
and engage the brakes. By connec-
ting physical device to internet, for 
convenience, car manufacturers 
have created multiple entry points 
for agile and malicious attackers. 
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Number of connected 
cars sold worldwide

_ATTACKER’S MOTIVATIONS

•  In 2020, 55% of hacks were car-
ried out by hackers to disrupt 
business, steal property and de-
mand ransom

•  In 2020, 38.6% of hacks were 
committed by hackers and re-
searchers with 36% of incidents 
in 2020 involving data and pri-
vacy breaches, and 28% of inci-
dents involving theft or break-ins, 
including in the context of an au-
tomotive bug bounty scheme 

•  In 2019, for the first time, the 
number of black hat hacks sur-
passed the number of white hat 
intrusions 

115M
Connected 
cars sold 
globally

30M
Connected 
cars sold 
globally

2020 2025
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_UNDERSTANDING  
THE CYBER THREAT

The protection of airport IT sys-
tems is a major issue today and in 
the very near future. Even a rela-
tively minor bug can cause chaos, 
resulting in flight delays and legal 
action by disgruntled passengers. 
The Delta Airlines computer sys-
tem failure in 2016 is a good exa-
mple of this phenomenon, as it 
caused problems for hundreds of 
thousands of people worldwide 
who had their flights delayed or 
cancelled. The threat to the airpo-

Breakdown of reported cyber attacks

35%

36%

1%

5%

2%

16%

5%

Attack type

Fraudulent 
websites

Data theft

Web 
application 

attack

Malware

Phishing

Ransomware

Other

Attackers targeting 
the aviation sector

ATK206 ATK57

ATK223 ATK123

ATK231 ATK129

ATK35 ATK130

ATK11 ATK133

ATK6 ATK134

ATK19 ATK140

ATK40 ATK157

ATK44 ATK163

_Aviation
rt sector concerns simultaneously 
the ground infrastructure, the air-
craft and the passengers. Now, ta-
king into account its destructive 
potential, this particular threat has 
emerged as a real concern for the 
Aviation industry. 

_CYBER THREAT LANDSCAPE

Attacks are up in all threat cate-
gories, and better reporting alone 
does not fully account for the 530% 
year-on-year rise in reported inci-
dents. Airlines are the first in the 
line of fire, targeted by 61% of all 

2020 aviation-related cyber-attacks 
in 2020. In 2020, international 
passenger traffic fell by 75.6% and 
domestic traffic by 48.8%.  Howe-
ver, as passenger traffic declined, 
cyber attacks on the aviation sec-
tor are reported to have increased.

_MAJOR THREATS

At 36% of all reported incidents, 
data theft topped the cyber charts 
in 2020, followed by website fraud 
(35%) and phishing (16%). A notable 
and growing threat, which current-
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Timeline of the Victimology

2017  2018 2019 2020 2021

Summer  
Kiev-Boryspil International 
Airport’s website and online 
check-in were down, causing 
thousands of flights to be 
cancelled

March
Ransomware attack 
targeted Hartsfield-
Jackson Atlanta 
International Airport

March 
Cathay Pacific, one of 
the main airlines in Hong 
Kong, says records on 
as many as 9.4 million 
passengers may have been 
stolen in a data breach.

August 21st to September 5th,   
British Airways admitted that 
the personal data of 429,612 
customers and staff was stolen 
from its site over a 15-day period

August 22nd  
and 24th 2018  
The personal information  
of some 20,000 Air 
Canada customers who 
used the airline’s mobile 
application was hacked

December 
Albania’s international 
airport has fallen victim  
to a ransomware attack

April  
Unknown perpetrators 
compromised the two 
websites of San Francisco 
International Airport and 
introduced malicious code to 
steal users’ login credentials

May  
The low-cost British carrier, 
EasyJet revealed in a press release 
published in May 2020 that the 
airline had fallen victim to a very 
sophisticated cyberattack four 
months earlier in January. The 
hackers gained access to the email 
addresses and travel information of 
about 9 million customers 

March 4
Hackers managed to 
penetrate SITA’s servers 
and accessed the 
Passenger Service System 
(PSS), which handles 
processes ranging from 
ticket booking to boarding

FIGURE 4

ly accounts for only 5%. but whose 
negative effects can be immense if 
successful, is ransomware.
A worrying 39% of organizations 
experiencing cyber-attacks in 2020 
assessed that these attacks had 
a medium to high impact on their 
operations. Indeed, according to the 
severity of the attacks, 12% of the 
attacks were classified as high, 27% 
as medium and 61% as low severity. 

_RANSOMWARE  
AND THE AVIATION SECTOR

•  Every week, an aviation actor 
suffers a ransomware attack 
somewhere in the world, with big 
impacts on productivity and bu-
siness continuity, let alone data 
loss and/or costly extortion de-
mands paid in order to restart 
operations.

•  Ransomware may only comprise 
5% of detected cyber-attacks on 
aviation in 2020, but it can have 
far-reaching impact for the indivi-
dual players who fall victim to it.

_CYBER-HIJACKING

If serious incidents involving the 
cyber-hijacking of an aircraft have 
not been observed in the wild, tam-
pering with airplane systems is a 
source of concern for researchers. 
In 2015, expert Chris Roberts clai-
med to the FBI that he had suc-
cessfully penetrated multiple in-
flight entertainment systems and 
was able to briefly change an air-
craft’s direction. This case caught 
the attention of the DHS (Depart-
ment of Homeland Security), which 
issued an alert recognizing the 
potential for an attack on an air-
plane. In 2019, DHS released ano-

ther document highlighting that a 
malicious threat actor with physical 
access to a small aircraft would be 
able to alter flight information via 
the autopilot system. In addition, 
exploiting vulnerabilities in satellite 
communication technology (SA-
TCOM) could be a vector for com-
promising in-flight communication 
devices according to Sanatamar-
ta’s research work. 

The growing ransomware tab,  
all sectors between 2017-2020

2017

A
n
n
u
al

 c
o
st

 i
n
 U

S
D

$5
billion

$8
billion

$11.5
billion

$17
billion

*projected
The total estimated 
cost of ransommare 
to organizations 
worlwide

$20
billion

2018 2019 2020* 2021*
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_Communication
_UNDERSTANDING  
THE CYBER THREAT

The telecommunications industry 
is a significant target for both cy-
bercriminal and state-sponsored 
attacks. Cyberattacks on this in-
dustry can affect a wider range of 
victims beyond the industry itself 
because the use of telecommuni-
cations services by businesses and 
consumers alike is so pervasive. 
In particular, many businesses in 
other industries depend on tele-
communications service providers 
to manage relationships with cus-

Common Cyber threats Affecting  
the Telecommunication Sector

Malware
Cyber attackers engage 

in malware activities 
to target subscribers 

and devices connected 
to telecommunication 
services. They infect 

smartphones with 
malware downloaded 

through untrusted and 
insecure apps.

Social Engineering
Cybercriminals use 
social engineering 
and phishing 
attacks to infiltrate 
businesses and 
subscribers in the 
telecommunication 
sector.

Man-in-the-Middle 
Attacks (MITM)
Cybercriminals 
target 
telecommunication 
service providers by 
intercepting routes 
and misconfiguring 
services. This 
attack allows 
hackers to spy 
on victims, 
steal sensitive 
information, and 
disrupt services.

DDoS Attacks
Distributed denial 
of service (DDoS) 

is a common 
direct attack in the 
telecommunication 

sector. While DDoS 
is not unique only 
for this industry, 

telecommunication 
firms receive these 

attacks more than any 
other sector.

Government 
Surveillance

Government agencies 
launch infiltration 

attempts on 
telecommunication 
infrastructure and 
service providers  

to establish surveillance 
on citizens. With a 

vast pool of resources, 
government actors 
deploy advanced 

persistent threats.

Vendor and Supply Chain Risks
In 2017, an estimated 19% of 
data breaches were directly 

attributed to vendors. 
Telecommunication firms 
outsource less essential 

processes to service providers.

Attackers known to have targeted  
the telecommunication sector

ATK225

ATK168

ATK202

ATK206

AT83

ATK1

ATK163

Map showing the victims of the scam

US $6.5 MLN
classicam gangs made in 2020

Russian-speaking scammers  
target Europeans with scam 
pages mimicking classifieds

FR

CZ

RO

PL BY

UA
MD

BG

AZ

KZ

UZ KG

tomers, or for their own phone and 
internet services. Breaches at tele-
communications service providers 
can impact other companies’ ex-
ternal internet traffic and customer 
relationships. 

_IMPACTS OF CYBERSECU-
RITY ON TELECOMMUNICA-
TIONS

Hackers understand the impor-
tance of the sector that keeps the 
world connected and broadly sup-
ports economies and business in-
frastructures. A successful attack 

on a telecommunication service 
provider has far-reaching conse-
quences, not just on the organiza-
tion and its clients but also on a 
nation.
On the other hand, the telecommu-
nication sector acts as a gateway 
to millions of other businesses. 
Hackers will attempt to infiltrate 
on the telecom core infrastructure 
to intercept user calls or penetrate 
subscribers’ networks. Such sce-
narios cause significant damage to 
business reputation and data privacy.

_TELECOMMUNICATIONS AND 
MESSAGING APPLICATIONS: 
MAJOR VECTOR OF CYBER-
CRIME

Applications such as WhatsApp, 
Telegram or Signal still contain nu-
merous security holes that make 
it difficult for malicious actors to 
carry out attacks and target a wide 
range of users. For example, a new 
automated as-a-service scam has 
been discovered exploiting Telegram 
bots to steal money and payment 
data from their European victims.

_TELECOMMUNICATIONS AND 
MESSAGING APPLICATIONS: 
CYBERESPIONNAGE CAM-
PAIGN

Today, instant messaging appli-
cations are often confronted with 
nation-state sponsored attacker 
groups carrying out cyber espio-
nage campaigns via messaging ap-

plications like Telegram or Signal. 
The main risk is that APT attackers 
will take advantage of the influx of 
WhatsApp users to Telegram or 
Signal to expand their victim base 
without users being aware of the 
threat.
Several APT threat actors such as 
ATK51 or ATK66 (APT-C-23) have 
played a major role in attacks using 
WhatsApp or even Telegram. 
Furthermore, applications such as 
Telegram can become a placehol-
der for the DarkWeb as shown by 
the leak of several malware source 
codes belonging to the ATK51 group 
(MuddyWater). Indeed, a group cal-
ling itself «Green Leakers» used Te-
legram channels to sell ATK51 data.

_TELECOMMUNICATIONS AND 
MESSAGING APPLICATIONS : 
MAJOR CONSEQUENCES

The same users who decided to 
change their email application such 
as WhatsApp, due to non-com-
pliance with the data policy, are 
not yet sufficiently aware of the 
increasing number of cybercrimi-
nal attacks on applications such as 
Telegram or even Signal, which are 
becoming a new theatre of opera-
tions for organized cybercrime.
With the rise of WhatsApp users 
migrating to Telegram for example, 
the risk of a benevolent user ending 
up on a GreenLeakers type channel 
is very high. 

Targeted sectors
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_Civil Society 
_UNDERSTANDING 
THE CYBER THREAT

Civil society refers to non-profit, 
citizen-based groups that are or-
ganized at the local, national or 
international level. These groups 
can take a variety of forms, ran-
ging from unions and communi-
ties to think tanks and NGOs. The 
very nature of their activities (of-
ten related to the political sphere) 
coupled with limited budgets 
(non-profit) to implement protec-
tive security measures make them 
an enticing target for malicious 
actors. This intuition is borne out 
in the wild as civil society organi-
zations and faces a dense cyber 
threat landscape, both in terms of 
numbers and variety of threat ac-
tors. From a hacker’s perspective, 
the Civil Society represents a rich 
environment as organizations pro-
cess credit card data for donations 
and may store personal informa-
tion or even IP data.

_CYBERTHREAT LANDSCAPE: 
NGOS AND CHARITIES 
  
NGOs appear in many aspects as 
the embodiment of the challen-
ges faced by the Civil Society as 
a whole. According to a survey 
conducted by the Institute for Cri-

2019 2020 2021 2022

Ohio church : April 2019
Near Cleveland, a church 
fell victim to a business 
email compromise (BEC) 
scam, leading to a loss of 
$1.75 millions. 

Philadephia Food Bank: December 2020
Philadeplhia Food Bank, the region’s largest 
hunger relief organization, lost $1 million to a 
business email compromise (BEC) scam. This 
occurred while 5.6 million U.S. citizens were 
dependent on food distributions due to COVID-19.

Vietnamese Overseas Initiative for Conscience 
Empowerment (VOICE) : May 2021
VOICE fell off to a cyberattack allegedly perpetrated by 
ATK17 (aka Ocean Lotus), a hacker group affiliated  
with the Vietnamese government.

EU DisinfoLab: July 2021
EU DisinfoLab was targeted by a phishing 
scheme in an attack attributed to 
Nobelium, the gang responsible for the 
SolarWinds cyberattack

Royal Dublin Society (RDS) : 
February 2022
The RDS systems were crippled by 
a ransomware attack that affected 
the confidentiality of personal 
information belonging to employees 
and exfiltrated by the attackers 

Volunteer Service Abroad : May 2021
Volunteer Service Abroad, the largest 
international development volunteer 
agency based in New Zealand, was hit 
hard by a ransomware attack that locked 
down its networks.

Red Cross : January 2022
The International Committee of 
the Red Cross fell victim to a 
cyberattack that compromised 
the data of 515,000 persons 

tical Infrastructures over NGOs 
and NPOs, 50% of the respon-
dents revealed they had been tar-
geted by a ransomware and nearly 
half (49%) admitted they did not 
rely on a specific unit to deal with 
cybersecurity issues. This gap can 
be explained in part by the parti-
cipatory funding of these organi-
zations and the prioritization of 
expenditures towards operational 
needs. 

Looking at charities, which are 
critical in the civil society ecosys-
tem, a few trends are worth no-
ting. First, while many services 
have gone digital, the rate of re-
porting cyberattacks has remained 
steady. Just over one in four cha-
rities (26%) reported being the 
target of a cyberattack in 2020, 
and this trend seems to correlate 
with the size of the organization, 
as 68% of very high revenue cha-
rities recorded at least one cyber 
incident. 80% of breaches involve 
a phishing scheme.
 
_AN APPEALING TARGET FOR 
STATE ACTORS 

At 32%, NGOs represent the 
largest sector targeted by na-
tion-state nefarious activities, 
ahead of professional services and 

government organizations at only 
13%. While both government agen-
cies and politically oriented NGOs 
collect public policy information, 
the lack of safeguards encourages 
threat actors to prioritize targe-
ting the latter civil society organi-
zations. In 2019, Microsoft obser-
ved 740 intrusion attempts from 
nation-state actors targeting de-
mocracy-focused civil society or-
ganizations in the U.S.-including 
political parties and think tanks in-
volved in the election process. The 
structure of American civil society 
is interesting because organiza-
tions in this ecosystem are hailed 
as major players in the national 
political debate. This has prompted 
adversaries of the United States 
- namely China, Iran and Rus-
sia - to launch cyber operations 
to retrieve any sensitive political 
content that these organizations 
may have. This includes projec-
tions on the leading policy issues 
as well as staff and contact infor-
mation.
Chinese-affiliated actors have 
launched particularly aggressive 
campaigns targeting U.S.-based 
NGOs working on issues related 
to human rights and democra-
cy in China. In these campaigns, 
the exfiltration of sensitive data 
has not been limited to the NGO’s 

programming but has included a 
wide range of internal informa-
tion, including legal and research 
resources. This gave them a very 
clear picture of how these civil so-
ciety groups operate. 

_MAIN THREAT VECTORS 

•  Spear-phishing: use of spoofed 
email address to send malicious 
URLS and ultimately gain cre-
dential access of employees

•  CEO fraud: combines spear-phi-
shing and identity theft to lure 
naïve employees into making 
money transfer. The associa-
tions Save the Children and 
Roots for Peace both lost more 
than $1 million following a CEO 
fraud 

_INTERFERENCES IN POLITI-
CAL CAMPAIGNS

It is undeniable that political cam-
paigns represent an opportunity 
for attackers seeking to undermine 
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trust in the electoral process. As 
such, democracy-based organiza-
tions face intensive malicious acti-
vity as election periods approach. 
The 2016 U.S. and 2017 French 
presidential elections were marked 
by numerous cyberattacks, which 
attempted to undermine Western 
democracies. In 2016, two groups 
of Russian hackers successfully 
penetrated the U.S. Democratic 
National Committee network and 
exfiltrated sensitive emails in an 
effort to support Donald Trump’s 
candidacy.

_A BROADER DEFINITION OF 
CIVIL SOCIETY: DISSIDENTS, 
JOURNALISTS, MINORITIES 

•  2014: a report by FireEye revealed 
APT28’s activities and its specific 
targeting of civil society particu-
larly journalists - to monitor public 
opinion and political dissent. This 
pattern was echoed by TrendMi-
cro, which identified civil society 
as the primary target of APT28’s 
domestic operations

•  October 2018: Citizen Lab released 
a report revealing that the Saudi 
Arabian government had infected 
with a spyware the phone of the 
political dissident Omar Abdula-
ziz. The spyware was identified as 
“Pegasus”, a product developed by 
Israeli company NSO group

•  May 2021: High-profile targets 
within the Uyghur community in 
China and Pakistan were targeted 
by a phishing campaign in which 
Chinese hackers posed as the 
United Nations to trick users into 
opening a link that would install 
a backdoor. The objective of this 
campaign was cyber-espionage

Interestingly, cyber attacks against 
civil society receive little attention 
from leading CTI firms. This may 
be due to the lack of financial re-
sources for civil society to pur-
chase threat intelligence. Therefore, 
one should keep in mind that com-
mercial threat reporting will tend 
to focus on sectors that can afford 
CTI services rather than segments 
that cannot.

Top 6 industry targeted  
by nation-state actors

Resources targeted by threat actors  
in civil society organizations 

7%

32%
NGOs

31%
Professional 
services

13%
Governement

10%
International 
organizations

Information 
technology firms

7%
Higher 
education

27%
Business44%

Account / 
Financial Records

1%
Credential

1% Marketing
1% Legal Records

1% Information Tech
Documents

20%
International 
Communications

5%
Human Resources 
Records
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_Education
_UNDERSTANDING 
THE CYBER THREAT

Schools and higher education ins-
titutions were among the most 
popular targets in 2021. According 
to Checkpoint, Education and Re-
search was the industry most tar-
geted by cyberattacks in 2021, with 
organizations facing 1605 security 

Targeted sectors

1605

1136
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1068

830
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Software Vendor

Retail / Wholesale
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attacks per week. This figure re-
presents a 75% year-on-year surge. 
For comparison, cyberattacks 
across all industries have increased 
by 50% over the period. The rea-
sons behind this growth appear 
as both structural (valuable user 
data, chronic under-appreciation of 
cybersecurity), as well as cyclical 
with the complex adaptation of pe-

dagogical methods to the COVID 19 
pandemic. This combination of fac-
tors seems to explain why, despite 
the sector facing major challenges 
such as a lack of staff and a lack 
of funding and resources, the pre-
valence of cyberattacks seems to 
be increasing year after year, as 
breaches in schools and higher 
education are widely reported.

Five key reasons why 
Education is a target for 
cybercriminals.

Average weekly attacks per organization, by industry 2021, compared to 2020

Disgruntled 
employees and 

students

Confidential research 
documents 

Strong incentives 
to pay a ransom 

Valuable user 
data

Lack  
of preparedness 

_EVIDENCE THAT EDUCATION 
IS A TARGET FOR CYBER-
CRIME

The NCSC (National Counterintel-
ligence and Security Center) conti-
nues to respond to an increased 
number of ransomware attacks af-
fecting education establishments in 
the UK, including schools, colleges, 
and universities. Three reasons can 
be put forward to explain the at-
tractiveness of the sector for the 
cybercriminal ecosystem.

First, universities and educational 
institutions hold valuable data that 
can be mined. They have valuable 
information about students and em-
ployees, namely medical records, PII 
(personable identifiable information) 
and financial information. 

Second, their attack surface has 
grown rapidly over the past two 
years. Most companies are increa-
singly adopting new cloud and di-
gital platforms, allowing them to 
be much more effective than in 
the past. Educational institutions 
are no exception to this trend. In-
deed, many had to react quickly to 
challenging remote working condi-
tions to add new capabilities for 
engaging learners and storing files. 
COVID 19 in that regard created 
avenues for hackers to exploit re-
mote systems. The limited budgets 
of certain institutions and notably 
pubic schools further contribute to 
their vulnerability. 

Third, paying ransom in the event 
of computer systems being encryp-
ted by ransomware often appears 
to be the most viable option for or-
ganizations that cannot justify hal-
ting educational services.

These arguments are reflected in 
the fact that 13% of educational 
institutions have experienced a ran-
somware attack. This compares to 
5.9% for government institutions 
and 3.5% for healthcare organiza-
tions.  

_OTHER MOTIVATION : USE 
CASE SHED LIGHTS ON ES-
PIONAGE-DRIVEN PLAYERS

As part of a campaign that begun 
in April 2017, cyberattacks from 
Chinese attacker groups have tar-
geted U.S. universities in an effort 
to collect military type intelligence. 
The information sought was related 
to underwater technology and al-
though no public notice has been 
issued, some institutions may have 
been compromised. This demons-
trates the value of academic re-
search for states seeking informa-
tion of strategic interest. Between 
2013 and 2017, Iranian hackers had 
already implemented a phishing 
scam to recover the passwords of 
hundreds of professors of Ameri-
can universities.

_CYBERATTACKS WITH SIGNI-
FICANT CONSEQUENCES

Far reaching consequences often 
arise from cyberattacks on the 
education and research industry. 
The NSW Department of Educa-
tion was hit by a cyberattack in 
July 2021, provoking an utter pa-
ralysis of the education system. In 
January 2022, Albuquerque Public 
Schools district fell off to a cyberat-
tack. The attack forced the supe-
rintendent Scott Elder to announce 
the cancellation of classes for two 
days in a row. This affected 75,000 
students, or one in five school 
children in New Mexico. Likewise, a 
ransomware attack forced Howard 
University to cancel classes and 
shut down campus network in Sep-
tember 2021. Some organizations 
turn to another solution, paying 
the ransom, thus having to bear a 
financial drop-off. The University of 
California, San Francisco decided 
to pay part of the ransom ($1,14 mil-
lions) demanded by the Netwalker 
extortion group in order to decrypt 
their system and recover their data.  
In 2020, 77 individual cyber-extor-
tion attacks affected nearly 1800 
schools and resulted in $6.6 billions 
of recovery costs alone. 
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_OTHER MOTIVATION : DIS-
GRUNTLED EMPLOYEES/STU-
DENTS

With 20% of attacks being the 
work of an internal actor, educa-
tional services are one of the sec-
tors most affected by this threat. 
It can result in DDoS attacks from 
disgruntled students or staff. In 
September 2015, the University of 
London was affected by a DDoS 
attack from an employee who was 
targeting the senior executive res-
ponsible for his dismissal. 

_FAMOUS RANSOMWARE 
GANGS
Plenty of different behaviors are ob-
served from ransomware operators 
with regards to the education and 
research industry.  Some opera-
tors have an ethic chart preventing 
them from infecting essential ser-
vices such as government, health-
care organizations and education 
institutions. Other operators do not 
abide by those strict principles and 
contemplate the sector as an easy  
target. In March 2021, the FBI is-
sued a FLASH, a document alerting 
education institutions of the surge 
of attacks directed at the sector by 
the actor dubbed PYSA. The Grief 
ransomware is another cyber-ex-
tortion actor targeting education 
institutions. In May 2021, the group 
stated it had exfiltrated 10 Gb of 
personal and internal data belon-
ging to a school district in Missis-
sippi. Schools in Virginia and Was-
hington state were also allegedly hit 
by the Grief operators.  

 Ransomware victims in the education sector in 2021
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_Energy 
_UNDERSTANDING 
THE CYBER THREAT

There are three characteristics 
that make the sector particularly 
vulnerable to contemporary cyber 
threats:

•  First, an increased number of 
threats and actors targeting pu-
blic services: state actors seeking 
to cause security and economic 
disruption, cyber criminals who 
understand the economic value 
represented by the sector, and 
hacktivists seeking to publicly ex-
press their opposition to general 
utility projects or programs 

•  Second, the extensive and 
growing attack surface of utilities, 
resulting from their geographic 
and organizational complexity, in-
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Potential threat impacts

Attackers targeting the energy sector

% change in average data breach cost by industry, 2019/2020
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cluding the decentralized nature 
of many organizations’ cyber se-
curity leadership 

•  Finally, the electricity and gas 
sector’s unique interdependen-
cies between physical and cyber 
infrastructure make companies 
vulnerable to exploitation

_POWER LANDSCAPE

•  The Power Sector is in transition. 
Global trends are creating an en-
vironment of disruption and dri-
ving the need for digital industrial 
software and services for the en-
ergy industry to become more ef-
ficient, reliable, secure, and sus-
tainable

•  At the end of 2018, more than 
456 commercial nuclear power 

reactors (>400 GW) are in opera-
tion and provide about 12 percent 
of the world’s electricity. More 
than 140 GW of new capacity are 
foreseen by 2025

•  Organizations in the sector are 
thus expanding their networks 
and making them more efficient 
and dedicated through increased 
digitalization. This  implies an 
extension and a strengthening of 
SCADA and ICS systems 

_POWER LANDSCAPE

Energy was the most targeted industry for cyber attacks worldwide in 2019.
Attacks in the energy sector are becoming increasingly expensive.
The energy sector saw the largest increase in data breach costs in 2020.

Targeted sectors
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_USE CASE 1: THE DARKSIDE 
RANSOMWARE AND THE CO-
LONIAL PIPELINE COMPANY

In early May 2021, the Colonial Pi-
peline suffered a ransomware at-
tack that forced it to shut down 
its entire network to prevent the 
malware from spreading.
Indeed, Colonial Pipeline, the lar-
gest oil pipeline in the United 
States, halted its operations after 
suffering what is believed to be a 
ransomware attack. Colonial Pipe-
line transports refined petroleum 
products between refineries on the 
Gulf Coast and markets in the sou-
thern and eastern United States. 
The company transports 2.5 million 
barrels per day through its 5,500-
mile pipeline and supplies 45% of all 
fuel consumed on the East Coast.

_THE DARKSIDE  
RANSOMWARE:

•  Interestingly, the malware used by 
Darkside does not seem to target 
CIS (Community of Independent 
States) countries and has a very 
good debugger and detection of 
virtual environments. The sample 
was found in multiple versions, 
using multiple packers, which 
may indicate that the attacker is 
running tests. One uncommon 
thing is that the URL of the data 
is in the hardcoded ransom note, 
which indicates that the malware 
was compiled after the data was 
stolen

•  High profile attacks previously 
conducted by the DarkSide gang 
include CompuCom, Discount 
Car and Truck Rentals, Brook-
field Residential, and Brazil’s 
Companhia Paranaense de Ener-
gia (Copel)

_WHAT THE ATTACKS  
DEMONSTRATE:

•  This attack demonstrates how a 
cybercriminal attack can affect 
the national security of a state. In-
deed, the attack forced the com-
pany to shut down 5,500 miles 
of fuel lines, and led the Federal 
Motor Carrier Safety Administra-
tion (FMCSA) to issue a regional 
emergency declaration affecting 17 

Archetypes of the sector threat 
and use cases developed

Examples of Direct vs In-direct OT attacks and objectives
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petrochimical plant
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DragonFly 2.0 
changes target 
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ATK88 crashes 
Norsk Hydro’s 
OT system with 

LockerGoga 
ransomware

Insiders

Operational
Technology 

(OT)

Information 
Technology(IT)

Cyberwarfare
Actor(s) : State sponsored
Objective(s) : Sabotage & 
disruption

Espionage 
Actor(s) : State sponsored
Objective(s) : Collect Data

DoS / Crypto mining
Actor(s) : Hacktivist, criminal org.

Objective(s) : Ressource misuse

Hijacking / Ransomware
Actor(s) : Criminal org.

Objective(s) : Financial gains

Public disclosure
Actor(s) : Hacktivist

Objective(s) : Notoriety

east coast states and the District 
of Columbia. 

_REMEMBER

In 2015, Ukraine also suffered a cy-
berattack that had dramatic conse-
quences for national security, cau-
sing a major electrical blackout in 
the west of the country. This in-
cident is a landmark as it was the 
first successful cyberattack on a 
power grid. Hackers managed to 
access the systems of three ener-
gy distribution companies, forcing 

them to temporarily shut down 
their operations. 

_TARGETED AND NON-TARGE-
TED ATTACKS IN THE ENERGY 
SECTOR

In order to describe the threat 
landscape, we need to distinguish 
between two major types of at-
tacks: 
•  Non-Targeted attacks: Not 

Power Sector specific. Could be 
targeting and overall vulnerability 
in an IT and / or OT system. Main 

intention is to maximize, spread 
the attack surface to multiple tar-
gets. Often IT focused, via Inter-
net / Email, but also seen on OT 
/ ICS equipment 

•  Targeted attacks: Specialized on 
the target or the industry. Often 
is tailored to infiltrate a speci-
fic type of equipment and using 
tailored attack methods. Actors 
are often extensively planning 
the attack in detail, have access 
to above average resources and 
using unknown methods

_SPECIFIC OT VULNERABILI-
TIES / CHALLENGES 

•  The relatively small userbase of 
the OT local area control network 
and lack of a direct connection to 
the internet or email greatly di-
minishes the attack surface avai-
lable to ambitious cybercriminals 
compared to the much more ex-
posed IT environment.

•  This difference tends to influence-
hackers to utilize the IT network 
as an easier attack vector into OT 
(indirect attack).  Forensic analy-
sis of some focused attacks on 
critical infrastructures show that 
access to the control network 
was gained by first compromising 
the more exposed IT network 

•  The preferred attack vector is of-
ten a successful email phishing 
campaign that either sophisti-
cated malware to be installed 

which later allows successful 
harvesting of usernames and 
passwords and network architec-
ture

_ICS/SCADA THREATS AND 
THREAT ACTORS

•  Industrial control systems (ICS) 
and Supervisory Control And 
Data Acquisition (SCADA) sys-
tems play a critical role in critical 

infrastructure and industrial sec-
tor 

•  The number of vulnerabilities dis-
covered in industrial control sys-
tem (ICS) products in 2020 (893 
flaws) was 24,72% higher com-
pared to 2019 (716 flaws)

•  449 vulnerabilities were disclosed 
affecting ICS products from 59 
vendors in the second half of 
2020. The situation is worrisome 
considering that more than 70 

Targeted sectors
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Programming language

percent of the issues received a 
high or critical CVSS (Common 
Vulnerability Scoring System) 
score

•  The most affected critical in-
frastructure sectors in the se-
cond half of 2020 are manufac-
turing (194 vulnerabilities), energy 
(186), water and wastewater (111), 
and commercial facilities (108)

_USE CASE 2: ENEL GROUP : 
RANSOMWARE EKANS ET 
SYSTÈMES ICS

•  June 6, 2020: Disruption of the 
company’s internal computer 
network

•  June 7, 2020: Confirmation of 
the attack. The incident is the 
work of ransomware operators 
EKANS (SNAKE). Enel has not 
commented on the name of the 
ransomware used in the attack, 
but security researcher Milkream 
found a SNAKE / EKANS sample 
submitted to VirusTotal on 7 
June that shows it is looking for 
the domain «enelint.global» 

•  June 8, 2020: All connectivity 
has been safely restored

_THE EKANS 
RANSOMWARE:

•  EKANS is an obfuscated ran-
somware written in the Go pro-
gramming language, first obser-
ved in late December 2019. Its 
activity is similar to MEGACOR-
TEX version 2 which appeared in 
mid-2019 

•  It checks for the existence of a 
Mutex value, «EKANS», on the 
victim

•  If present, the ransomware will 
stop with an «already encryp-
ted!» message and if present the 
encryption proceeds using stan-
dard encryption library functions 

•  The main functionality on vic-
tim systems is achieved via WMI 
(Windows Management Instru-
mentations) calls

•  Before data encryption: EKANS 
stops the processes listed by pro-
cess name in a hard-coded list in 
the malware’s coded strings for 
the majority of listed processes, 
databases, data backup solutions 

or ICS-related processes
•  After that EKANS displays a ran-

som note

_ICS SYSTEMS:

•  IIT-focused ransomware could 
impact control system environ-
ments if it could migrate to Win-
dows parts of control system 
networks, thus disrupting opera-
tions

•  EKANS modifies this narrative 
seen above as ICS-specific func-
tionality is directly referenced in 
the malware 

•  Some of these processes may 
reside in typical corporate com-
puter networks, such as : 

-  Proficy servers or Microsoft SQL 
servers

- the inclusion of GUI software 
•  All of this indicates minimal 

knowledge of the processes and 
functionality of the control sys-
tem environment

Targeted sectors
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_Financial 
_UNDERSTANDING  
THE CYBER THREAT

Financial institutions are leading 
targets of cyber attacks. Banks 
are where the money is, and for 
cybercriminals, attacking banks 
offers multiple avenues for profit 
through extortion, theft, and fraud. 
Nation-states and hacktivists also 
target the financial sector for politi-
cal and ideological motivations. Re-
gulators are taking notice, and im-
plementing new controls for cyber 
risk to address the growing threat 
to the banks they supervise.

_WHO IS BEHIND  
THE THREAT?

The malicious actors behind these 
attacks include not only increa-
singly daring criminals, such as the 
Carbanak group, which targeted 
financial institutions to steal more 
than $1 billion during 2013-18, but 
also states and state-sponsored at-
tackers (see table). North Korea, for 
example, has stolen some $2 billion 
from at least 38 countries in the 
past five years. 
Financial services companies are 

Attackers known to have targeted the financial sector

ATK243 ATK157

ATK206 ATK2

Actors in Finance breaches over time

Cost of data leaks in the finance sector

Measured in 
US$ millions

Healthcare $7.13
$6.39

$5.85
Energy

Financial

well aware of the problem and are 
working hard to combat cyber-
crime, but huge amounts of mo-
ney are still being siphoned off eve-
ry year by cybercriminals ($4.2B in 
2020 according to the FBI).
State-sponsored adversaries may 
attack the financial services sec-
tor to the extent that it disrupts 
an activity essential to the func-
tioning of a state. In 2020, New 
Zealand stock exchange was halted 
by a DDoS cyber attack, disrupting 
during two days the cash and debt 
market. 
In summary, the motivations of 
the attackers can be divided into 
several categories: purely financial 
(96%), espionage (3%) grudge (2%), 
Fun (1%), ideology (1%).

_THE CYBERTHREAT SITUA-
TION

In the financial sector, in 51% of 
those cases, the attackers succee-
ded in encrypting company data. 
But 62% of victims said they were 
able to restore fully from backups, 
and only 25% paid a ransom, the 
second lowest payment rate of all 
industries surveyed, 7% below the 
average.

In 2021, 44% of the breaches in 
this vertical were caused by Inter-
nal actors (having seen a slow but 
steady increase since 2017) (Figure 
2). The majority of actions perfor-
med by these individuals are acci-
dental actions, including sending 
emails to the wrong people, which 
account for 55% of all error-based 
breaches (and 13% of all breaches 
for the year).

_COST OF RANSOMWARE AT-
TACK IN FINANCIAL SECTOR

As shown in figure 3, healthcare, 
energy and financials services and 
pharmaceuticals experienced an 
average total cost of a data breach 
significantly higher than less regu-
lated industries such as hospitality, 
media and research. This can also 
be explained by the value of the as-
sets detained by financial services. 
Indeed, bank account and credit 
card number are high value com-
modities for cybercriminals looking 
to monetize information on Dark 
Web forums. 
Cyber-extortion actors have un-
derstood that well and often tar-
get financial institutions speci-

fically. Banco BCR, the largest 
state-owned commercial bank of 
Costa Rica was hit twice by Maze 
operators in a one-year span. The 
Maze team boasted about having 
exfiltrated over 11 millions credit card 
credentials. 

_CNA FINANCIAL HIT BY A 
CYBERATTACK 

In March 2021, the Chicago-based 
insurance company CAN Finan-
cial fell victim to an attack by ran-
somware. The attackers masque-
raded the malware as a fake browser 
update to gain initial access to the 
system. More than 15,000 servers 
were encrypted by the Phoenix Loc-
ker, a malware officially developed 
by the Phoenix threat actor but 
believed to have a connection with 
Evil Corp. Sensitive personal infor-
mation (SSN, medical records, etc.) 
was stolen by the attackers and 
the 7th largest insurance company 
in the US  decided to pay off the 
amount of the ransom, which, at 
$40 millions, is the highest amount 
ever recorded. 

_LARGE-SCALE FRAUDS 

Threat actors are increasingly tur-
ning to large-scale frauds, targe-
ting directly banks networks rather 
than relying on stolen payment in-
formation in order to achieve frau-
dulent transaction. One player that 
illustrates this trend is the Lazarus 
Group. Affiliated to North Korea, the 
group has pioneered the targeting of  
SWIFT terminals. SWIF is a mes-
saging network providing financial 
institutions with a secure place to 
perform monetary transactions.

Targeted sectors
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_Government
_UNDERSTANDING  
THE CYBER THREAT

For several years now, the strate-
gic risks for the security of France, 
Europe and, more generally, the 
West, have changed in nature and 
intensity. Today, the monopoly of 
violence escapes the States and 
war has become hybrid: civil and 
interstate, internal and external, 
material and immaterial. This ob-
servation applies particularly to cy-
ber attacks. These transformations 
are profoundly disrupting democra-
cies, their values and their institu-
tions. Many governments, particu-
larly in Europe, have had to face a 
much more dangerous cyber threat 

targeting the very institutions of 
those states and jeopardizing the 
proper functioning of the targeted 
governments. 

_PUBLIC ADMINISTRATION

When it comes to governments, 
it is necessarily appropriate to talk 
about public administrations. By far 
the biggest threat in this industry 
is the social engineer. Actors who 
can craft a credible phishing email 
are absconding with Credentials at 
an alarming rate in this sector. 
Frequency of incidents in 2021: 
3,236 incidents, 885 with confir-
med data disclosure.
Top threats used by the attackers: 

Social Engineering, Miscellaneous 
Errors and System Intrusion repre-
sent.
Threat Actors External: (83%), In-
ternal (17%) (breaches)

_DESTABILISING GOVERN-
MENTS BY TARGETING THE 
MILITARY SECTOR

The military is high on the list for 
most nation-states, compromising 
another nation’s military through 
cyber actions that often cannot be 
traced back to the attacker.
Military vulnerability to cyber at-
tacks is a concern for obvious rea-
sons: weapons are dangerous, and 
those working in the military at this 

2011 2018 20202014 20162015 2021 2022

The Paris G20 
summit
An email containing 
a PDF attachment 
infected with malware 
was sent around the 
French Ministry of 
Finance. The virus 
infected around 150 
computers with 
access to confidential 
G20 data.

Northern Ireland 
Parliament 
offices
The Northern 
Irish parliament 
was hit by a 
brute force 
attack which 
gave hackers 
access to 
member’s 
mailboxes.

April
Hackers linked to 
the Chinese military 
conducted an 
espionage campaign 
targeting military 
and government 
organizations in 
Southeast Asia 
beginning in 2019 

June
The U.S. and British 
governments announced 
the Russian GRU used 
a series of brute force 
access attempts against 
hundreds of government 
and private sector 
targets worldwide from 
2019 to 2021, targeting 
organizations using 
Microsoft Office 365® 

cloud services.

June
A cyberattack reportedly 
from Russia targeted 
more than 30 prominent 
Polish officials, 
ministers and deputies 
of political parties, and 
some journalists by 
compromising their email 
inboxes.

August
A cyber-espionage 
group linked to 
one of Russia’s 
intelligence forces 
targeted the Slovak 
government from 
February to July 
2021 through 
spear-fishing 
attempts.

January
During the night of 
January 13 to 14, 
2022, the homepage 
of several websites 
of Ukrainian central 
administrations 
are defaced. In 
parallel, they are 
targeted by the wiper 
WhisperGate, in the 
midst of escalating 
tensions with Russia. 

Aadhaar
Personal 
information, 
including email 
addresses, phone 
numbers and even 
thumbprints and 
retina scans, for 
over 1 billion Indian 
citizens was stolen 
from the Aadhaar 
database.

US Clinton 
Campaign
The personal email 
account of John 
Podesta, chairman 
of Hilary Clinton’s 
US presidential 
campaign, was 
compromised 
with over 20,000 
emails were leaked, 
potentially derailing 
the campaign 
which ultimately 
lost. 

US Office of Personnel 
Management
Two separate attacks were 
launched on the US Office of 
Personnel Management between 
2012 and 2015. Hackers stole 
around 22 million records including 
social security numbers, addresses 
and even fingerprint data.

Germany Parliament 
Offices
Offices of 16 
parliamentarians including 
the German Chancellor, 
Angela Merkel, were 
compromised – with 
mailboxes copied and 
internal data uncovered.

Ukraine Government officials
Malware was originally 
planted on a popular 
Ukrainian tax update site, 
spreading across finance 
and services sites, and 
even reaching the US, UK 
Germany, France and other 
countries. The virus dubbed 
‘NotPetya’ infected computers 
and wrote over files.

December 2020
The exploitation of 
a vulnerability in 
the Orion software, 
developed by the Texan 
company SolarWinds, 
allowed the attackers to 
target private and public 
organizations such as 
U.S. federal agencies

April  
The European 
Commission 
announced that the EC 
and multiple other EU 
organizations were hit 
by a major cyberattack 
by unknown.

May
On May 24th, hackers 
gained access to 
Fujitsu’s systems 
and stole files 
belonging to multiple 
Japanese government 
entities. So far four 
government agencies 
have been impacted.

July
The ANSSI has 
dealt with a vast 
compromise campaign 
affecting many French 
entities. According 
to the ANSSI, the 
latter was particularly 
virulent and was 
allegedly conducted by 
the APT31 group.

September
Chinese bots swarmed 
the networks of 
the Australian 
government days 
after Australia called 
for an independent 
international probe 
into the origins of the 
coronavirus. 
 

2012 2017

The Biggest Government Cyberattacks in the last 10 years
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level are the highest-ranking De-
fence staff who are most qualified 
to protect the public. Yet, through 
underinvestment, lack of aware-
ness, rapid technological advance-
ments in hacking software and any 
number of factors, cyber attacks 
on military weapons are an increa-
singly prevalent threat.
Indeed, many weapons or the sys-
tems that control them are vulne-
rable to some form of cyber attack. 
These attacks can occur without 
the military teams controlling the 
weapons being aware of them. 
These weaknesses have been refer-
red to as ‘critical cyber vulnerabili-
ties’. For five years, US Department 
of Defense testers have routinely 
discovered these vulnerabilities in 
almost every weapon system under 
development or in circulation. 
This is made possible by a large 
number of advanced weapons sys-
tems developed by private com-
panies, which have factory-de-
fined passwords on arrival. These 
passwords have remained un-

changed, allowing them to be ea-
sily found online. Vulnerabilities 
found in military systems included 
the ability to turn a weapon on or 
off, affect missile targeting, adjust 
oxygen levels or manipulate what 
controllers see on their computer 
screens. All would be devastating in 
a real combat operation and could 
result in loss of life.

_LOCAL MUNICIPALITIES

As local governments and munici-
palities have gone increasingly di-
gital and process more and more 
data, they have become attractive 
to cybercriminals. Indeed, these 
local entities combine two central 
elements that make them particu-
larly appealing to malicious adver-
saries: the possession of high-value 
data that can be used in identity 
theft, including tax records that 
compile PII, and the magnitude of 
vulnerabilities that are the result of 
these organizations’ underinvest-
ment in their IT security due to fi-

nancial constraints. A 2020 study 
showed that 97% of city employees 
transfer sensitive documents via 
their email boxes. Finally, the cri-
ticality of certain operations per-
formed by local makes them prone 
to paying ransomware to ensure 
business continuity. In 2018, Ira-
nian hackers launched a massive 
ransomware attack against city 
computer networks. The scale of 
the incident created a disruption in 
the operation of law enforcement, 
court processing boxes, payment of 
parking tickets and a halt in opera-
tions at Hartsfield-Jackson airport. 
The city of Baltimore also fell vic-
tim to ransomware attacks in 2018 
and 2019, causing server paralysis 
and disruption to its 911 emergen-
cy call center. A coordinated ran-
somware attack also targeted 22 
small towns in Texas, resulting in 
ransom payments of hundreds of 
thousands of dollars. 
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_Health
_UNDERSTANDING  
THE CYBER THREAT

Healthcare organizations are in-
creasingly exposed to online at-
tacks, threatening daily work and 
compromising confidential patient 
data. It has become apparent from 
the many attacks that have occur-
red in recent years that healthcare 
staff does not have the time or re-
sources to minimally counter the 
attacks. The potential disruption 
caused by a complete overhaul of 
online security is simply too great 
for many organizations to even 
consider.  Despite the willingness of 
governments to successfully limit 
the number of attacks on critical 
infrastructure, new threats conti-
nue to be discovered every day. The 
high demand for patient informa-
tion and often outdated systems 
are among the many reasons why 
the healthcare sector is now the 
main target for online attacks.

_CYBERTHREAT SITUATION

Since 2019, the healthcare sector 
has seen a shift from breaches 
caused by internal actors to prima-
rily external actors. It brings this 
vertical in line with the long-term 
trend seen by other industries. 
While one of the primary concerns 
in the healthcare industry remains 
miscellaneous errors, with delivery 
mistakes being the most common 
incident (36% of human error), 
these are not intentional in nature. 
As a matter of fact, malicious insi-
der breaches have not been among 
the top three trends in the health-
care industry for several years. 
While basic human error continues 
to plague the healthcare industry, 
organized cybercriminal groups 
with a financial motivation conti-
nue to target it, with ransomware 
deployment a preferred tactic. 

_HEALTHCARE  
CYBERSECURITY STATISTICS

•  Ransomware attacks have hit 
34% of healthcare organizations 
in 2021 1

•  The Secretary of U.S. Department 
of Health and Human Services 
(HHS) Breach of Unsecured Pro-
tected Health Information lists 
592 breaches of unsecured pro-
tected health information affec-
ting 500 or more individuals that 
are currently under investigation 
by the Office for Civil Rights. 306 
of the breaches were submitted in 
2020 alone. 

•  From 2017 to 2020, more than 
93 percent of healthcare organi-
zations have experienced a data 
breach and 57 percent have had 
more than five data breaches du-
ring the same time frame.

•  The average bill to recover from 
a ransomware attack was $1.27 
million in 2021, the lowest of any 
industry over the year. 

•  Data compromised: Personal 
(66%), Medical (55%), Credentials 
(32%), Other (20%), (breaches)

•  Actors motivations: Financial 
(91%), Fun (5%), Espionage (4%), 
Grudge (1%) (breaches)

_THE RANSOMWARE  
ATTACKS ON HOSPITALS  
AND HEALTHCARE

Between 2020 and 2021, France 
recorded 27 major cyberattacks on 
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Malicious actors known to have targeted the health sector

Personal devices
The hospital network 

becomes more vulnerable 
to cyberattacks when 

clinicians connect personal 
devices. 

Networks
Without secure access 
control, hackers can 

infiltrate the network at 
one point and then move 

freely once inside. 

Internet of Things
Connected medical 

devices do not always 
have built-in security 

features. 

Remote work
Remote COVID-19 testing 
and vaccination sites as 
well as more nonclinical 
staff working from home 
increases security risk. 

Records disposal
Improperly disposing 

sensitive information can 
lead to privacy breaches. 

Data storage
Ransomware attackers 
can do more damage 

when EHRs, payment and 
insurance information are 

stored in one place. 

Six vulnerability points hackers target in hospital 
cyberattacks

healthcare institutions. February 
2021 was the most impactful mon-
th for attacks on hospitals. 
Likewise, UHS (Universal Health 
Services), which has 3.5 million 
patients in 400 US and UK facili-
ties, has faced major cyber attacks: 
cybercriminals have used Ryuk. 
This ransomware has recently 
been used in numerous attacks 
on healthcare systems around the 
world. The sector’s attractiveness 
to cyber criminals stems from the 
information held by hospitals, na-
mely PII (personally identifiable 
information, medical records and 
payment information. 

_IMPACT OF RANSOMWARE 
ATTACKS ON HOSPITALS  
AND HEALTHCARE SERVICES

• Increased mortality rate
•  More complications from medical 

procedures
• Delays in procedures and tests 
that resulted in poor outcomes

•  Retake of patients transferred or 
diverted to other facilities

• Longer stays
•  Significant financial impact due 

to cyber attacks: by the end of 
2020, security breaches cost $6 
trillion dollars for healthcare com-
panies.

_COVID-19 AND THE HEALTH 
SECTOR

•  The global containment situation 
is thus indirectly introducing, by 
virtue of its exceptional nature in 
all areas of everyday life, a great 
deal of excitement in the world of 
cyber security.  This feverishness 
has been identified by the cyber 
threat ecosystem. This has been 
particularly noticeable with many 
institutions in the health sector 
falling victim to numerous groups 
of attackers:

•  Hackers managed to penetrate the 
system of one of the largest test 
centres of Covid-19 in Antwerp, 
Belgium. While its network was 
still offline on Tuesday, the labo-
ratory refused to pay the ransom 
and filed a complaint.

•  The European Medicines Agency 
(EMA), which is responsible for 
reviewing the dossiers of candi-
date vaccines, was hit by a cy-
ber attack. Scientific data on the 
Pfizer-BioNTech vaccine, the first 
treatment on the market, was ac-
cessed by the criminals.

•  On 15 September, the Paris Hos-
pitals (AP-HP) reported that the 
personal data of 1.4 million people 
who had undergone Covid scree-
ning tests in the Ile-de-France re-
gion in mid-2020 had been stolen 
during the summer. E-mail, te-
lephone number, address, social 
security number and test results 
were found in the wild and on 
dark web sites.

_THE INTERNET OF MEDICAL 
THINGS (IOMT)

In order to improve efficiency and 
performance, many hospitals are 
equipped with connected devices 
(15 to 20 in one hospital room on 
average). Some of them, such as 
ultrasound scanners and physio-
logical monitors, are connected to 
both the Internet and the hospital’s 
computer network, thus providing 
an entry point for an attacker. In-
ternet of Things devices have many 
intrinsic vulnerabilities, are rarely 
protected by antivirus software and 
are not regularly updated, which ex-
plain why they are exploited by ma-
licious actors.

February 2020

Ransomware attack 
against Dax Hospital

Ransomware attack 
against mutuelles 
nationale des 
hospitaliers

Ransomware attack 
against Villefranche-
sur-Saône Hospital

Ransomware attack 
against Chalon-sur-
Saône Hospital

Cyber attacks on French health facilities in February 2021

Targeted sectors

34%
Hit by ransomware  
in the last year

41%
Not hit by ransomware in 

the last year, but expect to 
be hit in the future

24%
Not hit by ransomware in 

the last year, and don’t 
expect to be hit in the 

future

Survey of Healthcare organizations

Cyber Threat Handbook | 297



298

_Information 
 Technology 

_UNDERSTANDING  
THE CYBER THREAT

The high tech and IT sector’s re-
levance to economic, intelligence, 
and security concerns likely make 
it a target for a variety of threat 
actors. The high-tech sector is of-
ten ground zero for cyberattacks. 
One obvious reason is that these 
organizations have very valuable in-
formation to steal. However, ano-
ther more subtle reason is the very 
nature of high-tech organizations. 
High-tech companies generally 
have a higher risk appetite than 
their counterparts in other indus-
tries. In addition, they tend to be 
early adopters of new technolo-
gies that are still maturing and are 
therefore particularly vulnerable to 
attacks and exploits. Parts of the 
high-tech sector provide a path of 
attack to other sectors, as high-
tech products are a key part of 
the infrastructure for all kinds of 
organizations. Technology is a key 
enabler, but it can also be a key 
source of vulnerability. For exa-
mple, because of the tremendous 
need to build trust on the Inter-
net, attacks on certificate autho-
rities have caused serious privacy 
breaches in a number of industries. 
In addition, vulnerabilities in point-
of-sale systems have led to ma-
jor security breaches for retailers, 
and backdoors in communications 
equipment have exposed organiza-
tions in all sectors to a wide range 
of attacks. 

_HIGH-TECH INDUSTRIES 
HAVE BECOME A POPULAR 
TARGET FOR CYBERCRIMI-
NALS

The global technology market has 
grown considerably in recent years. 
According to the Forbes Global 
2000 , the 184 technology com-
panies on the list represent more 
than $9 trillion in market value, $4 
trillion in assets, and nearly $3 tril-
lion in sales.
These high-tech organizations, as 
well as those not on the top 2,000 
list, come from a wide range of 
sub-industries, from electronics 

manufacturing and software deve-
lopment to digital media and space.
Although they apply their skills and 
knowledge to different sectors, 
high-tech organizations all have so-
mething in common: they operate 
at the cutting edge of technology. 
Innovation, secrecy, intellectual 
property and, most importantly, se-
curity are imperative.
FireEye researchers most frequent-
ly detected threat actors using the 
following targeted malware families 
to compromise organizations in the 
high tech and IT industry.

_20 ADVANCED THREAT 
GROUPS COMPROMISE
COMPANIES IN THESE
SUBSECTORS

•  Computer Software 
•  Information Technology Services 
•  Control, Electromedical, Mea-

suring & Navigational Instruments 
Manufacturing 

•  Consumer Electronics & Personal 
Computer Manufacturing 

•  Electronics Component Manufac-
turing & Wholesalers 

•  Logic Device Manufacturing 
•  Network Access & Communica-

tions Device Manufacturing 
•  Networking & Connectivity Sof-

tware 
•  Routing & Switching Equipment 

Manufacturing 
•  Search, Detection, Navigation & 

Guidance System Manufacturing 
•  Security Software
•  Semiconductor Equipment Manu-

facturing 
•  Storage & Systems Management 

Software

_DATA STOLEN FROM HIGH 
TECH AND IT SECTOR 
CLIENTS

•  Blueprints 
•  Proprietary Product & Service In-

formation 
•  Testing Results & Reports 
•  Production Processes 
•  Hardware & Software Descrip-

tions & Configurations 
•  Security & Risk Management Do-

cuments 
•  Diagrams and Instruction Manuals 
•  Marketing Strategies & Plans 

_THREAT ACTORS TARGET 
CLOUD ENVIRONMENTS 

The cloud security threat landscape 
highlighted threat actors’ conti-
nued efforts to shift targeting into 
cloud environments. Data gathe-
red showed that threat actors used 
a variety of methods to gain initial 
access into organizations’ cloud as-
sets, with nearly a quarter of inci-
dents stemming from threat actors 
pivoting into the cloud from on-pre-
mise networks. In addition, API mis-
configuration issues were involved 
in nearly two-thirds of studied inci-
dents. This targeting coincided with 
a robust underground marketplace 
for cloud-related credentials, with 

tens of thousands of accounts for 
sale online. As organizations move 
into the cloud, threat actors are fol-
lowing right alongside. Maintaining 
properly hardened systems, enac-
ting effective password policies, and 
ensuring policy compliance is criti-
cal to maintaining a robust cloud 
security posture. 

Targeted sectors

Top Malware Detections

29%
Gh0stRAT

12%
SOGU

SUNBLADE
14%

19%
Poisonlvy

26%
TAIDOOR
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_UNDERSTANDING  
THE CYBER THREAT

Organizations in the Legal industry, 
such as law firms, are increasingly 
relying on IT for many of their cri-
tical operations. Besides, the very 
nature of this industry makes them 
prime candidates for ransomware 
attacks, as they handle large vo-
lumes of sensitive data (confiden-
tial information related to mergers 
and acquisitions, documents under 
professional secrecy) that threat 
actors perceive as valuable. This 
combination of factors opens the 
door to cyberattacks by groups 
with primarily financial objectives. 

_CYBER-EXTORTION AND 
LEGAL SECTOR

The nature of cyber-extortion has 
changed in recent years, from an 
ecosystem dominated by the use of 
ransomware as both a data encryp-
tion and ransom negotiation tool to 
an environment where operators 
use various blackmail techniques, 
sometimes not even encrypting the 
data. This new tactic, often refer-
red as double-extortion reflects a 

_Legal
reality : for some companies, the 
possibility of having their sensitive 
data published is a greater risk than 
having their servers paralyzed. This 
observation applies to companies in 
the legal sector for two main rea-
sons. 
First, a law company whose name 
and sensitive documents were 
leaked by a cyber-extortion gang 
will suffer from reputational da-
mage as clients will move away 
from the firm. A law company loses 
on average 5% of their clients after 
a data breach. 

Second, for European firms, the 
provisions of the GDPR (General 
Data Protection Regulation) provi-
des for fines up to 4% of the com-
pany’s turnover in case of dissemi-
nation of confidential content.

Despite the uncertainty of negotia-
ting with cybercriminals, those ele-
ments may explain why some law 
firms decide to pay the ransom. 

_EVOLUTION OF THE RAN-
SOMWARE THREAT 

Cybersecurity researchers at Di-
gital Shadows reported the com-
promise of 18 legal services orga-
nizations at the end of 2020 and 
32 in the first quarter of 2021, an 
increase of 78%. 
From Q1 2020 to Q1 2021, ran-
somware attacks targeting the legal 
services sector increased by 967%, 
from 3 reported organizations to 
32. 

In a survey conducted in April 2021, 
with the participation of 1,263 pro-
fessionals from different countries, 
50% of legal businesses were forced 
to lay off employees after falling to 
a ransomware attack. It accounts 
for the highest rate across all in-
dustries, followed by Retail (48%) 
and Automotive (42%).
Other Figures: 
•  The sending of malicious attach-

ment was multiplied by  7 due to 
COVID 19.

•  The average ransom payed by 
legal companies increased from 
$5,000 in 2018 to $200,000 in 
2021  

20212020

Grubman Shire Meiselas & Sacks : May 2020  
One of the most high-profile ransomware 
incidents across all sectors in 2020 was the 
ransomware attack on the entertainment law 
firm, Grubman Shire Meiselas & Sacks (GSMS). 
The REvil group was behind this incident, and 
they set the ransom demand at $42 million.

Jones Day: February 2021
The notorious Clop ransomware group could 
count law firm Jones Day among its victims after 
they successful infected the company’s networks. 
Reports suggest the exploitation of a zero-day 
vulnerability in the Accellion file transfer service.

Campbell Conroy & O’Neil: 
February 2021  
Campbell Conroy & O’Neil, P.C. is 
a large law firm that works with 
A-list clients such as Ford, Boeing, 
and Walgreens. A July 2021 press 
release revealed that the organization 
became the victim of a ransomware 
attack in February 2021.

4 New Square: June 2021
4 New Square is a London-based 
commercial barristers’ (lawyers) 
Chambers. In June 2021, reports 
emerged that the organization 
was targeted by a ransomware 
attack that involved blackmailing 
the company to avoid having its 
sensitive data exposed online.

_RANSOMWARE AND LEGAL 
SECTOR

While the majority of the ma-
jor ransomware operators have 
already successfully exploited a le-
gal-related organization, the REvil/
Sodinokibi group of operators top-
ped the list (Figure 2). 
Ransomware operators Dark-
Side and NetWalker follow with 
double-digit victim numbers in the 
legal sector. 

_RANSOMWARE AND LEGAL 
SECTOR: USE CASE

In May 2020, the entertainement 
law firm Grubman Shire Meiselas 
& Sacks was hit by a ransomware 
attack. 
Revil/Sodinokibi operators initially 
demanded a ransom of $21 million, 
which they doubled to $42 million 
after the law firm refused to pay 
the initial amount. Sodinokibi went 
on to leak the purported data of 12 
clients of Grubman, Shire, Meise-
las, & Sacks by posting it to their 
auction page in a failed attempt to 
push the firm to pay the ransom.
The notorious REvil hacker group, 
believed to be from Eastern Europe, 
stole private emails, contracts and 
personal information from the New 
York-based law firm. 

Targeted sectors

300

Valuable data
Law firms keep many 

different data types, including 
personally identifiable 
information on clients 
and their families, case 

information, and confidential 
business information of their 
clients. When this type of 
information is exfiltrated, it 

creates a unique situation of 
the firm weighing the options 
of paying the ransom or facing 

the consequences.

Easy targets
In October 2020, the American 
Bar Association reported that 29 
percent of law firms said they 
had experienced a data breach, 

and 1 in 5 law firms did not 
know if they had experienced a 

data breach.

Higher chance of a payout
Organizations facing a 

ransomware attack typically 
pay the ransom when other 
options are not viable, such 
as using backups to restore 

data, not being able to 
afford the downtime, and 

preventing confidential data 
from being released. 

 Why law firms are increasingly being targeted

Leak post on REvil darkweb blog

High-Profile Ransomware Attacks on legal sector
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_Manufacturing
_UNDERSTANDING  
THE CYBER THREAT

The manufacturing sector, due 
to the nature of its activities, has 
long been kept away from the pre-
rogatives of protecting compu-
ter systems. The reason for this 
is twofold: first, manufacturing 
companies have long been able to 
operate disconnected from the In-
ternet and second, the general per-
ception was that hackers were not 
interested in the information and 
assets owned by manufacturing 
organizations. The emergence of 
Industry 4.0 and the need for ma-
nufacturing companies to connect 
their industrial control systems 
(ICS) to the Internet has challenged 
this paradigm. Thus, the novelty of 
the emergence of network protec-
tion issues for these companies is 
accompanied by a gap compared to 
other sectors. This multiplies the 
opportunities for intrusion by ma-
licious actors, which can leverage 
Intellectual property (IP) assets in 
order to generate income. 

_THE STATE OF THE THREAT 
IN THE MIDST OF COVID 19
 
The manufacturing sector was par-
ticularly affected by the global CO-
VID19 pandemic and continues its 
rise among the sectors most affec-
ted by cyberattacks. According to 
the 2021 Global Threat Intelligence 
Report (GTIR), the sector has be-
come the second most impacted 
by cyberattacks, behind finance 

and insurance, with a rise of 300% 
in a year (2020 to 2021). A study 
conducted by Deloitte also shows 
that nearly 40% of manufacturing 
companies have suffered a cyber 
attack this year and that among 
these companies, 38% have expe-
rienced a loss of over 1 million dol-
lars. Critical manufacturing firms 
involved in the vaccine cold chain 
were targeted by a phishing cam-
paign in a larger effort to gain ac-
cess to sensible information pertai-
ning to the COVID 19 vaccine. 

_THE MOST COMMON 
THREATS FOR MANUFACTU-
RING COMPANIES

Phishing and Ransomware seem 
to be the most common types of 
threats targeting companies opera-
ting in the manufacturing sector. 
Phishing techniques (represent 
75.4% of social engineering attacks 

conducted for this sector) are the 
most common vector used to gain 
initial access along with the use of 
stolen credentials. The lack of pre-
paration of the sector explains the 
vulnerability of the industry to phi-
shing attacks.
Ransomware operators and more 
broadly cyber-extortion actors tar-
get heavily the manufacturing com-
panies. Figures show that 92% of 
the attackers targeting the sector 
are financially motivated. Manufac-
turing companies have a particu-
lar incentive to pay large ransoms 
insofar as a downtime would be 
detrimental to their activity. As a 
result the cost-effective option is 
often the payment of the ransom. 
In 2021, the manufacturing indus-
try is the sector most represented 
among cyber-extortion victims, 
with more than 350 enterprises in 
the ransomware leaks for the year.  

_OTHER COMMON THREATS 

•  Manufacturing ranks 5th among 
sectors with the highest risk 
of internal threat. Employees 
working in the sector are often 
untrained and thus considered as 
weak links that can be leveraged 
by hackers. Malicious insiders are 
also common in manufacturing 
organizations, whether they are 
after a fincancial or personnal ob-
jective. 

 
•  Manufacturing companies repre-

sent 22% of cyber espionage vic-
tims according to Verizon. This fi-
gure demonstrate the importance 
of Intellectual property as a va-
luable asset that can be levergaed 
by cyber attackers. 

_REVIL’S ATTACK ON JBS 
FOODS

June, 1, 2021, The meat supplier 
JBS fell victim to a cyberattack by 
the group REvil  that affected the 
company’s production activities in 
several countries. This attack led 
to a paralysis of servers, leading 
to the suspension of production 
lines, particularly in Australia and 
the United States, where several 
slaughterhouses suspended their 
activities. This attack is a landmark 
for the manufacturing industry as 
JBS supplies almost a quarter of 
the world’s meat. This incident re-
sulted in a $11 million ransom being 
payed to REvil’s operators.

_MANUFACTURING SECTOR 
AND CRITICAL INFRASTRUC-
TURES 

The critical manufacturing sector 
is particularly at risk of being tar-
geted by malicious actors. In De-
cember 2021, the CISA released a 
report tackling the issue and pro-
viding insights on the evolution of 
the cyberthreat for this sector. In 
particular, the CISA has identified 
vulnerabilities in ICS (Industrial 
Control Systems) that are even 
more crucial with the COVID pan-
demic forcing companies to adapt 
to remote working. Managing cy-
bersecurity risks has become more 
complex, as companies are incited 
to resort to process automation.  
ICS play a key role in the securi-
zation of critical infrastructure, no-
tably with regards to energy-related 
infrastructure. 

Targeted sectors

Attacker’s motivations

Attackers targeting the Manufacturing sector
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1%
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_Maritime 
_UNDERSTANDING 
THE CYBER THREAT

With 80% of world trade by volume 
and 70% by value, the shipping in-
dustry is at the heart of the various 
supply chains, making its operation 
critical at the economic and strate-
gic level. The sector’s need for effi-
ciency has driven the maritime in-
dustry to increasingly integrate IT 
systems into existing OT systems, 
whose limited connectivity had 
reduced the risk of intrusion for 
many years. Today, the increasing 
digitalization of the maritime sec-
tor induces a significant cyber risk 
on ports, communication channels 
and vessels by creating opportuni-
ties for malicious actors to destroy 
them.

_INTERWOVEN OT/IT SYSTEMS

The explosion in the trade of goods 
by sea, the increase in carrier capa-
city, and industrial digitization have 
increased the complexity of the 
maritime industry environment. 
Operational needs for competitive-

Actors having an interest in launching cyberattacks  
on the Maritime industry

High-Profile Ransomware Attacks on Maritime sector

2011 2017 2018 2020 2021

June 2011, Antwerp
From 2011 to 2013, a drug 
cartel was able to spy on the 
port of Antwerp’s operations 
after having successfully 
breached the container 
management system

2018
A wave of cyberattacks 
hit several international 
port : Long beach (July), 
Barcelona (September)
and San Diego (September)

May 2020, Shahid Rajaee
A cyberattack disrupted 
the Iranian port’s operation 
in the midst of a conflict 
between the country and 
Israel.

November 2020, Kennewick
The small US port of 
Kennewick (Washington State) 
lost access to its servers after 
being hit by a ransomware 
attack.

August 2021, Houston 
Port Houston admitted 
being the target of 
cyberattacks by a state-
sponsored actor seeking 
to spy on the port’s 
operation.

June 2017, Rotterdam 
The port of Rotterdam 
was hit by a modified 
version of the NotPetya 
malware, causing the 
paralysis of two container 
terminals.

March 2020, Marseilles
The port of Marseilles 
was affected by the 
ransomware PYSA/
Mespinoza, initially 
targeting the information 
systems of Aix-
Marseilles-Provence.

June 2020, 
Langsten, Norway
Cybercriminals were 
able to encrypt and 
exfiltrate the data of 
a shipyard belonging 
to the company Vard 

July 2021, South Africa 
A cyberattack on the Transnet 
National Port Authority disrupted 
the operations of four major south 
African ports (Cape town, Ngqura, 
Port Elizabeth and Durban). The 
incident was labelled as a case of 
“force majeure”.

FIGURE 5

ness have pushed ships and ports 
towards automation of systems and 
integration of IT with OT. Yet, by 
connecting these two models, the 
maritime industry has expanded 
the surface, while neglecting cyber-
security investments. 
The COVID 19 pandemic by indu-
cing travel restrictions forced ori-
ginal equipment manufacturers 
(OEMs) to connect standalone sys-
tems to the internet, making them 
vulnerable. These OEMs have also 
asked port personnel to establi-
sh brief connections between the 
terrestrial network and their OT 
system in order to perform secu-
rity updates. These connections, 
by creating entry points, expose 
already permeable OT systems.

_THE CYBERTHREAT SITUA-
TION

The first half of the year 2020, 
marked by the COVID-19 pandemic, 
has exponentially increased the cy-
ber risk on maritime transport. In 
fact, over this period, attempted at-
tacks increased by 400%. Over the 
three years prior to the pandemic, 

cyberattacks targeting ships and 
port systems had surged by near-
ly 900 percent. In 2021, the Port 
of Houston was the victim of a cy-
berattack, carried out by advanced 
threat actors, creating a sense of 
security urgency among shipping 
stakeholders.

_DISASTROUS FINANCIAL 
AND POTENTIALLY HUMAN 
CONSEQUENCES 

The blocking of the Suez Canal by 
the Ever Given cargo ship symbo-
lizes the potential damage of a cy-
ber attack on a ship’s navigation 
system, resulting in the daily loss 
of $10 billion in trade. While an in-
trusion on the IT system can result 
in financial losses as well as repu-
tational damage, the compromise 
of the OT system can have conse-
quences on the physical safety of a 
ship and its crew. By taking control 
of a ship containing sensitive pro-
ducts (vaccines, liquid energy sup-
ply), an attacker has a major des-
tructive potential that may appeal 
to certain malicious actors.

Targeted sectors

304

Scenarios of cyberattacks for the Maritime industry 

ATK17
ATK23
ATK29
ATK104
ATK82

Terrorists 
Terrorist organizations could be interested in 

the maritime sector for the destructive potential 
of a cyber attack on the sector. A terrorist 
actor, by compromising industrial control 

systems, could cause ships to collide or even 
explode. 

Cybercriminals 
The value of the data 

exchanged, the importance of 
operations continuity as well 
as the lack of preparedness of 

the sector are important factors 
of motivation in the logic of 

cybercriminals

State-sponsored
State or state-sponsored 
actors might be interested 

in retrieving sensitive 
information via cyber 
espionage methods. In 

2019, Chinese-origin actors 
had targeted universities 
as well as the US Navy to 
retrieve data on maritime 

technologies. Hacktivists
The potential impact of a destructive 

attack on the maritime sector is 
fertile ground for the emergence of 

hacktivism 
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login

AIS spoofing

ECDIS
ransomware
and chart
spoofing

PMS system
shore and

vessel attack

Pirate attack
supported
by cyber
attack

Loss of main
switchboard

due to
ransomware

Hackers took
«full control»
of navigation
systems for

10h

Ransomware
on cruise
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to control
systems

Hacking of
cargo tracking

system for
smuggling
nurpose

NotPetya
caused Maersk

up to USD 300m
loss
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_Media and 
Entertainment 

_UNDERSTANDING 
THE CYBER THREAT

In December 2015, the online video 
gaming distribution platform Steam 
revealed that 77,000 of its gamer
accounts were hacked every mon-
th. Steam has leveraged the in-
creased digitalization of the in-
dustry to establish itself as a key 
player. This very digitalization ap-
pears as a reason for the growing 
interest of cyber attackers towards 
the media and entertainment sec-
tor, which has been characterized 
by a constant underappreciation of
cyber risks. The multiple companies 
affecetd by attacks and the growing 
concern with regards to the secu-
rity of Iot devices did not help move 
the needle and companies in the 
sector continue to suffer from IP 
theft andreputation damage. 

_2014: THE SONY’S HACK 
 
On November 24, 2014, Sony’s 
employees realized their corporate 
network had been hacked by a 
group calling itself The Guardians 

2014 2015 2017 2018 2020 2021 2022

November 2014
Sony Pictures is hacked 
by an APT group believed 
to be affiliated with North
Korea. Sensitive 
information is leaked.

April 2015
a cyberattack caused 
the International French-
language television channel 
TV5 Monde to stop 
broadcasting between 8 and 
9 April 2015,

April 2015
The Jerusalem post’s homepage 
is defaced by hackers and 
replaced by references to 
the killing of Iranian general 
Qassem Soleimani by the US, 
two years ago

April 2017
The compromise of thirdparty 
contractor lead to the leak of 
several episodes of Netflix’s 
series Orange is The New Black

December 2018
All Tribune Publishing
newspapers experienced
printing outage after Ryuk
crippled their servers

December, 22, 2020
German newspaper Funke 
Media group fell victim to a 
ransomware attack

April, 2021
Norwegian media company 
Amedia suffers from a 
cyberattack crippling its 
systems, disrupting print 
production 

July, 27, 2017
HBO suffers from a massive 
data breach, affecting 1.5 
terabytes of IP and business 
documents

February, 18, 2021
National Burmese TV and 
radio broadcasting units are 
disrupted by a hacker group, 
protesting against the military 
coup

January 2022
A ransomware attack, conducted 
by Lapsus$ hit Portugal media 
giant Impresa. The company 
owns the largest Newspaper and 
TV station in the country

of Peace. The threatening message
displayed on their computers (figure 
1) reports the possession of sen-
sitive internal information. A few 
days later, torrent links of unre-
leased Sony’s movies and confiden-
tial information about employees 
are leaked. This attack, supposedly 
operated by a North Korean group 
stands out as a landmark for the 
media and entertainment industry, 
alerting the sector about the risks 
of neglecting cybersecurity.

_INTELLECTUAL PROPERTY IS 
A VALUABLE ASSET

Copyrighted material is an impor-
tant resource in the media and 
entertainment industry. Many cy-
bercriminals have realized the value 
of these assets and have started 
to target this industry in a double 
threat strategy. Not only does data
encryption put pressure on com-
panies, but the exfiltration of such 
information and the threat of its 
release serves as an additional 
blackmail technique. Indeed, the 
pre-release of copyrighted content 

is a major financial and reputational 
risk that a media company cannot 
afford to take. This logic is leve-
raged by cyber attackers specifical-
ly targeting the sector. The average 
cost related to data breach for the
entertainment industry stands at 
$4.8 millions.

_THIRD-PARTY THREATS

Third-party compromise is a classic 
tactic that is particularly applicable 
to the industry as media production 
models are built on a decentralized 
supply chain. Film directors, for 
example, delegate specific tasks 
such as editing, stunts, or art de-
sign to subcontractors, thus multi-
plying the entry points for an agile
attacker. The leak of several epi-
sodes of Netflix’s series Orange is 
The New Black in April 2017 exem-
plifies this tendency as the hack 
originated from the compromise of 
a third-party entrepreneur working 
for the show.

_ACTORS WITH DIFFERENT 
MOTIVATIONS

High visibility as well as valuable 
assets that can be leveraged are 
enough to prompt different players 
to express an interest in the sec-
tor. First, the airing of audiovisual 
content may spark political contro-
versies. 2014’s Sony Hack is widely 
believed to be the work of a North 
Korean APT group responding to 
Sony’s release of “The Interview”, 
a comedy movie staging the assas-
sination of the north Korean lea-
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der Kim Jong-un. State-sponsored 
gangs may also target the indus-
try in a larger effort to destabilize 
a political adversary and excert in-
fluence. This motive is exemplified 
by the hack of TV5 Monde in April 
2015. Hacktimism is another rea-
son for the targeting of this sector. 
Indeed, individuals or groups of in-
dividuals may try to retrieve email 
correspondence or personal infor-
mation belonging to celebrities in 
order to generate buzz. The most 
crucial threat to the sector re-
mains financially motivated actors. 

The ecosystem is dominated by 
double-extortion schemes (encryp-
tion and leaks of Intellectual pro-
perty (IP)), and facilitated by the 
decentralization of the model and 
the intrinsic vulnerabilities of com-
panies working in the media and 
entertainment sector.
 

Message displayed on Sony employee’s 
computers

Connected Entertainment and Smart 
Home Adoption

In U.S. Broadband Households

70%

35%

0%

Streaming 
Media Player

Smart TV

Smart
Home
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OTT Service
Subscription

Streaming Audio Service
(Free and Paid)

Professionally
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Home Security
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_Retail    
_UNDERSTANDING  
THE CYBER THREAT

The Retail industry continues to be 
a target for financially motivated 
criminals looking to cash in on the 
combination of payment cards and 
personal information. Social tactics 
include pretexting and phishing, 
with the former commonly resul-
ting in fraudulent money transfers.
Retail is one of the most targeted 
sectors for cyber-attacks in 2021. 
The coronavirus pandemic has 
forced retailers to adapt to sur-
vive, regardless of their size. While 
smaller retailers have moved to 
card payments and online opera-
tions, larger retailers have focused 
on harnessing big data to achieve 
efficiencies and maximize profit 
margins.
This has introduced new threat 
vectors as retailers’ attack surfaces 
have expanded, and these vectors 
are being exploited by cybercrimi-
nals keen to steal money and confi-
dential financial information. Data 
is the new currency for cybercri-
minals, who focus not just on mo-
ney and goods but also customers’ 
personal data that can be stolen 
and sold online. And with high staff 
turnover and seasonal workers, re-
tailers face threats from not just 
cybercriminals, but also insiders.

_RANSOMWARE AND RETAIL 
SECTOR

In 2021: 
•  44% of retail organizations were 

hit by ransomware 
•  54% of organizations hit by ran-

somware said the cybercriminals 
succeeded in encrypting their 
data

% respondents hit by ransomware in the last year

•  32% of those whose data was 
encrypted paid the ransom to get 
their data back

•  The average ransom payment 
was $147,811

•  However, those who paid the ran-
som got back just 67% of their 
data on average, leaving almost a 
third of the data inaccessible

 Retail’s experience with 
ransomware last year

Targeted sectors

44%
Hit by 
ransomware in 
the last year

34%
Not hit by ransomware in 
the last year, but expect 
to be hit in the future

21%
Not hit by 

ransomware in 
the last year, 

and don’t expect 
to be hit in the 

future

44%

44%

42%

40%

38%

37%

36%

36%

34%

34%

34%
32%

31%

25%

37% Global Average 
[5,400]

Retail [435]

Education [499]

Business & professional services [361]

Central government & NDPB [117]

Manufacturing & production [438]

Energy, oil/gas & utilities [197]

Healthcare [328]

Local government [131]

Financial services [550]

Media, leisure & entertainment [145]

Construction & property [232]

Distribution & transport [203]

IT, technologiy & telecoms [996]

Other [768]

•  The average bill for recovering 
from a ransomware attack in the 
retail sector was $1.97 million

•  56% of those whose data was 
encrypted used backups to res-
tore data

•  91% of retail organizations have 
a malware incident recovery plan

_RETAIL SAW THE HIGHEST 
LEVEL OF RANSOMWARE 
ATTACK

Looking at the prevalence of ran-
somware across all the sectors 
surveyed, retail, along with educa-

tion, experienced the highest level 
of ransomware attacks: 44% of res-
pondents in these sectors reported 
being hit compared to the global 
average of 37%. 
Globally across all sectors, the 
percentage of organizations hit by 

ransomware in the last year has 
dropped considerably from last 
year, when 51% admitted being hit. 
This drop can be partly explained 
by the evolution of attackers beha-
viors.
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 Tweet showing the negotiations between 
BlackMatter and the New Cooperative

Targeted sectors

The ransom payments

Attackers targeting the retail sector

$ 170,404
Average GLOBAL ransom payment

$ 147,811
Average RETAIL ransom payment

ATK187 ATK123

ATK206 ATK124

ATK32 ATK129

ATK13 ATK132

ATK67 ATK134

ATK88 ATK140

ATK100 ATK164

ATK113 ATK165

ATK115 ATK166

_RETAIL SECTOR AND THE 
COST OF RANSOMWARE

Of the 357 respondents across all 
sectors who reported that their or-
ganization paid the ransom, 282 
also shared the exact amount paid, 
including 36 in the retail sector.
Globally across all sectors, the ave-
rage ransom payment was $170,404. 
However, in retail, the average ran-
som payment was almost $23,000 
lower, coming in at $147,811. 

_RETAIL SECTOR AND CRITI-
CAL INFRASTRUCTURE

Many companies in the retail sector 
are considered critical infrastruc-
ture. That is the case of the New 
Cooperative, a US based merchant 
wholesaler, hit by BlackMatter in 
September 2021.
The attack was first discovered af-
ter a sample of the ransomware 
was downloaded from a public 
malware analysis site.
This sample provided access to 
the BlackMatter ransom note, the 
ransomware negotiation page and 
a non-public data leak page contai-
ning screenshots of allegedly stolen 
data.
Indeed, it is important to show 
through this attack that when 
the BlackMatter ransomware first 
appeared, the attackers stated 
that they would not target criti-
cal infrastructure facilities (nuclear 
power plants, power plants, water 
treatment facilities).
From screenshots of the trading 
page shared on Twitter, the New 
Cooperative asked BlackMatter 
why they were attacked as they are 
considered critical infrastructure 
and the attack would lead to a dis-
ruption in the food supply for grain, 
pork and chicken.
BlackMatter responded that they 
did not «fall under the rules» and 
threatened to double the ransom 
if the New Cooperative did not 
change its approach to the nego-
tiation.
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_Space  
_UNDERSTANDING  
THE CYBER THREAT

Satellites are increasingly providing 
essential services. They have be-
come an essential element for the 
successful accomplishment of mili-
tary missions.
Nevertheless, for a number of 
years, and especially with the onset 
of the New Space, the issue of cy-
bersecurity in space systems has 
been sidelined, if not completely 
ignored. The reasoning was that 
since cyber attack techniques were 
not as developed as they are today, 
the functional and budgetary prio-
rity was not necessarily allocated 
to the issue of cyber security.

Center for space policy and strategy:  
Defending spacecraft in the cyber domain

The space segments
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Space Segment

Ground Segment User Segment

_VULNERABILITIES IN SPACE 
SYSTEMS

The Space industry is organized 
around several segments: 
• Ground Segment
• Link Segment
• User Segment
• Space Segment

_GROUND SYSTEM

Compromising the ground station 
is ultimately the easiest way to 
control a satellite because it pro-
vides the equipment and software 
to legitimately control and track it. 
Besides, it uses existing and esta-
blished ground systems and attack 
vectors. The types of threats are 
generally the same throughout the 
life cycle of a satellite.

_SPACE SEGMENT

Once in orbit, a satellite has limited 
physical contact with humans, al-
though this does not mean that 
security threats are not present. 
Vulnerabilities in the software and 
hardware used the satellite can 
arise and impact the operation of 
the satellite and the robustness of 
security controls

_USER SEGMENT

Compared to the Link Segment 
which corresponds to the interac-
tions between the three segments, 
the User Segment deals with the 
applications of satellite systems. 
Applications such as navigation, te-
levision and communications often 

require dedicated hardware. Other 
systems use the data collected by 
these dedicated receivers to serve a 
specific product or application. For 
satellite television transmissions, 
a satellite dish and decoder must 
be installed to receive the channels 
provided and to perform the subse-
quent tuning and decoding of the 
broadcasts for viewing.

_EACH SEGMENT IS A POTEN-
TIAL THREAT SURFACE

When we talk about threats to the 
space sector it is first important 
to recall the different dimensions 
of the threat surface created by 
the sector’s morphology. In reality 
4 segments are to be identified: 
space, ground, link, and user. 
In the following section, we will 
provide examples to explain the 
ways in which attackers have found 
to target these specific segments. 
These examples focus mainly on 
use cases of state-sponsored at-
tacker groups, but they should not 
suggest that organized cybercrimi-
nal gangs are not capable of acting 
on these threat surfaces. 

THALES GROUP INTERNAL

1
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Payloand cmd/ctrl
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Spoofing against over 20 ships in the Black Sea.

Living Off the Land tactic

Exploit in memory e.g. 
SMB EternalBlue

Memory only malware 
e.g. SQL Slammer

Dual-use tools e.g. netsh 
or PsExec.exe

Email with Non-PE file 
e.g. document macro Memory only payload e.g. 

Mirai DDoS

Remote script dropper 
e.g. LNK with PowerShell 
from cloud

Fileless persistence 
loadpoint e.g. JScript in 
registry Non-PE file payload e.g. 

PowerShell script

Weak or stolen 
credentials e.g. RDP 
password guess

Regular non-fileless 
method

Regular non-fileless 
payload

Non-persistent

INCURSION

1 2 3

PERSISTENCE PAYLOAD

Persistent

_LINK SEGMENT AND ATK13’S 
ATTACK EXAMPLE 

The main advantage for an espio-
nage group to leverage the Link 
segment is that it is difficult to 
identify. Indeed, the geographical 
location of the C&C server is very 
difficult to trace with this tactic 

since Internet-based satellite re-
ceivers can be located anywhere 
in the area covered by the satellite. 
The only drawback is the instability 
of the connection and its slowness. 
In this case ATK13 used a very 
simple method: Hijacking of DVB-S 
satellite links. 
The question is, how is this pos-
sible? As Kaspersky reminds us, 
four basic elements are necessary:

•  A satellite dish – the size depends 
on geographical position and sa-
tellite, 

•  A low-noise block downconverter 
(LNB), 

•  A dedicated DVB-S tuner (PCIe 
card) 

•  A PC, preferably running Linux

_GROUND SEGMENT AND 
ATK78’S ATTACK EXAMPLE 

In January 2018, Symantec’s Tar-
geted Attack Analytics TAA issued 
an alert for a major telecom ope-
rator in South-East Asia. The alert 
was linked to an attack by a group 
called Thrip, which collects infor-
mation on satellite-operating in-
frastructure. 
To date, known targets are sa-
tellite operators in the USA and 
South-East Asia but also defence 
contractors, telecom operators and 
organizations processing satellite 
imagery. In particular, the group 
looks for information linked to sa-
tellite operations and geospatial 
imagery.
Thrip’s tactics are referred to here 
as ‘living off the land’ and employ 
legitimate tools often already ins-
talled on its victims’ computers 
with some scripting and shell code 
that is hardly visible. It is therefore 
a dualisation of legitimate tools 
used by satellite operators on the 
ground for strategic and economic 
espionage.

_USER SEGMENT: DATA 
SPOOFING TO LURE THE 
USER 

There are many ways to spoof a 
GPS satellite. One way is to com-
promise the satellite’s receiver and 
alter its output signal. In 2017, the 
U.S. Maritime Administration re-
ported the first GPS spoofing at-
tack against over 20 ships in 
the Black Sea.  Correspondence 
between one of the impacted ves-
sels and their command center in-
dicates that over the course of the 
attack, the GPS position displayed 
on their navigation tool sometimes 
showed ‘lost GPS fixing position’.  
At one point during the attack, the 
spoofed location showed the ship 
was located near the Gelendzhik 
airport but was in fact 25 nautical 
miles from the reported location. 
According to a non-profit organiza-
tion called Resilient Navigation and 
Timing, which monitors GPS inci-

dents, anecdotal spoofing reports 
are not uncommon in Russian wa-
ters. 
_SPACE SEGMENT: THE RISK 
OF TAKEOVER

Attacks on the satellites them-
selves are less common in recent 
times. Nevertheless, most of the 
typologies of attacks described 
above (living off the land tactic, 
links hijacking, GPS Spoofing/Jam-
ming, etc.) can be means to reach 
the space segment as a final target.
Here, the most important risk is a 
takeover or an OT attack on a sa-
tellite. In 2008 in a scientific article 
by Jessica A. Steinberger reported 

on a Trojan horse attack that al-
lowed hackers to break into the 
computer system of the Johnson 
Space Center in Houston, Texas.
With this access they managed 
to reach the International Space 
Station (ISS) and disrupt on-board 
operations. This use case, which 
seemed unthinkable, was facilitated 
using old software on board with 
an almost non-existent patching 
policy for vulnerabilities.

2
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_Transportation    
_UNDERSTANDING  
THE CYBER THREAT

In the age of automation and 
networking, recent years have seen 
an overwhelming increase in cyber 
attacks against the transport in-
dustry. As a result of the prolifera-
tion of attackers and their modus 
operandi, IT systems are often too 
vulnerable. As a result, attackers 
are finding more and more entry 
points into increasingly vulnerable 
systems. In addition, in 2020, a 
number of global events have fa-
voured attacks against this sector 
of activity, such as the COVID-19 
pandemic. Indeed, in this period of 
coronavirus, attacking those in the 
second line unfortunately makes 
sense for malicious individuals. The 
transport and logistics sector fulfils 
vital missions and therefore needs 

Cargo ships are increasingly connected to communications systems  
that leave them vulnerable
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systems (GPS)
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Electronic Display 
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System (AIS)

IT bridge
systems

Satellite
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OfficeTerminalEquipment 
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systems

Cargo 
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more than ever to have fully opera-
tional information systems.
It is important to know that the 
transport sector is made up of six 
sub-sectors: public transport and 
passenger rail, pipeline systems, 
road and highway transport, the 
maritime transport system, rail 
freight, and postal and maritime 
transport. The vitality of the sec-
tor’s interconnectedness and global 
presence makes it a tempting tar-
get for hackers. 

_WHERE THE WEAKNESSES 
ARE: THE RAIL INDUSTRY

In the rail industry, traditional wire-
based train control and manage-
ment systems (TCMS), which had 
only limited communication with 
external systems, are giving way 
to wireless standards like GSM-
Railway, a relatively broad network 
linking trains to railway regulation 
control centers. As is the case for 

all mobility providers these days, 
T&L companies use vehicle info-
tainment services and other equip-
ment that add another layer of in-
ternet-connected communications.

_WHERE THE WEAKNESSES 
ARE: THE MARITIME SECTOR

In every segment of the transpor-
tation industry, the widened cy-
ber-attack surface is evident. For 
instance, among maritime com-
panies, relatively simple distress-
and-safety systems have been re-
placed by full-fledged, cloud-based, 
local area networks, like the Inter-
national Maritime Organization’s 
(IMO) e-navigation program. These 
networks are a tempting target for 
hackers because they collect, inte-
grate, and analyze on-board infor-
mation continuously to track ships’ 
locations, cargo details, mainte-
nance issues, and a host of oceanic 
environmental considerations.

Wireless network connectivity is making railroads  
easy target for hackers

Targeted sectors
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Top threats in the transportation industry

DoS/DDoS  
Attacks

Data 
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IOT 
Vulnerability Legacy 

Systems

Weaknesses
in Mobile Device

Security

Ransomware
Malware

Phishing / 
Email Attacks

Advanced 
Persistent Threat 

(APT)

Insiders
Threat

_THE IMPACT OF CYBER-
CRIME IN THE TRANSPORTA-
TION SECTOR

The fallout from cyber attacks can 
sometimes be felt by organizations 
for many months.
In addition to service interruptions, 
cybercrime can also impact daily 
operations and result in the expo-
sure of sensitive data.
•  Below are sample impacts of cy-

ber attacks in the transportation 
sector:

•  Disruption to traffic lights, toll 
booths and electronic traffic signs

•  Interruption of ticket machines 
and fare gates

•  Blocked access to important files 
and data

•  Theft of sensitive information 
from emails

•  Interruption of payroll services
•  Theft of personally identifiable in-

formation (“PII”)

•  Blocked access to computer 
systems, resulting in employees 
using personal devices for work.

_TRANSPORTATION CYBE-
RATTACKS CAN BE DEVASTA-
TING

Transportation is the tenth most 
costly industry for experiencing a 
data breach. On average, breaches 
cost transit companies $3.58 mil-
lion per incident and take 275 days 
to contain. As cyberattacks on the 
sector grow increasingly common, 
these figures could grow, leading 
to incredible losses.
Example of devastating attack:  in 
early May 2021, the Colonial Pi-
peline suffered a ransomware at-
tack that forced it to shut down 
its entire network to prevent the 
malware from spreading.

Indeed, Colonial Pipeline, the lar-
gest oil pipeline in the United 
States, shut down operations af-
ter suffering what is believed to 
be a ransomware attack. Colonial 
Pipeline transports refined petro-
leum products between refineries 
on the Gulf Coast and markets in 
the southern and eastern United 
States. The company transports 
2.5 million barrels per day through 
its 5,500-mile pipeline and supplies 
45% of all fuel consumed on the 
East Coast
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